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ABSTRACT  
There has been an increasing concern over the volume of attacks from international sources towards government and military networks. 

The next generation wars would all involve computers and network tools, rather than fighter planes and nuclear bombs. Our proposal is a 

range based intrusion detection system with a trace back scheme to survive against these next generation odds. The proposed system would 

use a biometric authentication scheme for data transmission internally within the network and the usual Intrusion Detection Scheme for 

data transmission with outside networks like internet. This biometric authentication also alleviates the problem that an outsider cannot enter 

the network by pretending to be an insider with spoofed IP address. In case an attack occurs, we use an Autonomous System level IP trace 

back to trace back the attack to its source. The advantages of our proposed system are: 

1. The possibility of an attack from inside and outside the system is meager because the system has facilities to authenticate 

transmissions within the network and to detect malicious data from outside the network.  

2. In case an attack occurs, the trace back scheme would trace back the attack to the source, thus enabling ‘punish the guilt’. 
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