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ABSTRACT

In this paper, we propose a new encryption algorithm for communication of Bluetooth Sensor Systems. It is well known that Bluetooth
sensor systems are commonly used in low range data transfer and communication applications where security and data transfer speed are
the primary concerns. Several algorithms were proposed in this regard. Analyzing the strengths and weaknesses of the current encryption
algorithms, we develop a new 128 bit encryption scheme which is designed only for the Bluetooth data transfer scenario by taking
advantage of the Fast Frequency Hopping Scheme and thereby achieving greater data transfer speed and security.
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