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ABSTRACT

In this paper, an efficient blind digital image watermarking
algorithm using mapping technique is presented. The algorithm
can embed or hide an entire image or pattern (logo) directly into
the original image. The embedding process is based on changing
the selected DCT coefficients of the host image to odd or even
values depending on the binary bit value of watermark DCT
coefficients. The algorithm is tested for fingerprint image
embedded with a face watermark. It is demonstrated that the
watermarking algorithm offers a significant advantage of
providing biometric image compression and authentication
without introducing any significant degradation in the image
quality. Moreover the watermarking scheme is blind and does
not require any additional data for logo extraction.

Categories and Subject Descriptors

1.4.2 [Computing Methodologies]: Image Processing and
Computer Vision — Compression (Coding), Approximate
methods.

General Terms
Algorithms, Performance,
Verification.

Experimentation, Security,

Keywords
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1. INTRODUCTION

Biometrics based authentication systems are becoming
increasingly popular as they offer enhanced security and user
convenience as compared to traditional token-based (1.D. card)
and knowledge based (password) systems. With the increasing
usage of biometric systems the problem of storing the sensor data
has become an important issue. Also in most of the cases the
sensor data has to be transferred via a communication channel
with low bandwidth and high latency. Therefore minimization of
the amount of data is highly desirable which is achieved by
compressing [1] the data before transmission.

During the last decade several algorithms and standards for
compressing biometric image data have been evolved. The recent
ISO/IEC 19794 standard specifies that fingerprint and face image
data be stored in lossy manner in JPEG [2] (Joint Photographic
Experts Group), WSQ (Wavelet Scalar Quantization) and JPEG
2000 format.
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Another important issue related to biometric system is the
security and integrity of the stored templates. Existing literature
[6] focuses on encryption and watermarking techniques to
address this problem. Encryption techniques do not provide
security once the data is decrypted. As against this watermarking
involves embedding information into host data itself, thus
providing security even after decryption. Recently a
watermarking technique was proposed that embeds facial
information of a user in his/her fingerprint images.

During the last decade considerable work and research has been
done in the area of digital watermarking. However most of the
algorithms used for watermarking were incomplete (non-blind),
i.e. they require the original image to extract the watermark.

In this paper, an efficient blind watermarking technique[5] is
presented. In this technique the face image is embedded into a
fingerprint host image. The fifteen DCT (Discrete Cosine
Transform) [3][4] coefficients of the logo (face image) are
converted into binary bits using mapping technique. These binary
bits embedded into ten low frequency band coefficients of the
DCT sub-blocks. It is seen that the algorithm provides excellent
compression without degrading the image quality.

2. THE MAPPING TECHNIQUE

The mapping technique[9] is based on the principle of converting
the transform coefficients to a range of decimal values less than
unity. The number of bits used to represent each mapped values
can be selected by the user considering the amount of
compression required and the quality of reconstructed image.
Similar to the JPEG in this technique, the image is first divided
into blocks of size 8 x 8 pixels and discrete cosine transform is
calculated for each block. We have used DCT since DCT gives
excellent energy compaction only in small number of
coefficients. We then map the transform coefficients to a new
scale. The new range depends on the number of bits used to
represent each transform coefficient. Since the performance of
this technique also depends on the range of the transformed pixel
coefficients, we perform the mapping operation by grouping the
transform coefficients into fixed sized blocks

The watermark logo (face image) is first converted into the

binary form l[“’*’?{‘Z')}using the mapping technique (figure 1). The
parameters used for logo binary conversion are as follows

(i) Size of the sub-block (ns) = 8

(ii) Number of coefficients considered for each block (nc) = 15
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(iii) Number of bits used for binary representation of transform
coefficients (n) = 8

(iv) Number of bits used for binary representation of offset and
range = 14

Apply the image transformation {IWCT) to the
image block by bleck {ITT)
¥
Scam the Transform Coefficient block by block
and =lect only a few coeflicients {ITy
¥
Find the minimum valwe of the transformation
coefficient min_1T=min{ IT=offset
¥

To convert all the transform coe (ficients to
positive use IT=IT + offset

i

Form groups by combining i coefficient from
esch transfornn block
L3
Find the maximem {mas T;) and nndndnoomm
{minT;) value from each block
+

Calculate range T; = maxT;- minT;

¥

Decide the number of bits used to represent
each pioed coeffickent {n)
¥
Calculate the maxinmum and the mminimum
fraction bess than 1 that can be represented
using n aumber of bits.
e, nmeEx T={ 2™ 12" and nminT =10

¥
| i=i+1 |
Caleulate the pew range using the formula

k nrangeT= nmaxT; - nminT;

¥

Perform mapping operation
nT;={ nrange Ty rangeT;/*{ Ti)

¥

Comvert the nminT;, rangeT; and oT; into
binary form wsing onlky a8 sumber of bits
{range T; can however e represented using
more namber of bitsi

Is i = ne 7 where nco
=non of coefl. From
each scan block

Transmit the binary bits obtained along with
binary representat bon of offset

Figure 1. The Mapping Technique.
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3. THE EMBEDDING ALGORITHM

The watermark embedding algorithm is described in the
following steps.

Step 1: The host image (fingerprint) is divided into N, 8x8 sub-
blocks which are DCT transformed as shown

Ry = DCT{J{&&J)} u<8v<81l<k<N

where K = block number

f, = pixel intensities in the K™ block

F.= DCT  coefficients in the K™ block

(€}

Inside every 8 x 8 sub-block , ten DCT coefficients are identified.
Each block of DCT coefficient is subjected to a process of zigzag
scan. The first ten low frequency coefficients including the DC

coefficients are selected. The coefficients from each block are
arranged according to the scheme as shown in figure 2.

DC AC AC AC AC AC
bcl | be2 10 11 12 110 21 | ¢ N,10

Figure 2. The ordering of DCT coefficients

Step 2: The binary bits w(z) obtained from the logo after
mapping are embedded into the 10N DCT coefficients of the host
image. The bit embedding equation [5] is defined as

If W(z) =1then

. AD, Féafu,v)
Frluv)= & J1<k<N
Fyfuv)
1<k <N
If w(z) = O then
O]
. AQ, Férfuv)
Frluv)= A 1<k <N
Férfu,v) T
1<k <N

where A is a scaling quantity, Qeis the quantization to the
nearest even number, QO is the quantization to the nearest odd

number and F ks the nearest integer greater than or equal
to F,
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Step 3: The watermarked host image is obtained using the

Fluv)l=k=N

inverse DCT of all = &

4. THE RECONSTRUCTION ALGORITHM
The merged watermarks information Wiz} can be extracted by
the following steps.

Step 1: Perform 8x8 DCT transform for the watermarked
fingerprint image.

Step 2: Perform zigzag scan on the coefficients and select ten
coefficients from each sub-block. The coefficients from each
block are arranged according to the scheme as shown in figure 2.

Step 3: Extract the watermark bits. The extraction formulae are
as shown

Flk{u,v}
Qa(—
If A

is odd then W(Z} =0

J is even then W(Z} = 1
3)

Step 4:  Perform inverse mapping on the bits obtained. The
inverse mapping procedure is exactly the reverse of the mapping
procedure. Finally, the transform coefficients and hence the
reconstructed image (logo) is obtained.

5. PERFORMANCE METRICS

The original host image (fingerprint) and the original logo (face)
are compared with the watermarked image and the extracted logo
respectively. The performance metric used is the peak signal to
noise ratio (PSNR)[3]. Higher PSNR values imply closer
resemblance between reconstructed and original image.

If the pixels of the original image are denoted by B and the

pixels of the reconstructed image as Q;(wherel<i<n), we
first define the mean square error ( MSE ) between n pixels of
the two images as

in 2
MSE=—2 R-Q

ni=1

4)

The root mean square error ( RMSE ) is defined as the square
root of the MSE , and the PSNR s defined as
max; |P||
PSNR = 20log,

MSE

(®)
The amount of compression achieved by the algorithm is given
by
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Size of input stream-Size of output stream
Size of input stream

Compression Ratio = X100

(6)
6. EXPERIMENTAL RESULTS

In this section we present simulation results to depict the
performance of the watermarking algorithm for biometric images.

The performance is evaluated in terms of PSNR for different

combination of host and logo images. For simulation the
following parameters are considered.

(i) The original host image (fingerprint)(figure 3 )is a 512 x 512
pixel gray scale with intensity levels ranging from 0 to 255.

(ii) The original logo (face)(figure 4 )is a 128 x 128 pixel gray
scale with intensity levels ranging from 0 to 255.

(iii) The transform block and the scanning block used for both
fingerprint and face images is 8 x 8. For face image after
scanning only 15 coefficients are considered for mapping to
binary bits whereas for fingerprint image after scanning only 10
coefficients are considered for watermark embedding.

(iv) The scaling factor Alis considered to be unity.

Results are presented for two sets of fingerprint and watermark
images. Figure 5 shows the output obtained for the watermark
algorithm based on mapping technique. As a first case we embed
the first logo image (figure 4a) in the first host fingerprint image
(figure 3a). It is seen that there is no noticeable difference
between the watermarked ( PSNR =36.66dB) and extracted logo
images ( PSNR=33.88dB). Similarly different combinations of
host and watermark images are tested for watermark algorithm.
The PSNR values are tabulated in Table 1. Results (figure 5a-
5d) show that the PSNR values obtained in all the cases are
greater than 30dB thus offering a satisfactory resemblance
between original and reconstructed images.

Figure 3. Fingerprint host images (Size 512 x 512).
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(b)
Figure 4. Watermark Face images (Size 128 x 128).

The PSNR values also depict that a better image quality can be
obtained if higher number of coefficients (nc=15 for host and 21
for logo) are considered while mapping. However the improved
performance is obtained at the cost of increase in the data bits.

Figure 5. Watermarked image and Extracted Logo.

The actual storage space required using the mapping and the well
known JPEG [7] techniques is presented in Table 2.

(b) Table 1. PSNR values obtained for different host and
watermark images.
PSNRin dB
. Host . Logo nc=10 for host | nc=15 for host
Fingerprint Face _ _
- . nc=15 for logo | nc=21 for logo
image image
HOST ‘ LOGO | HOST ‘ LOGO
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Figure 3a Figure 4a | 36.66 | 33.88 | 41.19 | 34.82
Figure 3b Figure 4b | 33.87 | 37.21 | 37.52 | 39.37
Figure 3a Figure 4b | 36.65 | 37.21 | 41.20 | 39.37
Figure 3b Figure 4a | 33.87 | 33.88 | 37.53 | 34.82

Table 2. Size of the stored images in KB in bitmap format,
JPEG format and using Mapping technique

Bitmap f\:)Fr)riSt Mapping Technique (KB)
(Hz(imigo) (HOSt;"—ogo hggt: 12255 nci15 for host
(KB) (KB) for logo nc=21 for logo
274 49.87 47.00 67.00
274 49.76 47.00 67.00
274 49.06 47.00 67.00
274 50.57 47.00 67.00

The observed values demonstrate that the performance of
Mapping technique is better than JPEG and bitmap formats if
lesser coefficients are considered. More ever the watermarked
image  obtained using mapping technique  provides
authentication[8] of the host image since the face image is hidden
in the fingerprint image itself.

7. CONCLUSION

This paper discusses the mapping technique to be used for
watermarking of the biometric images. The image quality
obtained using this scheme can be changed by varying the
number of coefficients considered. Moreover in this technique
the face image itself can be retrieved from the watermarked
fingerprint image. Thus authentication of the fingerprint data is
achieved along with compression.
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