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ABSTRACT

Use of smart card makes remote user verification and key
agreement easy, elastic to making a secure scattered system
environment. It is very important to provide user privacy
protection in authentication phase. In this paper, we are
describing the performance comparison of Jung approach for
multiple server authentication and key agreement schemes
with user protection in network security with our proposed
approach. First we are describing the juang approach then
overview of our approach with comparison. All the areas
those can be improved by us are also defined. Our approach is
works for single server as well as multi sever environment.
According to our analysis the juang approach is open to the
element, leak-of-verifier attack and session key discovery
attack and smart card loss attack. We are saving data into the
server table in form of digital identity, smart card is removed
by us, and so the new approach is safe from smart card loss
attack.

General Terms
This paper describes the Juang approach for multiserver
authentication and key agreement. It defines the limitation of
his approach than the overview of improvements can be done
by us to make this approach more secure and cost effective
with user protection.
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1. INTRODUCTION

The user must login to access the services provided by the
server. For login user send his username and password to the
server through a protected path. In this case for to check the
authenticity of the user sever reads the message send by the
user and verifies his identity and password, if the identity and
password matches then server gives rights to access all
services provided by itself otherwise user not allowed to
access the services. In previous paper we study the Juang
approach for multi server authentication and key agreement
problem and we figure out its limitation and improvement
areas. So in this paper we shall describe the overview of our
proposed approach and comparison of performance with Jung
approach. Juang scheme is efficient for authentication and key
agreement but the drawback of the scheme; it has no ability of
anonymity for the user. we can make it more secure and cost
effective. The following points must be considered for user
authentication and key conformity phase.
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a. Confidentiality shelter: In the phase of authentication the
opponent can not constrain the identity of the user.

b. Generously choose password: All uses are free to change
password and select his password by himself.

c. Less communication and computation cost: The smart
card is costly and it is not offers a powerful computation
capability so we are removing the smart card from our
approach.

d. Mutual authentication: Server authenticate user mutually.

e. Session key contract: Each server and user must establish
a session before communication [7, 8].

Usually in all scheme each user needs to register many servers
and memorize more than one identities and passwords. This is
not convenient way for the users. To make it easy to use many
approaches are proposed for multi server authentication. In
these entire new schemes only one time login works for many
severs. User need not to register on all the servers. These are
the following criteria for security of the session key
generation phase.

a. Session key safety: Session key must be shared
with the user and server only securely

b. Forward confidentiality: Session key must have
some time out feature. The long driven session key
is unsecure that is used before for other sessions.
For each new session new key must be generate.

c. Known-key security: The old session key can not
determine the new session key.

2. STUDY OF JUANG APPROACH

Juang approach is smart card based approach for remote
logins to multi server environment. This approach is weak
beside smart card lost problems, leak-of-verifier attack. To
remove all recognized security terrorization in their
mechanism, we shall propose an improved version this
approach.

Notation used in Juang algorithm “A — B: C” denote A is
sender B is message and C is receiver, E y(c) denote that
secure key y is used to encrypt the chipper text ¢. D y(m)
denote the secrete key y is used to decrypt the plaintext m
corresponding symmetric cryptosystem[13], “||” denote the
string concatenate operator and ® denote the bitwise
exclusive-or operator. h denote the hash function.
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2.1 Juang Approach for Single Server

Authentication
Juang scheme is based on the smart card which is describing
below this scheme is for user authentication and key
agreement with high communication cost and more functions.
[8] Following notations are used here. Ui stands for ith user.
IDi stands for unique identity of user. x is the secrete key. S
stands for server. PW is the password for a user login.

2.1.1 Registration Phase

User sends a message to the server of his identity IDi and
password PW for registration [8] If sever accepts his request
than below steps are processed:

Step 1: Sever generate secrete keys for user ui vi = h(IDi||x)
and wi = vi ® PWi.

Step 2: In this step IDi and wi is loaded into the memory of
smart card. That card issue to the user.

2.1.2 Login and Session Key Agreement Phase

User first attaches his smart card to the device then submits
his id and password to the reader device. Both server and user
choose nonce value N1 and N2 for fresh login check step. For
generate the session key a random number rsk chosen by
server and ruk chosen by user then the session key is
generated ki = h(rsk||ruk||vi). Then below steps are processed
for it login:

Step 1: Ui — S: N1, IDi,Evi (rui, h(IDi|]| N1));
Step 2: S — Ui: Evi (rs,N1 + 1,N2);
Step 3: Ui— S: Eki (N2 + 1).

2.2 Multi Server Authentication Scheme

This scheme is proposed by Juang for multi server
authentication and key agreement which is based on smart
card. Users, servers and a registration centre are the
participants of this scheme. It is assumed that the registration
centre is trusted. In this scheme user has to register only one
time to access the different services provided by the different
servers. Let RC stands for the registration centre, Sj denote
server j, and Ui denote user i. Let UIDi be a unique
identification of user i and SIDj stands for unique identity of
server Sj. X is assume to be a secrete token kept by
registration center securely. Registration center generates the
secret key wj = h(x||SIDj) that is shared with registered
servers securely. This key further used in communication.

2.2.1 Registration Phase

User sends a message to registration center RC sever which
message conations user identity UIDi and user password PWi.
Below steps are performed by the registration center for ith
user registration.

Step 1: RC generates the two secret keys for user i one is vi
=h(x||UIDi) and other is pi = vi ® PWi.

Step 2: Then user identity and pi is loaded to the memory of
smart card than that is useful for the user. That card is issue to
the user.

Step 3: For establish communication between each user and
server RC generates a shared secret key which is shared
between users and severs. The key is vi,j = h(vi||SIDj). And
then RC sends encrypted key Ewj (vi,j ,UIDi) to each sever
after receiving this encrypted key, severs saves this key into
its database.
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2.2.2 Login and Session Key Agreement Phase

User first attaches his smart card to the device then submits
his id and password to the reader device. Both server and user
choose nonce value N1 and N2 for fresh login check step. For
generate the session key a random number rsk chosen by
server and ruk chosen by user then the session key is
generated ki = h(rsk|ruk||vi). Then below steps are processed
for it login:

Step 1: Ui — Sj : N1,UIDi,Evi,j (ruk, h(UIDi|[N1));
Step 2: Sj — Ui : Evi,j (rsk,N1 + 1,N2);
Step 3: Ui — Sj : Eskk (N2 + 1).

2.2.3 Shared Key Inquiry Phase

As we have seen in step 3 of registration phase of multi sever
environment RC sends a encrypted key Ewj (vi,j ,UIDi) to
each sever that key is saved by all severs databases, so for
removing the efforts to save that key on each server we can
verify this key from registration center only. It can be fetch
directly from the RC. So the below steps can be processed
between step 1 and step 2 of login and session key agreement
phase when it requires the shared key [10].

Step 1: Sj — RC : N3,UIDi, SIDj ;
Step 2: Ewj (vi,j ,N3 + 1).

2.3 Inadequacy of Juang scheme

These are some drawbacks of this scheme it does not provide
the user secrecy functionality and it is not function properly
for multi server environments. Juang’s scheme lacks
efficiency, and each server needs to additionally protect and
securely maintain an encrypted key table. According to my
analysis the key size is very large. The output block size of
secure key can reduce. This can be more secure by using other
cryptographic functions.

3. OVERVIEW OF OUR PROPOSED
APPROACH

First we shall define the improvements we can do in the above
scheme. Following are the improvements those we have
consider in our proposed scheme.

a. The secure key size can be reducing by using the
other cryptographic technique.

b. We are using 3DES in place of hash function which
is more secure and required the less block size. So
security is another factor that we shall improve.

c.  We can make only one time registration to login to
multiple sever. By using a single digital identity and
password user can access the multiple services
provided by the different severs.

d. We are removing smart card in our proposed
scheme so the user is saved from smart card loss
attack. We are storing the user’s login details in
sever in form of digital identity securely.

e.  Costand time consumption can be reduce.

These are the area we can improve in our approach. Now let’s
discuss the overview of our proposed approach.

4. PROPOSED APPROACH

We proposed an improved version of Juang user
authentication and key agreement scheme that is more
efficient, less computational, more secure and required less
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memory block size. This proposed scheme is suitable for
single server and multi server environment. Our scheme also
has low communication and computation cost for user
authentication by only using symmetric crypto systems using
3DES which more secure technique. Also, this new scheme
successfully solves the user protection and security problem in
a multiple sever system since our proposed scheme is based
on 3DES.Description of proposed improvements in Juang user
authentication and key agreement scheme. In place of one
simple hash function we are using 3DES which is more secure
and required less memory block size. It provides addition
security and control over user.

It is an efficient approach for user authentication and key
agreement with controlled security attacks using 3DES
algorithm. The same approach used for single server will be
use to build an efficient multiple servers system. The keys
generated by the sever for each user is saved on sever in
digital identity form. The user login to user by entering its
digital identity which is securely sent to the user. If the
identity is correct server allows users to login to sever
otherwise not.

In case of multiple server environment the registration center
manages all severs and users. A key distribution centre,
service providers (servers) and users are the participants of
this protocol.

The registration center compute the secrete key and send that
key to each sever after register at registration center. That key
is generated using highly secure 3DES algorithm which less
in size in comparison of Juang scheme and more secure. This
key is also saved on registration Center. Each severs also save
the same key in tables securely.

To login the user must register on registration center user
enter its identity and password. The sever generates its secure
key using 3DES algorithm and sends that key to the each
sever to verify the users identity when the same user will
login to registered server. After successful registration the
user can login to sever. User chooses a nonce value and server
also chooses a nonce value for freshness checking. Then user
enter its details sever checks his identity by applying some
secure encryption decryption techniques. If the details
matches with the digital identity stored by the server then user
gets successful login otherwise not ale to login the sever.

This is the overview of our proposed approach we shall
describe the detail of each steps of our approach for single
server as well as multiserver environment. The algorithm
steps we shall describe in our next paper.

5. COMPARISONS OF PERFORMANCE
ANALYSIS

We estimate the competence of our scheme and Juang’s
scheme. Juang’s scheme is based on the hash function, and
our scheme is based on the 3DES cryptosystem so the
performance of our approach is better than Juang approach.
In our scheme secrete key length is less than Juang scheme.
For compute the computation cost of registration phase we
can see the Juang approach [8], needs only one hash function
and in our scheme one 3DES function needed that makes
secrete keys more secure and less memory size required. The
computation cost is base on the aggregation of encryption and
decryption operations. Our approach requires four encryptions
and four decryptions in login phase. In Juang approach [8],
only three encryptions, four decryptions and five hash
functions needed. We have removed the smart card also
saving all the data on sever in form of digital signatures
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securely which is cost effective and safe from smart card loss
attack.

Our approach taking more time than juang approach but the
use of 3DES in place of hash function makes our approach
more secure. The secure key length size is small than Juang
approach so the processing time is less and key is more secure
than Juang mechanism. The overall performance of our
approach is better than Juang approach with high security and
user protection.

Table 1 Comparison of performance analysis on basic of
different parameters

Algorithm Block | Security Cost Time
Size level consume
(bits)
3DES 64 High Less High
Hash 128 Less High Less
function

6. CONCLUSION

In this paper, we have discussed the improvements done in
juang approach and overview of our proposed approach for
multiple server and single server user authentication and
session key establishment. In our approach only one time
registration required to access the multiple services provided
by the servers. Our approach is more secure required less cost
and ease of use.This new approach also have low
communication and Computation cost for user authentication
by only using 3DES algorithm. It also solves the serious time-
synchronization problem in a multi server environment. Our
scheme required less memory size. Less cost because smart
card is removed in our approach so we are safe from smart
card loss attack.

7. FUTURE WORK

We will provide the implementation of each step of our new
approach. In this paper we have only discuss the overview of
our approach. It is an improved version of Juang approach
which is more secure. That approach will take less memory to
store the user secrete keys and less computational work
require. It will store the user login information securely in
server tables in form of digital identity by doing this smart
card loss problem can be removed.
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