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ABSTRACT 

There are many applications in image processing field; one of 

them is how to secure the image during transmission. In many 

cases there are different methods to encrypt the image. Each 

one of them has a different level of security that can be 

determined by using quality assessment techniques. The 

cipher image can be evaluated using various quality 

measuring criteria, these measures quantify certain features of 

the image. If there are many methods that can be applied to 

secure images; the question is what is the most powerful 

scheme that can be used among these methods? This research 

try to answer this question by taking three different encryption 

methods (RC5, Chaotic and Permutation) and measure their 

quality using the (PSNR, Correlation, Entropy, NPCR and 

UACI), the results of these criteria were input to a fuzzy logic 

system that was used to find the best one among them. The 

fuzzy logic output determine the degree of effectiveness for 

each method, many experiments have been executed on 

various images to show the ability of work to assess quality of 

the encryption method.   

General Terms 

Quality Assessment Mechanisms using Fuzzy Logic. 

Keywords 

Correlation, encryption, entropy, fuzzy logic, NPCR, PSNR, 

quality assessment, UACI. 

1. INTRODUCTION 
Quality assessment is a very important tool to check the 

efficiency and effectiveness of cryptographic algorithms. 

There are many methods to assess cryptography techniques 

i.e. depending on the length of key, the length of block or 

word, the number of rounds, execution time and so on.  Image 

encryption techniques are widely used to ensure the secure 

transmission for the image. Image quality assessment (IQA) 

can be divided into two types; the first is subjective method 

which depends on the human beings assess the quality of an 

image. The second method of IQA is the objective methods 

that can be assess the quality of an image automatically using 

various criteria [1-14]. These criteria are widely used to 

evaluate the quality of image. The main idea behind this paper 

can be dividing into three stages: 

Stage 1: select an image to encrypt using three encryption 

techniques (RC5 [15], Chaotic [16] and Permutation [17]). 

Stage 2: Using the following image encryption quality 

metrics: Peek Signal to Noise Ratio (PSNR) [18], Correlation 

[19], Entropy [20], Number of Pixels Changes Rate (NPCR) 

and Unified Average Changing Intensity (UACI) [21, 22]. To 

measure the quality of encrypted image that results from the 

stage 1; the result is fifteen values, five values for each 

encryption method. 

Stage 3: finally, using the five values of quality resulted from 

stage 2 as input to the fuzzy logic system (FLS), to assess the 

quality of each encryption techniques. The low result of FLS 

refers to the best encryption method. 

By far, no such work in the field of quality assessment for 

image encryption techniques using fuzzy logic system. 

 

Fig 1: The Structure of the Quality Assessment for Image 

Encryption Methods using FLS. 

Figure (1) shows the structure of the proposed method, the 

image is entered to the encryption method like (RC5) to 

produce the cipherimage, the cipherimage then input to the 

quality analysis metrics to evaluate the efficiency of the 

method, the results of the quality analysis are enter to the FLS 

to produce a value from the FLS depending on the previous 

quality analysis results. This approach applied for the other 

two methods (Chaotic and permutation) to determine the best 

method depending on the value of the fuzzy logic system. 

This paper is organized as follows. Section 2 describes the 

fundamentals of the image quality criteria. Section 3 describes 

the fuzzy logic. Section 4 discusses the new scheme for 

quality analysis of encryption image methods using fuzzy 

logic technique. The experimental results of the new 

techniques are presented in section 5. The conclusions are 

presented in section 6.  
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2. FUNDAMENTALS OF THE IMAGE 

QUALITY CRITERIA 
In this section, the fundamentals of the image quality criteria 

are described in details. 

2.1 PSNR 
The PSNR is a criteria used to measure the quality difference 

between the resulted images from compression or encryption, 

based on the original image.  

PSNR depends on the Mean Square Error (MSE) that can be 

calculated from equation (1) [23, 24].  

 

 

MSE calculates the average of error between the original 

image and the extracted image. 

PSNR can be calculated as shown in equation (2) [25, 26]. 

 

The best value for PSNR is near to zero. 

2.2 Correlation 
Correlation is a quality analysis used to measure the similarity 

between the plainimage and the cipherimage. The correlation 

can be calculated from equation (3). 

 

 

 

The best preferred value of correlation is near the zero. 

2.3 Entropy 
Entropy is the expected value (or average of information) that 

can be extracted from the message, and expressed by equation 

(4).  

 

2.4 NPCR and UACI 
NPCR determines the number of pixels that their values 

change during the encryption operation, while, UACI 

determines the ratio of changes between two cipher-images. 

The scale of NPCR is [0, 1], the value 0 shows that there is no 

change in pixels of imge1 and image2. Value 1 show that all 

pixels in image2 are different from image1. 

The scale of UACI is [0, 1], the most preferred value is near 

to zero. 

3. FUZZY LOGIC 
Fuzzy logic system has been adopted in solving many 

problems. The FLS consists of four stages Fuzzification, Rule 

base, Inference engine and Defuzzification as depicted in 

figure (2) [27- 29]. 

 

Fig 2: The Fuzzy System (FS). 

There are many types of FLS models like Mamdani and TSK 

model [30, 31]. 

4. QUALITY ASSESSMENT USING FLS 
The proposed technique is using three techniques (RC5, 

Chaotic and Permutation) to evaluate which of the three 

encryption algorithms is the more effective than the others, by 

the following steps: 

1. Select an image to encrypt by using Rc5, Chaotic and 

Permutation methods. 

2. The resulted image is evaluated by using the five quality 

analysis criteria (PSNR, Correlation, Entropy, NPCR, 

UACI). 

3. Enter the quality analysis value resulted from step 3 to 

the fuzzyfication step of the FLS. 

4. Calculate the output value of the rule bases by mapping 

the (PSNR, Correlation, Entropy, NPCR, UACI) values 

to the corresponding fuzzy sets. 

5. Calculate the crisp output value by using equation (5). 

6. Execute the previous steps for other methods 

(permutation and chaotic). 

Select the best method depending on the low crisp output 

value. 

 

Fig 3: The structure of FLS using five inputs and one 

output of the optimal quality value for the encryption 

method. 

… (1) 

… (2) 

… (3) 

… (4) 

… (5) 

… (6) 
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Fig. 4: Representation of inputs membership functions. 

The fuzzy rule which implied is the Mamdani type rule with 

five values of input (PSNR, Correlation, Entropy, NPCR and 

UACI) to produce one value as an output that represents the 

optimal value for quality of the encryption method. Figure (3) 

represents the structure of FLS with five inputs and one output 

and Figure (4) represents the triangle membership function 

which is used in this approach. 

The triangle membership function can be calculated by using 

equation (5). 

𝜇𝐴 𝑥 =  

𝑥−𝑙𝑜𝑤

𝑐𝑒𝑛𝑡𝑒𝑟 −𝑙𝑜𝑤
           𝑙𝑜𝑤 ≤ 𝑥 ≤ 𝑐𝑒𝑛𝑡𝑒𝑟

𝑥−ℎ𝑖𝑔ℎ

𝑐𝑒𝑛𝑡𝑒𝑟 −ℎ𝑖𝑔ℎ
           𝑐𝑒𝑛𝑡𝑒𝑟 ≤ 𝑥 ≤ ℎ𝑖𝑔ℎ

0                                                  𝑜𝑡ℎ𝑟𝑤𝑖𝑠𝑒

      

 Where x is a crisp input value. 

In quality assessment FLS, the input values are processed by 

the inference engine, Table (1) shows the fuzzy rules used in 

FLS, the total number of fuzzy rule base is 3^5=243. For 

example, IF PSNR is Low, Correlation is Low, Entropy is 

Low, NPCR is High and UACI is Low, the Optimal value 

(output) is High. The rules run in an inference engine 

simultaneously. Finally, the defuzzification stage finds the 

optimal crisp value that represents the output from the fuzzy 

space. This value represents the quality analysis for the 

encryption method. 

 

 

 

 

 

Table 1: Fuzzy Rules of the technique 

 

The fuzzy system can be expressed by the following 

procedure: 

 

5. EXPERIMENTAL RESULTS 
To evaluate the technique we used 3 encryption algorithms 

(RC5, Permutation and Chaotic). Each method runs on eight 

different standard images (birds, boat, house, barco, boys, 

star, peppers and fingerprint).  
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Table 2: Quality analysis metrics for RC5 encryption 

method 

 

Table (2), represents the values of quality analysis metrics 

resulted from the RC5 encryption methods for eight images 

using the five metrics. 

Table 3: Quality analysis by using FLS to RC5 encryption 

method 

 

Table (3), represents the values of FLS that evaluate the 

metrics of table (2). 

Table (4): Quality analysis metrics for Chaotic encryption 

method 

 

Table (4), represents the quality analysis metrics resulted from 

chaotic method of eight images. 

Table 5: Quality analysis by using FLS to Chaotic 

encryption method 

 

Table (5), shows the quality analysis metrics by using fuzzy 

system resulted from the quality analysis metrics for the eight 

images. 

 

 

Table (6): Quality analysis metrics for permutation 

encryption method 

 

Table (6), represents the values of quality analysis metrics 

resulted from the Permutation encryption methods for eight 

images. 

Table (7): Quality analysis values by using FLS to 

Permutation method 

 

Table (7), shows the quality analysis by using fuzzy system 

resulted from the quality analysis metrics for the eight images. 

From tables (2, 4, 6) it's very difficult to determine which one 

of the three methods is the best to encrypt the image, 

depending on the ordinary metrics (PSNR, Correlation, 

Entropy, NPCR and UACI) because the values of these 

methods are very similar or very closer. So the values of these 

metrics are using as inputs to the FLS to determine in 

precisely which one of these methods is better than the other. 

Tables (3, 4, 5) show the fuzzy logic values, which used to 

determine the quality analysis for each encryption method.  

6. CONCLUSIONS 
The quality assessment of encryption methods is important to 

determine the strength of the encryption mechanism. Several 

quality assessment methods are implemented to determine the 

efficiency of the cryptographic method using many metrics. In 

this work, a new quality assessment method has been applied 

on three image encryption algorithms (RC5, Chaotic and 

Permutation), by calculating the quality analysis for each 

method using five metrics (PSNR, Entropy, Correlation, 

NPCR and UACI), the results of these metrics enter to FLS to 

determine the fitness of each encryption method. Results 

show that the best method is RC5.  

Therefore, the FL quality assessment for image encryption 

methods adds a new method to analytical comparison among 

the implemented methods. 

As a future work, exploring more methods and investigating 

the performance of using methods to check its effectiveness 

using FL system.  
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