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ABSTRACT

The study proposes a cloud security framework for Cloud
Service Providers (CSPs) in Ghana. It adopted a number of
strategies, such as experimental research achieved through
integrated simulation and mixed mode research method
approach, using SPSS for data analysis to execute the study
expectations of proposing a new cloud security framework. It
also carried out an investigation into cloud security
deployment technologies, and then undertook a comparative
study of these technologies.

In addition, it also investigated whether or not CSPs in Ghana
follow any cloud security policy guidelines to deliver cloud
services in Ghana. An experimental research approach
adopted an Open AM server for the purpose of achieving
integrity and secure authorization in the proposed framework
which employed XACML Version 3.0 to define and enforce
policies. Tools such as, Cygwin, curl/libcurl, Scala and IntelliJ
IDEA IDE were used together to enhance simulation in the
study. The results from analysis revealed that, HSM, OTFE
and other cloud based security systems are the major security
technologies deployed by service providers for integrity and
authorization. Two curl HTTP/ 1.1 GET request were made at
the service application endpoint where the access controller is
wrapped over. Based on the rule set, two basic users were
allowed and disallowed when accessing a cloud resource. A
basic resource of an application with HTTP gave a status and
a security token. To maintain the integrity of cloud data, the
study recommends a root hardware TPM Chip be adopted to
ensure maximum application security and systems
performance. The proposed security framework assures cloud
data integrity and also ensures authorization. The study
therefore also recommends XACML V 3.0 to be adopted as a
language for cloud systems for policy definition and
enforcement.
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1. INTRODUCTION

Lots of benefits goes with the adoption of cloud computing
despite the worrying trend of security issues. It has been
known that one will not have to spend much on computing
power, storage space and communication capacity from a
large Cloud computing [1].

The issue of Privacy and the fear of information theft is on the
rise. There are even at times when access to and control of
data in the cloud becomes problematic. The problem could be
that, technologies deployed by service providers for data
protection does not provide a one-fit-all solution. The study
investigates cloud security deployment technologies and goes
further to know whether there or not there exist policy
guidelines for CSPs in Ghana. One cannot omit the fact that,
though there had been constant emergence of technologies,
there is also no timely security standard developed for
emerging technologies [2].

2. LITRATURE REVIEW
2.1 Technological Paradigms that led to

Cloud Computing

Study has it that, the rapid growth and emergence of
sophisticated communication technologies, the capacities in
excess computing and again the changes in management
philosophy are the three main factors that brought about cloud
computing adoption [3]. However, others believe that, the
origin of cloud computing services was as a result of
continuous outdating of hardware and software resources[4].

2.2 Cloud Computing

Information is key to the growth of every organization. Trust,
data privacy and access control contribute to the concerns
raised about data protection. The National Institute of
Standards and Technology (NIST) defined Cloud computing
as a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction.
Per the standards given by NIST, cloud computing is known
for having five essential characteristics, three service models,
and four deployment models [5]. There is however, the need
to propose a more viable and a valid security framework for
Cloud Service Providers, which will be based on a more
robust and efficient security technologies and systems.
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2.3 Cloud Computing Security

Technologies

It is envisaged that, standards are made up of technologies in a
framework. The several other security technologies reviewed
in this work that depends on softwares are Open
Authorization, Open ID, On The- Fly-Encryption, internet
based softwaressuch as firewalls and on hardware are the
Hardware Secure Module, Trusted Platform Module and
XACML version 3.0 for access control in terms of policy
definition and enforcement.In connection with the study also,
Data Loss Prevention (DLP) strategy known to form part of
encryption was one of the key data protection strategies that
encompasses protection for endpoint DLP (data in use) and
Network DLP (data in motion) [6].

2.4 Security frameworks and standards

The US Department of Homeland Security [7] defines a
security standard as a technique, as policy, a procedure that
attempt to protect the user’s cyber environment. However,
some experts are of the view that, there is no one-size-fits-all
solution for cyber security [8].This preposition holds, in that
bodies such asThe Cloud Security Alliance (CSA)continually
provides technical updates on guidelinesfor the organization’s
information systems infrastructure. Aside what CSA provides,
bodies such as, The United State National Institute of
Standards and Technology (NIST), Institute of Electrical and
Electronics Engineers (IEEE), European Network and
Information Security Agency (ENISA)also provides theirown
respective security standards which also covers the security
aspect of an organizational IT systems[9]. The ISO/IEC
27001: 2013 for instance provides the requirement for
Information security management systems. The ISO/IEC
27002: 2013 also provides the code of practice for
information security controls. The standard depends on the
processes adopted to build an information security
management system [10]. The PCI DSS for instance was
primarily developed to build and maintain network and
systems, protect cardholder data, maintain a vulnerability
management program, implement access control measures,
regularly monitor and test networks and finally to maintain
the information security policy [11].

2.4.1 Limitations of the reviewed frameworks

Among some of the limitations discovered during the review
were, cost of security implementation, especially with
reference to Payment Card Industry (PCl) Data Security
Standard and Payment Application Data Security Standard
(PCI DSS) of the version 3.0, implementation cost of security
for cloud is expensive regarding expert or personnel, security
systems and modules [11]. Again, Security sub components
interdependency is one of the key issues. The components of
the frameworks are large and complicated, and therefore lead
to misinterpretation of prescriptions [12] [13]. Researchers are
of the view that, objective Specification and Misinterpretation
adds up to the numerous setbacks, because frameworks
contain long list of compliances and specifications that can
lead to misinterpretations [13].

2.5 Theoretical framework

The study adopted the Technology Acceptance Model (TAM)
as suitable for testing the proposed framework. TAM stands
out as a theory for measuring and determining individual’s
attitudes towards the acceptance and usage of a particular
information system. In connection with this, [14]
discussedTAM that the success of a system can be determined
by a user’s acceptance of the system which is usually

International Journal of Computer Applications (0975 — 8887)
Volume 158 — No 1, January 2017

measured by three main factors, such as perceived usefulness
(PU), perceived ease of use (PEOU), and attitudes towards
usage (ATU) of the system.

3. METHODOLOGY

The study employed a mixed mode research method approach
and employed IBM’s Statistical Package for Social Scientist
(SPSS) version 21 to analyze data collected from the 12
sampled Cloud Service providing companies in Ghana using
the purposive sampling technique. 5 questionnaires each were
given out to each companies and at the end 60 respondents
formed the entire population including IT managers, IT
technical directors and the Cloud computing management
team. The analysis was based on descriptive analysis and
correlation. A proof of concept is used to simulate and
approve the study resulting the proposed framework. In
addition, an experimental research approach based on
integrated simulation was employed. The tools and languages
employed for the simulation were Open AM server, Cygwin,
Curl/libcurl, Extensible Access Control Markup Language,
XACML version 3.0, Scala programming language and
IntelliJ IDEA IDE. The success was achieved through
recording and reporting on results. During the simulation, a
server application was developed in Scala and jyson; used to
represent a cloud service platform application.Implementing
the framework modularity, the endpoints of the server
application is wired through the authorization server without
the main server application being configured. A curl client is
used to simulate a user agent (browser) request to the
application. Two curl HTTP/ 1.1 GET request were made at
the service application endpoint where the access controller is
wrapped over. Upon request the secure controller accesses the
Access Control List and verifies the payload. Upon
verification, the payload is pushed to server for business.
Though this approach can be seen as a single point of failure,
the secure controller can be configured differently over many

instance and also being highly scalable.

4. ANALYSIS, RESULTS AND
DISCUSSIONS
4.1 Cloud security deployment

technologies
Table 1: Which of the following cloud security
technologies does your company depend on for data
protection and maintaining the integrity of data?

Response | Frequency | Percentage
HSM 31 51.7

OTFE 29 48.3

Total 60 100.0

Source: Field data, 2016

Based on the questionnaire and the data analyzed, it was
realized that 31(51.7%) of the respondents indicated HSM as
a security technology in maintaining the integrity of the data
whiles 29(48.3%) indicated using OTFE.

Table 2: Which of the following standardized
authentication and authorization frameworks systems are
deployed by your organization?

Response | Frequency | Percentage
SAML 18 30.0
SASL 12 20.0
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OAuth 1 22 36.7
Others 8 13.3
Total 60 100.0

Source: Field data, 2016

The responses of Table 2indicatethat the participating
companieshave adopted authorization security frameworks
standards such as SAML, SASL, and OAuth 1 although 8 of
them stated others. ITU iterated in literature that[15], most
African countries lack the accurate regulatory reference
materials to provide cloud computing services. It was known
that, majority of cloud providing companies have adopted
policy guidelines in service provision. As revealed in the
analysis, 44 (73.3%) depends on policy for service delivery
whiles 16 (26.7%) does not. In addition, the analysis revealed
that, quite a number adopts international policies for service
delivery and data protection.

4.2 Correlations

As shown in Tables 3 and 4 above in this work, variables have
no direct link with each other. This is because when the
adoption of one variable increases the other decreases from
time to time and vice versa. However, in correlating the
various variables, the relationship between the various
security techniques and strategies computed are all valid and
significant at 1%. Cloud service providers adopts Internet
softwares and other cloud security technologies such as HSM,
OTFE, SAML, OAuth 1 for data protection(see Table 3). In
addition, it was revealed that, at least one of the CSPs have
deployed some of these cloud security technologies for
protection. The idea is that the strategies were used
simultaneously as shown for positive figures or correlations.
From analysis, it means that when one technology is in use the
other is neglected or abandoned by CSPs as represented for
negative correlations or figures.

4.3 Proof of concept through simulation
4.3.1 Results from simulation

Mai

* Closing connection (#6) Wed Jan 64 83:09:55 GMT 2017

Figure 1: Snapshot of Authorized client request from a
server

cURL client receives an authorized response over a request to
read a resource of id 23002. Authorization over HTTP
response is 200 with basic token for subsequent authorization.
The content type of the HTTP response is a text/plain which is
the basic authorization token. Details of this are shown in the
codes above.

Run

> |1

data-ascii @uths0 http://localhost

a 9060/0penin/mgnt /783346 /31 Low/basic/89754ed
(#0)

<h
TTP/1.1
eRtBhtyROtyCxfOzR549404rD

CURL/7.36.0 libcurl/7.36.0 OpenssL/1.0.2 z1ib/1.2.8
5t:9000

application/*

2

< HTTP/1.1 481 Unauthorized

* Closing on (#0) Wed Jan 64 03:11:08 GMT 2017

Figure 2: Snapshot of Unauthorized request.
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From the figure above (see Figure 2) a request was made
from the Access Control server and the request/access denied,
just as displayed with the HTTP/1.1 401.This is a cURL
application interface tool integrated into Intellij IDEA IDE.
This tool serves as a browser over HTTP 1.1 to query the
URL with necessary (userID) data for client access to the
system. cURL is used in lieu of a browser because cURL
dumps all http client information in connection. Authorization
code in the form of basic authorization is generated as a token
for the wuser’s subsequent authorization. Client is
unauthorized.

4.4 The Proposed Framework

The entire NIST framework meets five core expectations, that
is, protect, response, detect, identify and recover in all cloud
management operations [16]. It is therefore expected that the
proposed framework below will provide a secure and fine-
grained solution that resolves privacy and mitigate data
control issues that may be encountered by CSPs in Ghana in
the cloud system.

4.4.1 Deductions from the proposed framework
As at now the proposed framework(see Figure 3)cannot be
fully implemented to function as stated. The proof of concept
was performed to prove for validity and viability of the
framework. This framework is service oriented and so, it is
expected that the implementation of framework would exist in
a modular architecture offering less component
interdependency. The Access Control module as seen in the
proposed framework must further be deployed into sub
modules such as Authentication module and Authorization
module. This makes it lightweight and less dependent
modules.

Also, as shown in the diagram(see Figure 3), for the Private
and the public networks, certain security systems and
technologies, such as OTFE, HSM, DEK among the lots must
not be confused with the other but rather be deployed
specifically on those networks for proper management and
monitoring. As seen, Service models (SaaS, PaaS, laaS) are
made available to the cloud consumers on their public
network. But for higher security, security technologies such as
HSM, OTFE, DEK Access Control systems must be deployed
at the CSPs end for higher security. Hardware Secure Module
(HSM) is an independent module that offers encryption
management and encryption processes to the cloud system.
HSM is a dedicated crypto processor that is specifically
designed for the protection of the crypto key lifecycle. This is
central or root to the framework and must be deployed on the
private network of the Cloud Service Providers. Deploying
HSM on private network ensures maximum security against
external intrusion. Internal intrusion such as malicious
insiders can further be restricted by assigning the HSM
management to a particular host with human or biometric
group factor authentication. Detriment to HSM is extremely
unsafe. HSM manages Decryption and Encryption Keys
[DEK], data encryption keys, data encryption processes,
authentication, secure booting, digital signature generation
and digital signing. Data center module as from the
framework, represents the data storage component of the
framework. Data management as specified earlier
recommends the implementation of On-The-Fly Encryption-
Transparent Data Encryption [OTFE - TDE] for improved
performance and security. For a maximum security, it is
recommended that the data center must be deployed on the
private network for maximum security against both external
and internal intrusions. Data center platform security,
bootstrapping and [OTFE] is handled by HSM for optimum
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and central security. Data center OTFE helps in data loss
prevention. Encrypted data loss can be classified as not data
loss. Services models laaS, PaaS and SaaS are deployed on
the public network for external cloud consumers. A whole
Private cloud deployment model may not need a public cloud
feature. As such, the security of the public cloud lies on the
private cloud. The private cloud of the CSP is recommended
to host all security processes which cannot be accessed and
breached on the public cloud.

4.4.2 Ensuring Integrity through a Hardware,

TPM Chip.

Logically, it must be known that, the proposed framework
will implement a Hardware Secure Module (HSM).It does
employ Trusted Computing Group Trusted Platform Module
(TPM) as a local root of trust of the system whiles the HSM
by its performance provides the application software and
utilities secondary encryption, authentication and signatures.
The device, TPM, is a chip localized within the individual
computer or server thus representing as a local HSM
providing a perfect local root of trust for the system execution
environment. The framework will depend on the root trust of
a trusted hardware and that will help alleviates the effects of
kernel mutability, that’s the kernel fitting the needs of
application, alterations of Virtual Machines cross attack or
side channel attacks and even remote key injections. The
essence of the TPM is to provide secured techniques such as
secure boot, authenticated boot, public key based integrity
checking. Thus, enhancing blind processing processes which

Private Network
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is unseen by system administrators and users[17]. The
integrity of a single hardware computer is achieved through
the root hardware, TPM chip. However, using this approach
performance suffers and hence an external HSM is attached to
the system for application support and performance as shown
in framework(see Figure 3).Virtual machine attacks, such as
side channel or cross-attacks, could be reduced when a virtual
TPM (VTPM) is introduced. Such attacks (Side channel), for
instance occurs when a client on a virtual machine uses
cryptographic keys of the Central Processing Unit (CPU) to
access other virtual machines.

4.4.3 Reasons for framework adoption

Though there exist several frameworks, standards and
technologies proposed by researchers and standard bodies, it
is clearly evident that, the proposed framework in this work
on evaluation,is capable of ensuring the following;

e Reducing cost of implementation and cost of
management with high security efficiency and flexibility.

e  Providing higher and flexible implementation of security
of service and deployment models since security
deployment can be modularized.

e Managing interdependency of security components for
faster and efficient implementation thus providing
efficient form of security for cloud computing systems.

Public Network

vTPM]  Guest 0S| [vIPM] Guest OS|

\ Hypervisor ‘——|

[AC]
IAccess Controll

| [TPM Driver| Privileged O |

| [_TPM Hardware |

Low Level

[OTFE]

[Cloud Service Provider]

Cloud

[DEK]

[DEK]

[DEK]

High Level CONSUMER

Figure 3: The Proposed data integrity and authorization Cloud Security Framework for Service Providers in Ghana

Source: (Authors Construct, 2016)

5. CONCLUSION

The study revealed that Cloud Service Providers (CSPs) are
more comfortable adopting security technologies such as
HSM, Internet softwares such as firewalls as the most
appropriate ones for data protection. Therefore, to ensure the
efficiency of the cloud system, security can be optimized by
(CSPs) employing modules of the framework as native to the
cloud system. With security implemented as a service,
security adjustments and refactoring are fast and simple even
in production. Data integrity through software means cannot
only be a sure way for security and data protection but a more

hopeful, thus, depending on the root trust hardware, called the
TM Chip is potentially capable of reducing the bottlenecks.

In conclusion, it is a major struggle putting an end to cyber
security threats [18]. This means that, all the confusion about
security is based on trustof the cloud system.Therefore, in
future, a more in-depth study into how the activities of
consumers affect service providers’ efficiency and service
deliveryhas to be tackled.Not withholding the fact that, the
proposed framework assuresexpected results, such as data
integrity and secure authorization and recommended XACML
version 3.0 as the best language for policy definition and
enforcement.
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Table 3: Do you receive training as service providers, either locally or internationally?

Pearson Correlation
Using internet based software Sig. (1-tailed)

N
Pearson Correlation

firewall Sig. (1-tailed)

N
Pearson Correlation

nothing Sig. (1-tailed)

N

Pearson Correlation
antivirus Sig. (1-tailed)

N

Pearson Correlation
other Sig. (1-tailed)

N

Using internet based software | firewall | nothing | antivirus | other
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b b .b b b
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b b .h b b
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b b 'b b b

60 60 60 60 60

Source: Field data, 2016

**correlation is significant at the 0.01 level (1-tailed)
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Table 4: Correlations between data protection security methods
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secure sockef]
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Encryption

secure socket

two factor

other

Pearson Correlation
Sig. (2-tailed)
N
Pearson Correlation

Sig. (2-tailed)
N

Pearson Correlation

Jinternal protocol

Sig. (2-tailed)
N

Pearson Correlation

Sig. (2-tailed)
N
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Sig. (2-tailed)
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b b
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Source: Field data, 2016

**_Correlation is significant at the 0.01 level (2-tailed).

b. Cannot be computed because at least one of the variables is constant.
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