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ABSTRACT

Digital multi-media data can easily be replicated and
distributed. The rapid proliferation of internet raised concerns
from content owners in terms of providing protection to their
digital data. Image watermarking techniques are deployed to
achieve these goals. In this paper, a more secured and novel
color image watermarking scheme is proposed based on
Singular value Decomposition (SVD). At first host image is
partitioned into blocks of size pxp then found edges in each
block by using various edge detection algorithms. A reference
image is formed from the essential blocks whose values are
less than or equal to the threshold. Embedding is done by
modifying the U and V components of the reference image
using U and V components of the watermark image.
Segmentation of modified reference image is done and these
segmented blocks are placed in their original positions to form
a watermarked image. The watermarked reference image is
formed from the positions of the selected blocks of
watermarked image for extraction. The reverse process is
executed to extract the singular values of the watermark from
the watermarked reference image at hand. Analysis and
experimental results are showing that the proposed algorithm
is performed well and is examined against various attacks to
verify robustness.
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1. INTRODUCTION

Rapid developments in the field of digital multi-media
technology have increased the popularity of image-based
applications. Simultaneously this technical advancement also
resulted in unauthorized copying, distribution or modification
of digital images. So the protection of digital multimedia
content has become an increasingly important issue for
content owners and service providers. As watermarking is
identified as a major technology to achieve copyright
protection, the relevant literature [1-2] includes several
distinct approaches for embedding data into a multimedia
element. Watermarking, is the process of embedding data into
a multimedia cover, and can be used primarily for copyright
protection and other purposes. Watermarking schemes are
classified into two type’s namely spatial domain
watermarking schemes and transform domain watermarking
schemes. Spatial watermarking schemes are easy to
implement, but not robust against various attacks [3-9]. With
the aim of obtaining better imperceptibility as well as
robustness, embedding of watermark is done in the transform
domain. Many digital watermarking schemes have been
proposed for copyright protection. Most existing
watermarking algorithms focus mainly on embedding
watermarks into gray scale images in spatial or frequency
domain. The extension to color images is usually
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accomplished by marking the image luminance component or
by processing each color channel separately [10-14].

The rest of the paper is organized as follows. SVD
transformation is discussed in section 2. Proposed algorithm is
elaborated in section 3. Experimental results are given in
section 4. Concluding remarks are given in section 5.

2. SINGULAR VALUE
DECOMPOSITION (SVD)

SVD is an important factorization of a rectangular real or
complex matrix, with many applications in signal processing
and statistics. It is a numerical technique for diagonalizing
matrices in which the transformed domain consists of basis
states that is optimal in some sense [15-17]. Applications
which employ the SVD include computing the pseudo
inverse, least squares fitting of data, matrix approximation,
and determining the rank, range and null space of a matrix.
SVD has also been used in several watermarking algorithms.
The SVD of an N x N matrix M is defined by the operation:
M=USV" where U and V are unitary matrices, * denotes the
transpose and S is a diagonal matrix. The diagonal entries of
S are called the singular values of M and are assumed to be
arranged in decreasing order o; >oi,;. The columns of the U
matrix are called the left singular vectors while the columns of
the V matrix are called the right singular vectors of M. Each
singular value o; specifies the luminance of an image layer
while the corresponding pair of singular vectors specifies the
geometry of the image layer [18-21].

Let us assume that P is an N x N square matrix with rankr, r
<N. The SVD of P is represented as

[U1,1 Ul'N] S 0 -~ 0 Vig = Wiy
p=usy=|Ver o Ten |0 S 0 Yar o Vau
|-UN,1 Unwllo 0 = Sullvyy o Vw

Where U and V are NxN orthogonal matrices and S is an
NxN singular, Diagonal matrix with diagonal entries
Si’s(singular values) satisfying S1 > S2 >S83 > ...... Sr >
Sr+1=...... SN =0.

3. PROPOSED ALGORITHM
3.1. Watermark Embedding Procedure

Consider an original rgb image of size NxN, is denoted by
F. convert the RGB values to the YCbCr color space. Each
row in YCbCr represents the equivalent color to the
corresponding row in the RGB color map. Then Y space is
divided into a number of blocks of size pxp. Edges in each
block are found by using a canny edge detection algorithm.
Arrange the number of edges containing in each block into
ascending or descending order and select a threshold. By
using this threshold form a reference image of size nxn, where
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the selection of the block is done by selecting the blocks
which are less than or equal to the threshold. These blocks are
called significant blocks and are used to form a reference
image.

Stepl: The reference image is denoted by F,..

Step2:  Apply SVD to F,.; and is denoted by F, ref , Fref
and Fy,, respectively.

Step3: The watermark Fy, is exposed to the SVD. The
resultant matrices are denoted by F, F;j, and F}, respectively.

Step4: Modify the U and V values of the reference image
with the U and V values of watermark image to embed the
watermark.

Sliljl_ ref+ﬁ*FW (1)
SVVV_ ref+ﬁ*FW (2)
Step5:  Find the inverse SVD and denoted by

ESP = Siy« Fiy =Sy 3)

Step6:  Divide F/3{” into blocks of size pxp and rearrange
these blocks into their original positions to form the
watermarked image and is represented by F*.

3.2. Watermark Extraction Procedure
Step 1: Divide the Y space of watermarked image F* into
blocks of size pxp.

Step 2: Find the significant blocks and form a reference
image which is denoted by Ff.

Step 3:  Apply SVD transformation to Fp. The resulting
matrices are denoted by F, Tef, and F* respectively.

Step 4: Extract the watermark by using the following
equations

= (F& = Fep)/B )
= (Fref — Frp)/B )
Step 5:  Find the inverse SVD and is denoted by
Fif = Sif = Fy»siy 6)
4. EXPERIMENTAL RESULTS

In order to explore the performance of the proposed
watermarking algorithm, MATLAB platform is used. The
watermark embedding and extraction is done for Peppers and
Mandrill images. RGB images of size 512x512 are used as the
cover images. Logo and Copyright gray scale images are used
as two watermark images of size 256x256. Fig 1(a) and 1(b)
show cover images of size 512x512. Fig 2(a) and 2(b) show
watermark images of size 256x256.

The standard of the watermarked image is assessed by the
parameter called Peak Signal to Noise Ratio (PSNR) and the
robustness of the extracted watermark is evaluated by the
quantitative indices such as Normalized Cross Correlation
Coefficient (NCC) and Bit Error Rate (BER). In order to
judge the difference between cover image and watermarked
image, Mean square error (MSE) is used. Peak Signal to
Noise Ratio (PSNR) is used to estimate the watermark
imperceptibility and is given in equation (7).
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(a) Peppers image (b) Mandrill image
Fig 1. Cover Images

SqC

(c) Logo image (d) Copyright image
Fig 2. Watermark Images

Fig 3. Watermarked Images

MA X2
PSNR = 101logy, N

MSE = Z [x(i, ) — y(i,)]2 (8)

i=0 j=0

Where x (i, j) and y (i, j) represent the pixel value of the
original and the watermarked image respectively. Higher the
value of PSNR more will be the quality of watermarked image
which resembles the original image. The similarity between
the original watermark and the extracted watermark is verified
by using NCC and is given in equation (9). The value of NCC
lies in between [-1 1].
M—1 —1N i 1 s
NCC = Yizo Xz [W@j) W' (i,j)] ©
Z I WA ]2

The detection performance of watermarking is measured by
the bit error rate (BER). It is a dimensionless measure and is
defined as the number of received bits that are altered during
transmission through the channel divided by the total number
of transferred bits during a given time interval.

With the aim of improving capacity and invisibility, K.L
Chung et.al [23] proposed two important notes based on the
properties of the various components of SVD. Instead of
embedding watermark in only U-component proposed by
Chang et.al [22], Chung proposed an algorithm to embed
watermark in both U and V components of SVD. Comparison
of PSNR performance between Chung et.al [23] and proposed
methods is clearly elaborated in Table.1. The subscripts U and
UV in the first column of Table.2 represent that the
watermark is embedded into U component only and into both
U and V components of the original image, respectively.
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According to the proposed algorithm PSNR is improved on
comparison with Chung et al. [23] method.

Table 1.Comparison of PSNR performance

Chung et.al Proposed method(256
Images [23] method | column of U component and
for T=0.012 | 256 row of V' components)

Lena y 45.38 52.03
Lena yy 43.59 50.43
Peppers y 44.65 52.21
Peppers yv 43.05 52.03

The watermarked image quality is measured by using PSNR.
Watermarked images of both Peppers and Mandrill images are
shown in Fig.3. No perceptual degradation is observed
between the original image and the watermarked image.
PSNR, NCC and BER values of watermarked Peppers image
are tabulated in Table.2.

According to the proposed algorithm, modification in first
column of U-component and first row of V' components,
results in more distortion of image quality so low PSNR of
value 24.36dB is observed for Peppers image. Due to this fact,
BER of value 1 is achieved. On moving from the first column
to the remaining columns of U-component from left to right
and first row to the remaining rows of VT component from top
to bottom, less distortion of image quality is observed so that
PSNR increases to 52.20dB and BER of value 0 is achieved.
This is observed for column 256 of U-component and row 256
of VT components in Table.2.

Table 2. PSNR, NCC and BER values of Peppers
image by modifying different columns and rows of
U and V" components respectively

Embedd Performance Measures

ing
Column NCC BER
in U and

Rowin | psNR
\Y% (dB) U Vv U Vv

compon
ents

11 2436 | 0.3643 | 0.9213 | 1.0000 | 0.0039
32,32 52.04 | 0.9996 | 0.9381 | 0.4050 | 0.0039
64,64 52.19 | 0.9999 | 0.9465 | 0.0910 | 0.0038

128,128 | 52.20 | 1.0000 | 0.9502 | 0.0201 | 0.0038
256,256 | 52.20 | 1.0000 | 1.0000 0 0

To examine the robustness of the proposed watermarking
algorithm, the watermarked image is attacked by a variety of
attacks, namely Average and Median filtering, Gaussian
Noise addition, JPEG compression, Rotation, Cropping,
Resizing, Histogram Equalization, Sharpening, Contrast
adjustment and Pixilation. The extracted watermark images
are compared with the original watermark images after these
attacks are performed on watermarked images and the results
are tabulated in Table.3.

4.1. Filtering

The most common manipulation on digital image is filtering.
In image processing to combat high frequency noise in an
image, median filtering operation is frequently used. For
median filtering, 13x13 mask is used. It conserves edges
edges while removing noise. The extracted watermarks, after
applying 13x13 averaging and median filtering are shown in
Figures.4 & 5. It is observed that after applying filtering
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attack, images are not degraded and the extracted watermarks
from U and VV-components are recognizable.

U-1.0000 V-1.0000 U-1.0000 V-1.0000

Fig 4 : Average Filtering attack on Watermarked Images
(Top) and Extracted Watermarks from U and V

4.2. Addition of noise

Addition of Gaussian noise to the watermarked image is used
for the distortion and degradation of the image and results in
complexity of watermark extraction. Fig.6 shows the
watermarked image and extracted watermarks.

4.3 JPEG compression

To verify the robustness against image compression, the
watermarked image is tested with 80:1 JPEG compression
attacks and the extracted watermarks are shown in Fig.7.

4.4. Rotation

Rotation attack is among the most popular kinds of
geometrical attack. The rotation is used to realign horizontal
features of an image. Rotation is tested by rotating the image
in 60 degrees direction. Fig.8 shows the watermarked image
and extracted watermark images.

4.5. Cropping

Image cropping is one of the most commonly used
geometrical attacks on digital multimedia images. For this to
be done, 50% of the watermarked image is cropped and then a
watermark is extracted. The extracted watermark images from
the cropped watermarked image are as shown in Fig.9.

4.6. Resize

To fit the image into desired size, expansion or reduction is a
commonly used operation in image processing. It is referred
as resizing attack. Results are shown in Fig.10.

4.7. Histogram Equalization

Histogram equalization is the process in which intensity of the
pixels are reassigned in such a way that all the values
available for assigning a gray level are utilized. This
technique is generally used to enhance the image, so it can be
an attack for the image watermark. Fig 11 shows watermarked
images after histogram equalization and their extracted
watermarks.

4.8. Sharpening

To improve the individual quality of an image, sharpening
operations are used. A sharp image includes small
components, the fine detail, down to the limit of vision. Fig.12
shows the watermarked image and the extracted watermarks.

14



International Journal of Computer Applications (0975 — 8887)
Volume 158 — No 5, January 2017

1@ @

U-1.0000 V-.1.0000 U-1.0000 V-1.0000

Fig 6 : Gaussian noise attack on Watermarked Images
(Top) and Extracted Watermarks from U and V

4.9. Contrast adjustment

Contrast adjustment is one of the signal processing attack. Fig
13 shows watermarked images after contrast adjustment and
their extracted watermarks.

U-1.0000 V-.1.0000 U-1.0000 V-1.0000

Fig 9 : Cropping attack on Watermarked Images
(Top) and Extracted Watermarks from U and V

U-1.0000 V-.1.0000 U-1.0000 V-1.0000

Fig 10 : Resizing attack on Watermarked Images (Top) and
Extracted Watermarks from U and V

U-1.0000 V-1.0000  U-1.0000  V-1.0000 4.10. Pixilation:
Fig 7 : Compression attack on Watermarked Images (Top) Pixilation is the display of a digitized image where the
and Extracted Watermarks from U and V individual pixels are apparent to a viewer. Results are shown

in Fig.14.

U-1.0000 V-.1.0000 U-1.0000 V-1.0000

Fig 8 : Rotation attack on Watermarked Images (Top) and
Extracted Watermarks from U and V U-1.0000 V-1.0000 U-1.0000 V-1.0000

Fig 11 : Histogram Equalization attack on Watermarked
Images (Top) and Extracted Watermarks from U and V
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U-1.0000 V-.1.0000 U-1.0000 V-1.0000

Figure 12 : Sharpening attack on Watermarked Images (Top)
and Extracted Watermarks from U and V

U-1.0000 V-.1.0000 U-1.0000 V-1.0000

Figure 13 : Contrast adjustment attack on Watermarked
Images (Top) and Extracted Watermarks from U and V

U-1.0000

U -1.0000 V-1.0000 V-1.0000
Fig 14 : Pixilation attack on Watermarked Images (Top)
and Extracted Watermarks from U and V
The error rate between the extracted watermark and the
original watermark is used to assess the robustness of the
embedded watermark. Comparison of BER between Chang et
al. [22], Chung et al. [23] and the proposed method is clearly
tabulated in Table.4. According to the proposed

algorithm, BER of 0 is achieved.
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Table 4. Comparison of Bit Error Rate (BER) after various

attacks
Type of Attacked JPEG Gau§3|an .
Method images compress noise Cropping
ion 70 3%
C C Chang Mandrill 0.0195 0.0332 0.0625
et.al [22]
method Lena 0.0850 0.0557 0.0479
Lena y 0.072 0.061 0.059
'itLaf[hz‘gqg Lenay, | 0089 | 0076 | 0.071
n'] ethod Peppers y 0.044 0.049 0.042
Peppers v 0.068 0.071 0.077
Mandrill 0 0 0
Mandrill \, 0 0 0
Proposed Lena y 0 0 0
method Lena y 0 0 0
Peppers y 0 0 0
Peppers v 0 0 0

5. CONCLUSION

In this paper, a more secured and novel semi-blind self-
reference digital color image watermarking scheme is
presented. In this paper, the basic properties of Singular Value
Decomposition  (SVD) transformation are completely
explored. Analysis led to the fact that the modification in rows
of U-component along with the modification in columns of VT
component is given a poor imperceptibility. Excellent
imperceptibility is achieved when a modification is done in
columns of U-component and rows of V' component
simultaneously. Furthermore, modification in columns from
left to right and rows from top to bottom is provided an
excellent PSNR. In literature, there is a trade-off between
PSNR and NCC. But according to the proposed algorithm, as
the PSNR increases NCC is also increased. Robustness of the
presented algorithm is carried out by a variety of attacks.
Proposed algorithm can be hybridized with other transforms
like DCT-SVD or DWT-SVD. One can use optimization
techniques to improve the performance of the proposed
watermarking algorithm.
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