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ABSTRACT 
Encryption is a process in which the sender encrypts or 

scrambles the message in such a way that only the recipient 

will be able to decrypt the message with the knowledge of the 

proper key. With the growth of internet, the need for secure 

data transmission become more essential and important, as 

security is a major concern in the internet world. So the plain 

text should be codified by the process of encryption. Different 

types of data have their own features, thus different techniques 

should be used to protect confidential data from unauthorized 

access. In this paper proposed in bit level encryption and 

decryption algorithm based on number of keys  which can 

encrypt the 8 bit binary no to its corresponding 8 bit cipher text 

and a decryption algorithm which can convert that 8 bit cipher 

text to its corresponding 8 bit original no. It can also be 

extended to 16, 32 bit binary number. 

Keywords 
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1. INTRODUCTION  
The originality of data is a very important issue in data 

communication. No confidential message should be sent in raw 

format from one node to another via public domain as hacker 

can intercept that confidential message. Secure data 

transmission means that raw data can be sent from sender side 

to receiver side without any eavesdropping. Internet being open 

there is no guarantee that when a person sends some 

confidential data from one node to another node, the 

confidential message cannot be intercepted by any unwanted 

intruder. So the security of data is now has a big question mark 

[1, 6, 16, 18, 19]. So private data should not be sent in raw 

form from one computer to another.Encryption is the approach 

by which a message is transformed to another message so that 

only the sender and recipient can see. The confidential data 

must be converted to its encrypted form first and then should 

be sent over the insecure internet. To protect data from intruder 

or hacker, network security and cryptography is an emerging 

research area where the researchers are trying to evolve strong 

encryption algorithm so that the intruder cannot intercept the 

encrypted message.The efficient encryption schemes were 

developed and also broken subsequently over time. Continual 

research is going on in the field of cryptography to enhance the 

security as nothing is permanently secure. Also with the 

advancement of VLIW era with multiprogramming, 

mathematical functions are now a day‟s vulnerable to different 

attacks. Many different algorithms have been devised 

depending on various mathematical models, with each of them 

having their own merits and demerits. Breaking weak password 

is very easy for hackers. Messages with have repeated 

occurrences, plain texts which maps to same cipher texts are of 

prime interest of hackers and encryption of such texts may be 

rather difficult. 

Different symmetric techniques [9, 10] have been developed 

and implemented which are very simple and easy to 

understand.  In each case different variable length vectors have 

been introduced for variable length of blocks that enhances the 

security level of techniques. Matrix Based Bit Orientation 

Technique (MBBOT), Matrix Based Bit Shuffle Technique 

(MBBST), Magic Square Based Bit Orientation Technique 

(MSBBOT), Spiral Matrix Based Bit Orientation Technique 

(SMBBOT) [7], Permutative Cipher Technique (PCT) [5] and 

Session Based Symmetric Key Cryptographic Technique 

(SBSKCT) [2, 17] are few of them. Each of them considers 

source message as a stream of binary bits. 

Reference [3] introduces a new symmetric key cryptographic 
method called Bit Level Encryption Standard (BLES) which is 
based on bit exchanging or bit reshuffling method with fixed 
block size which are multiple of 2. This method uses bit, byte 
exchange methods with complements and XOR operation. The 
key element is the bit exchange depending on the randomized 
matrix which is generated every time and also each matrix is 
unique. In an updated version called BLES-II [4] block size of 
square of numbers starting from three onwards have been taken. 
Roy devised a symmetric key algorithm [11] that performs 
encryption by advanced bitwise randomization and serial 
feedback generation. Reference [13] proposed a symmetric key 
block cipher which uses bit manipulation method that include 
bit exchange, right shift and XOR operation on the bits. 
Reference [15] proposed a method that combines NJJSSA 
algorithm with MSA method in random order. Modified 
Generalized Vernam Cipher and DJSA method which is an 
extension of MSA method [12] was combined to DJMNA 
symmetric key algorithm [14]. 

2. FORMS OF CRYPTOGRAPHIC 

SYSTEM 

2.1 Secret Key Cryptography (SKC) 
With secret key cryptography, a single key is used for both 

encryption and decryption. As shown in Figure 1, the sender 

uses the key to encrypt the plaintext and sends the cipher text to 

the receiver. The receiver applies the same key to decrypt the 

message and recover the plaintext. As a single key is used 

for both functions, secret key cryptography is also known as 

symmetric encryption. Symmetric key cryptography is 

generally easier compare to asymmetric key cryptography. 

2.2 Public key cryptography (PKC) 
Public key cryptography or Asymmetric key cryptography uses 

public and private keys to encrypt and decrypt data. The keys 

are generally different large numbers paired together. One key 

in the pair called the public key can be shared and other one is 

known as private key which will be kept secret.PKC depends 
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upon the existence of so-called one-way functions, or 

mathematical functions that are easy to computer whereas their 

inverse function is relatively hard to compute. Fig 2 shows the 

concept of asymmetric key cryptography. 

3. PROPOSED WORK  
Here an encryption algorithm was developed which can encrypt 

the 8 bit binary no to its corresponding 8 bit cipher text and a 

decryption algorithm which can convert that 8 bit cipher text to 

its corresponding 8 bit original no. The code section of the 

above algorithms is developed by the JAVA language. This 

work can be extended up to 32 bit data. A swap function which 

can generate a public key for encryption and corresponding 

decryption algorithms are introduce here. It can transform the 

bit level data into several categories and using swap function 

minimum 8 bit of data can securely send from source to 

destination. 

Proposed Encryption Algorithm: 

Let us take 8 bits binary data as input to the encryption module. 

Our encryption process will stop when the decimal value of 

either block A or block B reaches a predefined number. „0‟ as 

the predefined value is chosen here. 

Step1:  Consider 8 bits block. Divide 8 bits block into two 4 

bits blocks named A and B. And determine corresponding 

decimal number in each block. 

Step 2:  If (A>B) then multiply A and B. Else swap (A, B) and 

multiply A and B. 

 3: Convert AB as binary nos. and go to Step step1.  

 Step4: Continue till either A or B „0000‟. If either A or B 

„0000‟ then AB is cipher text. And the swap value is the public 

key for this algorithm. 

 

Fig. 1.  Symmetric key cryptography 

 

Fig. 2. Assymmetric key cryptography 

Proposed Decryption Algorithm: 

Step 1: Take 8 bits block. Divide it into two 4 bits blocks 

named P and Q. 

Step 2: Checked if P and Q swapped or not in encryption. If yes 

then swap P and Q. 

Step 3: Convert P and Q Corresponding decimal Number M 

and N and multiply M and N. Find out corresponding prime  

factor say A and  B and test A>B if true then place AB else 

BA. 

Step4: Convert AB to its corresponding binary number. And go 

to step1. Continue till cipher text=plaintext. 

4. EXPERIMENTAL RESULTS 
In this work, The bit level encoding algorithm are proposed 

here. The input of 8 bit plain text and its corresponding cipher 

text is given in TABLE I.  The result shows that given plain 

texts are 10101100, 11000001, 00000001 and their 

corresponding cipher texts are 100000000, 00001100 and 

00000001 respectively. The corresponding graph has been 

shown in figure 3. 

Table1 , Plain text and corresponding cipher text for 8 bit 

experiment 

Plain Text Cipher Text 

10101100 10000000 

11000001 00001100 

00000001 00000001 

Explanation of Encryption Algorithm for 8 bit experiment 

Let us take 8 bits blocks 10101100. 

 Divide it into two 4 bits blocks 

 A=1010  10  and   B=1100  12 

 A<B then swap (A, B) then A=1100(12) B=1010(10) 

AB=120.   12001111000 

A=0111 7     B=1000 8 

Swap (A, B) then A=1000 B=0111 then   

AB=5600111000 

 A=00113     B=10008 

A<B swap (A, B) A=1000, B=0011, AB=24=00011000 

  A=00011,    B=10008 

A<B swap (A, B) A=1000 B=0001 AB=8*1=800001000 

  A=00000, B=10008    

AB=0 

 A<B swap (A, B) A=1000 B=0000 

           AB=10000000 is cipher text. 

Explanation of Decryption Algorithm for 8 bit experiment 

Let us take 8 bits blocks 10000000 

 P=10008     and         Q=00000 

Checked whether swapped or not in encryption or not. 

If yes swap (P, Q) 

P=00000 

Q=10008 

Combine P and Q then PQ=00001000=8=8X1. 

P=10008  

Q=00011 

Swap (P, Q) then P=0001 and Q=1000 

PQ=00011000=24=8X3. 

P=10008       and    Q=00113 

Swap (P, Q) then P=0011 Q=1000. 

PQ=0011100=56=8X7 
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P=10008        and    Q=01117 

Swap (P, Q) P=0111 Q=1000 

PQ=01111000=120=12X10 

P=1100     and       Q=1010 

Swap (P, Q) P=1010 and Q=1100 

PQ=10101100. 

Check PQ=AB. 

 

Fig. 3. Graph of converting 8 bit plain text to cipher text 

16 bit plain text will take again and got the corresponding 

cipher text after encryption shown in TABLE II. The 

experimental result is shown in Figure 4. 

Table 2, Plain text and corresponding cipher text for 16 bit 

experiment 

Plain Text Cipher Text 

0000110000001010 0000000001111000 

0000111100000001 0000000000001111 

0000000000000001 0000000000000001 

 

Fig. 4. Graph of converting 16 bit plain text to cipher text 

5.  CONCLUSION 
In this paper, A new algorithm based encoding technique are 

presented here which is converted into binary bits. Algorithm 

encryption is performed on binary data. All data which is under 

stable by the computer is finally converted into binary bits. So 

it can be implemented for any data type encryption process. In 

the proposed algorithm the key length is not fixed and the 

length of the plan text is not restricted for applicable of any 

large file. 
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