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ABSTRACT

The existing paper explains reversible data hiding in
encrypted images based on progressive recovery. Image
processing is a method to convert an image into digital form
and perform some operations on it, in order to yield an
enhanced image or to extract some essential information from
it. Three parties are involved in the framework, including the
content owner, the data-hider, and the recipient. The owner
encrypts the original image using an algorithm i.e. stream
cipher . The method proposes stream cipher algorithm such as
the AES (Advanced Encryption Standard)and uploads cipher
text to the server. The data-hider on the server divides the
encrypted image into three channels and respectively insert
different amount of additional bits into each channel to
generate a marked encrypted image. On the recipient side,
additional message can be extracted from the marked
encrypted image, and error free image can be recovered.
Reversible data hiding is a technique used to recover original
content it can be perfectly restored after extraction of the
hidden message.
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1. INTRODUCTION

In the modern era of digital communication a transfer of a
secret message is a contestable one. Several methods have
been proposed and investigated in the literature to provide
privacy for communication. Data hiding technique conceals
the secret message into cover image, where the image
embedded with secret message is called stego-image. Then
this stego-image is being transmitted to prevent the other
party from modifying, intercepting, and tampering, thus
protecting the data. There are two major research areas in data
hiding techniques: irreversible data hiding and reversible data
hiding. Irreversible hiding technique cannot recover images
back to cover images even after the receiver retrieved the
embedded secret message. Such technique holds an extremely
high capacity but it destroys images. As for reversible data
hiding technique, stego-images can be restored back to the
original images after retrieving the embedded secret data with
a lower capacity than irreversible method. From the above
methods, this paper utilizes progressive reversible data
hiding technique with the goal of achieving high capacity,
acceptable image quality and reversibility. Traditional
methods uses one criteria to recover the whole image, the
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progressive recovery uses three criteria as in our proposed
method maximum data can be hidden as compared to the
previous methods.

2. RELATED WORK

Cryptography is an art of securely transferring the message
from sender to receiver. It uses the key concept for encryption
the message information known as cryptography. It is used
when communicating over the untrusted media such as
internet. Cryptography is the technique that used in securely
transfers the information with the use of algorithm which is
un-readable by the third-party.

Categories of cryptography

a. Symmetric-key cryptography:

Symmetric-key cryptography is the technique that performed
encryption and decryption by using single key. It is also
known as secret key encryption.

b.  Asymmetric-key cryptography:

It is also known as the public—key cryptography. In this two
keys are used, one for encryption i.e. public and another for
decryption i.e. decryption.

c. Hash Encryption:

Hash encryption performed by using the hash function. It
provides security to user by using this concept. It produces
fixed length signature for a message. Here our concern with
image encryption. Image encryption technique is different
from simple encryption. The data hiding in image takes place
following four steps that are:

a) Select the medium or carrier.
b) Message which needed protection.

¢) A function that will be used to hide data in the cover
media.

d) Alternative key which provide authentication.

Types of Image cryptography/Encryption:

a. Generation of encryption-key: It is generated by
randomly by using random function. It uses 128-bit of
value.

b.  Generation of random sequence: It is generated by using
encryption-key. For example AES & RC4 algorithm.

Image Scrambling:
Digital image scrambling is the technique which transforms a
meaningful image into a meaningless or disordered image in
order to enhance the ability to confront attack and in turn
improve the security.

In general, the better an image is scrambled, the better the



information is hidden. Image scrambling technology is
basically used in image encryption method by which the
original image information can be hidden, so that the
information will not be easily intercepted.

3. LITERATURE SURVEY

Currently, reversible data-hiding schemes [1]are applied in
three domains i.e. the spatial domain, the transformed domain
and the compression domain. In the compressed domain, the
data is hidden by changing the compression code. The
advantage of reversible data-hiding schemes in the
compression domain is that such schemes can reduce
transmission costs and simultaneously secure the information
that is transmitted. The reversible data hiding schemes based
on compression methods are projected in the last few years.

A. Pixel Based Algorithms

Pixel-based algorithms [3] compare the pixel which are at
spatial neighborhood in order to select the pixel which is most
similar in a sample texture as the output pixel. Since the pixels
which are synthesized already are used to compute output
pixel, any wrong computation will affect eh rest of the result
causing errors.

Otori and Kuriyama [4]proposed the secret messages which
are to be embedded can be encoded in the form of dotted
pattern and they can be painted on to a blank workbench. The
remaining pixel values can be coated using pixel based
approach thus disguising the presence of colored dotted
pattern. In order to extract the secret message at the receiver
side before applying data-detecting mechanism printout of the
stego texture image is taken. The embedding capacity
provided by the method of Otori and Kuriyama is based on
the number of the colored dotted patterns.

B. Patch-Based Algorithms :

Patch-based algorithms [7] use patches instead of pixels in
order to synthesize the texture. Since the structure of texture
inside the patches are maintained by Cohen et al. and Xu et al.
approach the quality of image is improved.

Liang et al. [8] used the feathering approach for the
overlapped pixel region by taking the average of the
overlapped pixels.

Efros and Freeman [9] used image quilting approach by
stitching the overlapped patches. He devised an approach by
which the approach finds the source texture and candidate
patch which has minimum error tolerance. Thus a boundary
which is optimal between the synthesized and candidate patch
is produced.

Honsingeret. al [11] used the spatial domain for data hiding.
They used 256 modulo addition for embedding in the original
image, hash function and secret key used while embedding the
secret data. The reversibility is done by using of modulo
addition and prevents the overflow and underflow condition It
produces salt and pepper noise during modulo addition.
Hiding is performed based on the histogram values [12], first
find a value which no pixel called zero point and then the
maximum pixel number of pixels in the image called peak
point. They used peak points to insert the secret information.
The maximum number of peak points leads to large data
embedding.

Chuan Qin et.al used VQ the compression algorithm [15] is
used in data hiding.The each overlapped partition is
comprised of n2 pixels. A VQ code book, including Q code
words is constructed and shared by the sender and the
receiver. The length of each code word is equal to n2, During
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the embedding process the indices whose reference value are
zero in the table is not considered in the index code book. A
mapping is done based on the zero indices and the maximum
occurrences in the indices. The unused indices are used to
hide more data.

Wein Hong et.al [17] used pixel differencing method, in this
the nearest neighboring pixels to predict the visited pixel
value and calculates the variance value from those pixels.
Message bits are embedded by adjusting the difference value
found in the pixels. They proved the proposed algorithm with
existing methods in terms of payload.

FeiPeng et al. [19] presented a reversible hiding method based
on the integer transform and adaptive embedding. According
to the pre-estimated distortion the image block is identified.
The parameter is selected in different blocks which help to
embed the secret bits in smooth block rather than sharper
ones. Algorithm concentrates on a location map and auxiliary
information which provides the length of the message and flag
bit which identifies the embedding mechanism. This provides
a good quality image with high payload capacity. Results
show that the proposed method achieved an additional 2.17
bits per pixel payload than the existing schemes. A tradeoff
exists between the capacities of the secret bit embedded per
block and the distortion created in the image.

C. Reversible data hiding Algorithm :

Ni et al. [10] devised an algorithm which can recover the
image without any distortion. Since the texture synthesis
technique can control the pixel modification, it is an efficient
technique among existing approaches. To the best of our
knowledge, there is hardly any literature that relates reversible
data hiding and patch based texture synthesis.

4. PROPOSED SYSTEM

A new Reversible Data Hiding in Encrypted Image protocol
for three parties is proposed in this system. Main
improvement is extending the traditional recovery to the
progressive based recovery. The progressive recovery based
Reversible Data Hiding in Encrypted Image provides a better
prediction way for estimating the LSB-layers of the original
image using three rounds, which outperforms state-of-the-art
Reversible Data Hiding in Encrypted Image methods. Since
Reversible Data Hiding in Encrypted Image is equivalent to a
rate-distortion problem, capability of the method should be
evaluated by both the distortion and the embedding rate. For a
fair comparison, this paper limits the distortion to three LSB-
layers, and accordingly improves the embedding rate.

The proposed system is illustrated in Figure including three
parties: the content owner, the data-hider, and the recipient.
The content owner encrypts the original image and uploads
the encrypted image onto a remote server. The data-hider
divides the encrypted image into three sets and embeds
message into each set to generate a marked encrypted image.
The recipient extracts message using an extraction key.
Approximate image with good quality can be obtained by
decryption if the receiver has decryption key. When both keys
are available, the original image can be losslessly recovered
by progressive recovery.

AES is an iterative rather than Feistel cipher. It is based on
‘substitution—permutation network’. It comprises of a series of
linked operations, some of which involve replacing inputs by
specific outputs (substitutions) and others involve shuffling
bits around (permutations).

Interestingly, AES performs all its computations on bytes
rather than bits. Hence, AES treats the 128 bits of a plaintext



block as 16 bytes. These 16 bytes are arranged in four
columns and four rows for processing as a matrix —

Unlike DES, the number of rounds in AES is variable and
depends on the length of the key. AES uses 10 rounds for
128-bit keys, 12 rounds for 192-bit keys and 14 rounds for
256-bit keys. Each of these rounds uses a different 128-bit
round key, which is calculated from the original AES key.

In the proposed system there are three parties the content
owner,the data hider,and the recipient.The content owner
takes the original image and performs encryption over it using
the encryption key.This encrypted image is sent to the data
hider,the data hider separates the encrypted image into three
channels and embeds additional message into each
channel.After embedding additional message into it an
marked encrypted image is generated.This marked encrypted
image is sent to the recipient.The recipient performs
extraction and decryption over the marked encrypted image
using extraction key and decryption key.In extraction the
additional message is obtained and in decryption the
approximate recovered image is obtained.After extraction
recovery is done to acquire the original image.
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5. RESULT AND ANALYSIS

Enter First Key:

esesesscsesecses |

Enter Second Key:

Select_Image

Start_Proc...

Fig 2: Content Owner Phase One

The content owner enters two keys which are of 16bit
each,then select the image which is to be encrypted.Start the
process by clicking the start button.

Fig 3: Original image

After selecting the image we start the process and get the
block scrambling image that is shown in fig.4

Original_Image

Encryption time(sec): 6.827

Fig 4: Image after Encryption and Block Scrambling

In block scrambling the image is divided into three parts i.e
partl, part2, part3. Three blank images of the same size are
created and the small parts of the top image are taken and
fitted into the three blank images.
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Fig 6: Image after performing block scrambling

6. CONCLUSION

Based on our previous work, a new Reversible Data Hiding in
Encrypted Image protocol for three parties is proposed in this
paper. Main improvement is extending the traditional
recovery to the progressive based recovery. The progressive
recovery based Reversible Data Hiding in Encrypted Image
provides a better prediction way for estimating the LSB-layers
of the original image using three rounds, which outperforms
state-of-the-art Reversible Data Hiding in Encrypted Image
methods. This increases the payload and the imperceptibility.
This is the light weight Algorithm, it does not require any
transforms like DWT, DCT and FFT. This algorithm
guarantees the value of the PSNR is above 50 dB. Therefore,
its overall performance is better than many existing reversible
data hiding algorithms. This algorithm can be applied in
various fields where the original data and the cover image are
entirely convalesced without loss.

7. FUTURE WORK

The Paper limits the distortion to three LSB-layers. Future
researches may be directed to investigating more block
division types for further improvement on the data hiding
capacity. Future work will be to study the characteristics of
image and data hiding methods to increase capacity, PSNR,
and security & how to extend idea of Reversible data hiding
to 3-D Image, audio &video. There should be research on
increasing the size of the storing data and media data without
any latency even if the size of the data increases without any
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limit.
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