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ABSTRACT 

Ad Hoc network is a network that is not any fixed physical 

structure and is established with mobile nodes using wireless 

connections. Ad Hoc network is highly flexible and use 

dynamic network topology. Thus, the efficiency of the routing 

protocol will affect the all network performance. Dynamic 

Source Routing (DSR) is one of the extensively used routing 

protocols for packet transfer from source to destination. It 

relies on maintaining most recent information, for which, each 

ad-hoc node maintains hop count and sequence number field. 

Mobile ad hoc networks carriage many types of security 

problems, initiated by their open systems and nature of 

collaborative by limited accessibility of resources.  

In this paper, his propose an improved version of DSR routing 

protocol using neighbor monitoring Scheme which prevents 

dos attack and accomplishes in maintaining Integrity Security 

Standard by following minimum hop count path. In GDSR a 

neighbor monitoring has been detected the routing and packet 

forwarding vulnerabilities for an incoming demand that helps 

to stabile its security and efficiency of incoming messages. 

GDSR DSR routing scheme is evaluated by simulation and 

results show that improved FPR, throughput and ETE delay 

can be obtained using simulator. 
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1. INTRODUCTION 
Mobile ad hoc network is self-governing system of mobile 

node connected through wireless link, every node has operates 

an end system and a router for all other nodes in a networks. 

Thus, the efficiency of the routing protocol will affect the 

overall networks performance. Routing protocols have long 

been researched in fixed communication networks. With the 

development of wireless networks in recent, more and more 

researches have been focusing on routing protocols for 

wireless networks [12],[18]. 

Nodes in mobile ad-hoc network are random and organize 

themselves in an expert manner. Each user is free to 

communicate with others. The path between each pair of the 

users may have many links and the radio between them can be 

distinct. This allows an association of various links to be a 

part of the same network. A mobile ad-hoc network is picking 

up mobile nodes forming an ad-hoc network without any fixed 

centralized structures. These networks introduced a design of 

network establishment and can be well suited for an 

environment where either the substructure is lost or where 

substructures extend is cheap[1]. 

Mobile ad-hoc networks can work to connecting "anyplace 

and anytime" into reality. Ad-hoc applications include a 

disaster recovery or a military operation. A mobile ad-hoc 

network introduced a new design of network installation and 

can be well compatible for an environment where either the 

infrastructure is missing or where an infrastructure extends is 

cheap. The "WI-FI" protocol is able to give ad-hoc network 

facilities at base level, when no access point is available. 

Nodes are fixed to send and receive information but do not 

route anything thence forward the network. Mobile ad-hoc 

networks can be operated in a stand-alone manner or could 

possibly by connecting to a larger network such as the 

Internet.  

2. ROUTING PROTOCOLS FOR 

MANET 
Ad-Hoc Routing Protocol can be classified depending on 

routing mechanism employed by a given protocol. In Reactive 

Protocol, route path is set up on demand, i.e., path is set up 

only when node has data packets to send.eg: Dynamic Source 

Routing (DSR) [1]. Proactive Protocol practices a table driven 

approach. It tends to waste bandwidth and power in network 

because of need to broadcast the routing. e.g.: Distance 

Sequenced Distance Vector (DSDV) [2]. Hybrid Protocol is 

combination of both the protocols in order to achieve higher 

performance. Reactive protocol is used at global network level 

while employing Proactive protocol in node’s local 

neighborhood. e.g.: Zone Routing Protocol (ZRP), Hybrid 

Ad-Hoc Routing Protocol (HARP) [11], [24]. 

2.1 DSR Routing Protocol 
DSR routing protocol functions on a pure on- demand route 

acquisition system, i.e., nodes that do not lie on active path 

does not maintain any routing information nor take part in any 

periodic route table exchanges [1]. DSR protocol mainly 

involves 3 packets: - Route Request (RREQ) is broadcasted 

by source code to its neighbors whenever it has data packets 

to transfer. Route Reply (RREP) is sent by destination to 

source when route is established. The Route Error (RERR) is 

sent by either destination or intermediate nodes when there is 

no path to destination or when the link breaks in valid path to 

destination[2][25]. 

3. SECURITY CHALLENGES 
The DSR routing protocol uses a reactive approach but this 

DSR have some disadvantage. The disadvantage of this 

protocol is that the route maintenance mechanism does not 

locally repair a broken link.  Stale route cache information 

could also result in inconsistencies during the route 

reconstruction phase. The connection setup delay is higher 

than in table- driven protocols. Even though the protocol 

performs well in static and low-mobility environments, the 

performance degrades rapidly with increasing mobility. Also, 

considerable routing above is involved due to the source-

routing mechanism employed in DSR. This routing above is 

directly is directly proportional to the path length. 
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The primary concern of any security solution for DSR should 

be to satisfy security standards, mainly, Integrity, 

Authentication, Confidentiality and non-repudiation [6], [15] 

and [24]. To achieve these standards, the designed security 

solution must safeguard against attacks possible at each layer. 

Table describes some security attacks. 

3.1 Attacks on Ad-hoc Network 
Ad-Hoc Network being wireless in nature is vulnerable to 

many attacks, which are mainly categorized as:  

• Routing Loop: By sending forged routing packets an 

attacker can create a routing loop. This will result in data 

packets being sent around consuming both power and 

bandwidth for a number of nodes. The packets will not reach 

their intended recipient and thus can be considered a sort of 

denial-of service attack. 

• Grey Hole Attack: In this case, the attacker introduce itself 

as cooperating node, it participate in route request and route 

reply mechanism, it make sure that it will be available on the 

path. After the route discovery mechanism, when source node 

transmit data packet at that time malicious user just drop all 

the data packet. In other words, such attacker does not allow 

that all of packets arrive at real destination. 

• The goal of security solutions for MANET’s is eventually to 

render services such as integrity, authentication, 

confidentiality, non-repudiation and availability. No single 

mechanism exists that could provide all the security services 

for MANET’s. In this paper, we have focused on ensuring 

Integrity of Data being transferred by introducing an 

improvement in DSR Routing Protocol. It ensures that 

message being transmitted is never corrupted and maintains 

Integrity Standard over a minimum hop count path. 

3.2 Secure Multi-hop neighbor Monitoring 

Mechanism DSR 
In this work he look at DSR in detail, study and explain 

various attacks possible on it. His proposed work is extension 

of GDSR, which includes change strategies and improving its 

performance. In This thesis report on the research to develop a 

routing protocol algorithm to solve the problem of malicious 

node and secure data transmission in mobile ad hoc network. 

As Dynamic source routing protocol establishes routes only 

when the source node is going to send data packets to a 

destination node. The proposed method, called modified DSR 

protocol (GDSR), is developing by modifying the DSR 

protocol.  

The first part of the proposed security mechanism is built on 

the model of neighbor monitoring to detect the mischievous 

nodes in the network. Acting as a message sender or relay 

node, each node should change its channel not only depending 

on multi-hop neighbors. The neighbor monitoring has 

detected the routing and packet dispatching vulnerabilities. 

The detail is described as follows. 

He implements the DSR protocol and gets the result. First of 

all calculate the G value and Now compare G value and table 

result and get that the malicious node is available in this 

process or not so the packet transmission process in DSR done 

by just sending RREQ message broadcasting again and again. 

But in comparison to G value the node first finds the neighbor 

node and the neighbor list of the packet. Then it rebroadcast 

the RREQ message to the nodes which are not getting the 

message. After that we compute two performance metrics and 

by these we transmit the data without any malicious process. 

In this thesis we goals a developed a secure path transmission 

and efficient routing protocol. So that work we divided the 

process into parts as  

1. Develop an adaptive GDSR routing protocol of the secure 

DSR protocol extension. 

2. Develop the secure routing protocol to solve the problem of 

malicious node through G value calculating. 

Then destination nodes receive several RREQ messages for 

the same communication flow. When a node meets a 

transmission problem, it removes the route from its route 

cache and generates a route error message. The route error 

message is sent to each node that has sent a packet routed over 

the broken link. When a node receives a route error message, 

it removes the hop in error from its route cache.  He makes 

sure that the RREP message sent by the destination node will 

flow the reverse route that is created during the RREQ 

propagation phase. Then the RREP is received by the source 

node. In the proposed G-DSR protocol, each node selects a 

radio link with the lowest G value from the available set of 

neighbor links it has during the route discovery process 

between a source-destination pair. An info field called G-info 

is added in the RREQ (Route Request) message of DSR 

routing protocol. The value of the G of a received message is 

calculated using its received hope count value which is 

exacted from RREQ message format [4], [3]. 

The hope count is calculated as a number of received RREQ 

signals. The information about the queue load of each node of 

the received RREQ message is then used by the network layer 

during the route discovery process to select the route that 

consists with the links that has the lowest load as compared to 

the other routes available between the source destination pair 

for which the route discovery phase is initiated. Two 

additional data structures that are used in the implementation 

process of our proposed G-DSR protocol. The first data 

structure is a modification in the DSR protocols RREQ 

control message. In this, i add a G-info field is added 

whenever it receives a RREQ message. In the G-info field 

adds the request message queue load information of the 

received RREQ message which is then extracted from hope 

count value when this RREQ is reached at the network layer. 

The second data structure is the RREQ_BUFFER that is 

created at each node during the route discovery process [2], 

[3]. 
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Fig 1: Flow Chart Of DSR Protocol 
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4. EVALUATION METHOD 

4.1 Simulation Setup 
A simulation model was developed using EXATA where 

assessment was done by examining the performance result of 

two conditions 1) using normal DSR Protocol 2) using proposed 

GDSR Protocol. Overall simulation parameters are summarized 

below: 

Table 1:  Simulation Setup 

  PARAMTER a) VALUE 

b) Simulator c) EXATA 

d) Simulation Time e) 300sec 

f) Number of nodes g) 40-120 

h) Terrain i) 1200m*1200m 

j) Traffic type k) Random 

l) Packet Size m) 512 B 

n) Packet Generation 

Rate 

o) 4 packet/sec 

 

4.2   Routing Metrics 
The metrics mentioned below is used in our evaluation:  

1. Average ETE Delay: Average of all packets’ time delay from 

source node to destination node, which in turn manifests the 

efficiency of a routing protocol. 

2. Throughput:  Refers to the rate of successful message delivery 

over a communication channel. The larger the throughput, the 

more reliable the network is.  

ETE Delay and Throughput metrics is evaluated over two 

factors, namely, network mobility and network load. 

4.3   Simulation Results 

The performance of the proposed GDSR and default DSR are 

compared. Four runs with different random seed numbers were 

conducted for both the metrics.  

Fig. 2 and Fig. 3 showcase how ETE Delay and throughput 

varies against network mobility. In Fig. 2, ETE Delay initially 

has higher value for DSR when compared to GDSR. GDSR 

outperforms DSR as network mobility increases due to less 

rerouting and high integrity. 

In Fig. 3, throughput for GDSR is far better in earliest stages of 

network mobility. Throughput of DSR has wide fluctuations 

whereas GDSR maintained a constant rate because of packets 

dropped in very less when compared to DSR. When node 

mobility is higher than 18, throughput of GDSR is 

approximately 23%/30% greater than DSR.  

 

Fig 2: End To End Delay N/W Mobility             

 

Fig. 3: Average Throughput with Increase In Network 

Mobility 

Fig. 4 and Fig. 5 show how ETE Delay and throughput varies 

against network load. In Fig. 3, DSR has high ETE Delay when 

network load is less than 10. It drops sharply as network load 

increases, but GDSR proves to be better and maintains a 

considerable effective ETE Delay as compared to its counterpart 

DSR. In Fig. 5, throughput obtained in case of GDSR is far 

better than DSR when network load is 20 throughput of GDSR 

is approximately 4.54% greater than GDSR. 

 

Fig 4: End To End Delay N/W Load 

 

Fig 5: Average Throughput with Increase in Network load 

 

5. CONCLUSION AND FUTURE WORK 
In the DSR routing protocol the performance of these parameters 

as the first packet received, throughput and end to end delay but 

the modified DSR that is improve the performance much in this 

process so that routing protocol is show as GDSR routing 

protocol. In this paper the malicious node is find out and remove 

the malicious nodes through the G value. He evaluated the 

behavior of DSR protocol developed in this research, analyzed 

its performance and compared it to the original DSR protocol in 

ad hoc network environments. The simulation results show that 

the modified DSR protocol achieves higher network 

performance than the original DSR protocol. 
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In this research, present a new method to improve performance 

of the DSR protocol using the G value in Ad-hoc network. This 

method is not only used in DSR routing protocol but also use in 

other Ad-hoc network routing protocols. In the research, focus is 

on the data transmission. The simulation done in this research, 

when source node receives a RREP from the destination node, 

and data transfer to the destination node. He tried to discover 

and analyze the impact of DOS attack in MANETS using DSR 

and GDSR protocols. There is a need to analyze DOS attack in 

other MANETS routing protocols such as AODV, TORA and 

GRP. Other types of attacks such as wormhole, jellyfish and 

Sybil attacks are needed to be studied in comparison with DOS 

attack. They can be categorized on the basis of how much they 

affect the performance of the network.  
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