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ABSTRACT 
This paper discussed about different types of viruses along 

with its symptoms, causes as well as side-effects and 

correspondingly proposes a new designed methodology 

named OMVDPM (offline macro virus detection and 

prevention mechanism) on the time of MS-Word document 

accessing. The complete functioning of this new designed 

methodology is work under main two steps viz. at first detect 

macro virus in word document and in second step provide 

prevention from macro virus. This new designed methodology 

utilizes the concept of log files for continuous monitoring of 

the details of that specific MS-Word document as like the date 

of creation of document, time as well as space consumed and 

the working of this new designed methodology is totally 

based on automatic randomly generated encrypted digital 

signature on the time of MS- Word document saving. The 

more interesting feature of this new designed methodology is 

every time a log file is created when document will be 

accessed by that specific user (i.e. who is owner of the 

document) and it provides latest details of that specific file 

with automatic updated time, date and space consumed. The 

main focus of this paper is to reduce the growth of macro 

virus in MS Word document on the time of document 

accessing and provide offline encrypted digital signature 

security of document at saving mode.  
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1. INTRODUCTION 
Computer viruses [10] [14] are omnipresent as like air in 

digital world. The use of computer in digital word in increases 

day by day because of the dependency of the humans on 

machine increases [3]. As computer professionals collected 

data in their surveys, malwares or viruses are the most 

dangerous threat [13] for our computer world. Once malware 

enter into the system then it starts to find vulnerabilities 

within the operating system and after that perform unwanted 

operation in the system [17] Now a days, there are several 

types of malwares [14] [24][25][26] exists as shown in 

figure.1 and figure.2. 

The most important type of malware is virus. The 

classification of virus is further divided into three portions viz. 

add on, shell and intrusive code [6]. Each category has its own 

method during spreading. For handling these three different 

types of virus classification computer security professionals 

developed several different anti-virus software’s [1] and 

mechanisms. It was the only reason authors said, it is a kind of 

big contest between virus creators and anti-virus developers. 

As increases the usage of computers the growth of viruses 

attacks will be increases and shapes its results in the form of 

cyber-crime. 

 

Fig.1 Types of Viruses [25] 

 

Fig.2 Types of Computer Viruses [26] 

Cyber-criminals main function is to launch and spread virus 

[23] over the network and steal or alter information. They 

uses several ways to spread their viruses and the most 

common methods are email medium [19][20] and Wi-Fi 

hotspots by utilizing metamorphic techniques [11]. The main 

function of metamorphic technique is to infect the internal 

structure of the application. By utilizes these two common 

methods cyber criminals will easily spread viruses in different 

user accounts. This increased growth of cybercrime over 

network gives birth to computer forensics [16]. Alternatively, 

anti-virus software developers [1] designed new strategies for 

virus detection methods [7] as an example most commonly 

virus bypass detector tool is used by anti-virus software 

developers for detecting malicious programs. The latest idea 
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used by the researchers is usage of computer immune system 

whose main function is to provide protection by their own. It 

performs self and non-self-monitoring against viruses [8].As 

authors surveyed every year thousands of viruses are found by 

utilizing traditional approaches but these are not enough or 

sufficient to detect infected files. So to provide prevention [5] 

from different types of viruses [2] [5] authors suggested to 

study every virus individually deeply as like their features 

[12], operations [4] along with their overall structure [21][3]. 

So that prevention will be provided in advance in future. 

Different types of viruses with its origin and examples are 

discussed in table.1 given below:  

Table.1: Virus Summary with its causes and example [2] 

[5] [14]. 

 

This research paper target is to find the factors which leads 

the virus attacks among personnel computer users.In this 

research paper, authors discussed about macro virus where the 

function of macro virus[13][14] is to distrub the content of 

microsoft word by applying infection and correspondingly it 

performs sequence of actions automatically when file is 

accessed by that authenticated user. As authors surveyed, such 

type of macro virus is mostly spreaded through email MS-

Word document attachments in enterprises. Here,authors 

designed a new methodology named “OMVDPM” is termed 

as offline macro virus detection and prevention Mechanism. 

The function of this new designed methodology is at first to 

detect virus and after that provide prevention from that 

dectected virus as shown in fig.3: 

 

Fig.3: A Roadmap for OMVDPM. 

As information collected from literature survey, manual 

digital signature is applied for providing offline security to 

MS-word document user. Once manually digital signature [7] 

[15] [18] is applied then alteration will not be possible. This 

new designed methodology provides automatic randomly 

generated encrypted digital signature while clicking on file 

save button as shown in fig.4: 

 

Fig.4: OMVDPM- A New designed  Mechanism. 

One more interesting feature of this new designed 

methodology is every time when user accesses the same file 

again and again then a separate encrypted digital signature is 

created for more tighten the security form the macro virus. 

This new designed methodology utilizes the concept of log 

files for continuous monitoring of the details of MS-Word 

document as like the date of creation of document, time, type 

of content saved as well as space consumed as shown in User 

Accessing File Cycle(UAFC) that can be diagrammatically 

represented in fig.5: 

 

Fig.5: User Accessing File Cycle (UAFC). 

The major function of User Accessing File Cycle is to provide 

latest updates like date, space consumed and time through log 

files. And the working of this new designed methodology is 

only based on automatic randomly generated encrypted digital 

signature on the time of MS- Word document saving. In 

addition, it has one more feature that is every time a new 

automatic encrypted digital signature is created on the click of 
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save button at the accessing of that specific MS-Word 

document. This proposed methodology may help to reduce 

macros in word document that is actually a major threat for 

the well-being applications usage. 

 

2. RESEARCH DESIGN 

 
Fig. 6:A path to provide offline security from Macro 

Virus. 

3. A ROADMAP FOR EXISTING 

SCENARIO (MS-WORD 

PROCESSING) 

 

Fig. 7: Steps enabled for Creating a Microsoft Word 

Document. 

4. A ROADMAP FOR PROPOSED 

OMVDPM 

(Offline Macro Virus Detection and 

Prevention Mechanism)  

 

Fig 8: Steps Enabled for designing OMVDPM(Offline 

Macro Virus Detection and Prevention Mechanism). 

5. CONCLUSIONS 
Different types of viruses are reviewed with their symptoms 

and causes are analyzed in this paper. Macro virus may 

considerably be reduced by developing the procedure named 

OMVD & PM (Offline Macro Virus detection & prevention 

Mechanism) is designed in this procedure. The complete 

working of this new designed methodology is based on 

automatic randomly generated encrypted digital signature 

every time that is on the time of document (i.e. MS Word) 

saving. The major benefit to utilize this new designed 

methodology is continuous monitoring of log files. The main 

significance to utilize log file is to give the complete details of 

transactions processing as like date of document created, type 

of document, time of document processing as well as space 

consumed by that specific file etc. This new designed 

methodology provides a secure and an efficient way to access 

MS WORD document. In this way, this new designed 

methodology may help for enhancing home 

computer/personnel computer security from macro and 
resident viruses and correspondingly provide a better quality 

of service (QOS) by authors. 
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