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ABSTRACT
In recent years, the participation in social networking sites has in-
creased dramatically in Bangladesh. The social networking service
like Facebook allows creating online profiles and the sharing of
personal data with vast networks of friends - and, often, unknown
numbers of strangers. Research has demonstrated that, the impact
of threats affects more the female users rather than the male users.
In Bangladesh mostly it is seen that, the victims do not want to take
recourse to law for various reasons, especially for social fear and
humiliation. Proper law utilizations of the existing cyber laws and
new law should be proposed by the law agencies to minimize the
threats, as well as people should be more aware and ethical morally.

General Terms
Security and Privacy, Cyber Crime

Keywords
Facebook, privacy, cyber law, social network, victim

1. INTRODUCTION
Social networking sites (SNSs) have opened the doors of com-
munication by allowing people from around the world to engage
in identity creations and relationship development [1]. Bangladesh
has not lack behind from this culture. SNS like Facebook.com have
become a significant part of adolescent Bangladeshi culture [2].
But these social technologies are serving as an obstacle to young
people through disclosing large amounts of personal information
and putting themselves at a variety of privacy risks especially for
the women. While social media connect us to more digital rela-
tionships, at the same time, they deteriorate our ability to maintain
healthy relationships in real life [1].

In this paper, the study take the first step towards focusing the fac-
tors threatening womens right to privacy for using these social net-
works like Facebook. This study will mainly focus on the women
users and analyze their potential risks with the disclosure of per-
sonal information on SNSs like Facebook. This paper also suggests

the measures which may taken by the women users to facilitate
their rights to online privacy. In particular, this research center the
analysis on two questions:

(1) What are the threats hampering womens privacy in Bangladesh
using Facebook? What is the current scenario of Bangladesh
for Women users?

(2) Is there potential aid for women to overcome these threats?
How can we reduce the mental burden on women users for us-
ing Facebook without any questions about privacy harassment?

This study mainly focuses on the potential attacks on various as-
pects of women’s right to privacy and consequences faced by
women by revealing the personal information to Facebook in
Bangladesh. The study will also investigate to explore the factors
relating privacy awareness on Bangladeshi women to minimize the
potential risk to privacy.

2. LITERATURE REVIEW
Several studies have attempted to determine the reasons why social
network users are unconcerned and unaware of the privacy con-
cerns associated with their online practices, but the reasons prove
to be numerous and varied. Gross et.al in their research consid-
ers the privacy implications that arise from social networking sites
upon their transition from ”niche phenomenon to mass adoption”
[3]. They said, the real privacy concerns arise when users allow to
unknown people and would not trust to have access to the person-
ally identifiable information they have made available. The authors
also explained that the people do this disclosure of information be-
cause they are unaware of the large number of people who are al-
lowed to view this information and the implications associated with
these viewings. Gross and Acquisti explain that such practices al-
low ”third parties to create digital dossiers of their behavior” [3].
Similar research has been done by Young and Hasse. They stud-
ied the strategies students have developed to protect themselves
against privacy threats. The results showed that personal network
size was positively associated with information revelation, no asso-
ciation was found between concern about unwanted audiences and
information revelation and finally, students internet privacy con-

9



International Journal of Computer Applications (0975 - 8887)
Volume 174 - No.4, September 2017

cerns and information revelation were negatively associated. Based
on their findings, they proposed a model of information revelation
and draw conclusions for theories of identity expression.

According to the authors Jones and Soltren, ”Facebook is under-
mined by three principal factors: users disclose too much, Face-
book does not take adequate steps to protect user privacy, and third
parties are actively seeking out end-user information using Face-
book” [4]. So their research encouraged using the real names to
(re)present an account profile to the rest of the online commu-
nity. The authors also said ”The environment that Facebook cre-
ates should be one that fosters good decision-making” so that ”pri-
vacy should be the default, encryption should be the norm, and
Facebook should take strides to inform users of their rights and
responsibilities [4]. In [2], researchers investigated of the privacy
settings offered by each website, we found that users are gener-
ally unaware and/or unconcerned with protecting their privacy on
social networking sites. They have rated Facebook.com 4 because
the website limits global far-reaching searches and its platform is
user friendly. They concluded the responsibility of providing pri-
vacy does not lie to the sites rather privacy should rest solely on the
individual users.

In [1], Pugh studied computer-mediated environments (personal
Websites) to develop theory of how people contemporarily define
themselves in their social online space. Author brought the Face-
book user celebrity experience through connected networks/fan
base, a highly regarded image, and developed associations through-
out the analysis [5]. Mazman and Usluel have analyzed the usage
purposes of social networks focusing on the possible differences
between females and males. These usage purposes can be catego-
rized under four categories, namely maintaining existing relation-
ships, making new relationships, using for academic purposes and
following specific agenda. The difference on making new contacts
was in favor of males, the differences on the other three user pur-
poses were in favor of females [6].

In [7], authors investigated to explore the factors relating privacy
awareness on Bangladeshi undergraduate students to focus actual
influencing factors and aggregated relationship with Awareness of
Facebook Privacy. They concluded that, Bangladeshi students do
care about their privacy on Facebook, and a large number of them
are now making regular changes to their settings. A seminar has
been held by ”Contemporary Thinking on Managing Business”
in Bangladesh. On this seminar, researchers showed that almost
75 percent male tried to find new friends in Facebook; however,
found close relationship between Facebook users gender and find
new friends. This paper reveals comprehensive analysis between
Bangladeshi users age and gender, and other common activities per-
form in Facebook [5].

3. DATA GATHERING AND ANALYSIS
3.1 Social Networking Sites and Facebook
A social networking service is a platform to build social networks
or social relations among people who, for example, share interests,
activities, backgrounds, or real-life connections. It consists of a rep-
resentation of each user (often a profile), his/her social links, and
a variety of additional services. Most social network services are
web-based and provide means for users to interact over the Internet,
such as e-mail and instant messaging [8]. Social networking sites
allow the users to share ideas, pictures, posts, activities, events, and
interests with people in their network.

Fig. 1. The different types of popular social networks and blogs.

Different countries have their own social networking sites. Among
them the popular sites includes Facebook, Google+, tumblr, Twitter
(USA based sites), Nexopia in Canada, Badoo, Bebo, VKontakte ,
Delphi, Hi5 & Hyves (mostly in The Netherlands), Cyworld, Mixi,
Orkut, renren, weibo and Wretch in Asia and the Pacific Islands
[9]. In Bangladesh Facebook, Hi5, Twitter, Google+ etc are mostly
used.

Facebook is one of the popular SNS which has over millions of
members connecting with friends every day with new members
joining daily. It is also free of cash which adds a reason why it is so
popular. In this busyness era, Facebook has made the way easy to
be connected with one another.

Markoff commented that Facebook has been created by two striv-
ing Harvard students, Mark Zuckerberg, along with his college
roommates and fellow student. It was launched on 4th February
in 2004 [10]. In [11], Phillips wrote that the site was originated
as ”theFacebook.com” and encouragement from the books of stu-
dent who provides headshot photos and basic biographical data dis-
tributed to Harvard students at the beginning of the academic year
by university administrations to assist students and get to know
each other. Arrington [12] added that Facebook is rolling as a
college-based service and visible to the key of assignment of Net-
works. Usually, a ”Facebook Network” is a collection of users with
a school, workplace, or region in common. To have access to a col-
lege or company network, he or she must have an email associated
with the relevant organization.

Social networking has been a common use on the internet in to-
days generation. Throughout the past, we had social networking
sites which did not make it uphold a longer life than those which
have ended up being very popular. While social media connect us
to more digital relationships, at the same time, they deteriorate our
ability to maintain healthy relationships in real life [7]. So despite
having so many the good uses of Facebook, it has also several dis-
advantages. If youre not a user of Facebook yet, you will soon re-
alize yourself the problems that Facebook can cause.

3.2 Facebooks Privacy Policy
Facebook wants to assure users that it deals responsibly with their
data and that users are in full control of privacy controls. Therefore
as an introduction to the privacy issue, it writes: ”Facebook is about
sharing. Our privacy controls give you the power to decide what and
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how much you share” (Facebook privacy policy). The complexity
and length of the policy makes it unlikely that users read it in de-
tail. Facebook on the one hand says that it uses the users data to
provide a ”safe experience”, but on the other hand uses targeted
advertising, in which it sells user data to advertisers: ”We allow ad-
vertisers to choose the characteristics of users who will see their
advertisements and we may use any of the non—personally identi-
fiable attributes we have collected (including information you may
have decided not to show to other users, such as your birth year
or other sensitive personal information or preferences) to select the
appropriate audience for those advertisements [12].

The privacy policy also allows Facebook to collect data about users
behaviour on other websites and to commodity this data for adver-
tising purposes: ”Information from other websites. We may insti-
tute programs with advertising partners and other websites in which
they share information with us”. These data can be stored and used
by Facebook, according to its privacy policy, for 180 days.

Facebook receive a number of different types of information about
users, including [12]:

—When we sign up for Facebook, we are required to provide infor-
mation such as our name, email address, birthday, and gender. In
some cases, we may be able to register using other information,
like our telephone number.

—The information we choose to share on Facebook, such as when
we post a status update, upload a photo, or comment on a friend’s
story.

—The information about us from our friends and others, such as
when they upload our contact information, posts a photo of our,
tag us in a photo or status update, or at a location, or add us to a
group.

—Data about us whenever we interact with Facebook, such as when
we look at another person’s timeline, send or receive a message,
search for a friend or a Page, click on, view or otherwise interact
with things, use a Facebook mobile app, or purchase Facebook
Credits or make other purchases through Facebook.

—When we post things like photos or videos on Facebook, it may
receive additional related data (or metadata), such as the time,
date, and place we took the photo or video.

—Data from the computer, mobile phone or other device we use to
access Facebook, including when multiple users log in from the
same device. This may include our IP address and other infor-
mation about things like our internet service, location, the type
(including identifiers) of browser we use, or the pages we visit.
For example, Facebook may get our GPS or other location infor-
mation so it can tell us if any of our friends are nearby.

—Data whenever we visit a game, application, or website that uses
Facebook Platform or visit a site with a Facebook feature (such
as a social plugin), sometimes through cookies.

This may include the date and time we visit the site; the web ad-
dress, or URL, technical information about the IP address, browser
and the operating system we use; and, if we are logged in to Face-
book, our User ID.

3.3 End Users Interaction with Facebook Privacy
All data fields on Facebook may be left blank, aside from name,
e-mail address, and user status. A minimal Facebook profile will
only tell a user’s name, date of joining, school/ college/ university,
status, and e- mail address. Any information posted beyond these

Table 1. Different type of Facebook features with their category
Category Feature details
My Profile Contains ”Account Info”, ”Basic Info”, ”Contact

Info”, ”Personal Info”, ”My Groups”, and a list of
friends & family

The Wall Allows other user to post notes in the space on one’s
profile

My Photos Allows users to upload photographs and level who is
in each one. If a friend lists me as being in a photo,
there is a link added from my profile to that photo.

My Groups Users can form groups with other like-minded users
to show support for a cause, use the available message
boards, or find people with similar interests.

basic fields is posted by the will of the end user. Although the re-
quired amount of information for a Facebook account is minimal,
the total amount of information a user can post is quite large. User-
configurable setting on Facebook can be divided into eight basic
categories: profile, friends, photos, groups, events, messages, ac-
count settings, and privacy settings. For the purposes of this paper,
we will investigate profiles, friends, and privacy settings.

Profile information is divided into six basic categories: Basic, Con-
tact Info, Personal, Professional, Courses, and Picture. All six of
these categories allow a user to post personally identifiable infor-
mation to the service. Users can enter information about their home
towns, their current residences and other contact information, per-
sonal interests, job information, and a descriptive photograph. We
will investigate the amount and kind of information a typical user
at a given school is able to see, and look for trends. A major goal of
Facebook is to allow users to interact with each other online. Users
define each other as friends through the service, creating a visible
connection.

”My Privacy” Facebook’s privacy features give users a good deal
of flexibility in who is allowed to see their information. By default,
all other users at a user’s school are allowed to see any information
a user posts to the service. The privacy settings page allows a user
to specify who can see them in searches, who can see their profile,
who can see their contact info, and which fields other users can see.
In addition, the privacy settings page allows users to block specific
people from seeing their profile. As per the usage agreement, a user
can request Facebook to not share information with third parties,
though the method of specifying this is not located on the privacy
settings page.

3.4 Privacy Threats for Women on Facebook
Women are more likely to log into Facebook, have more friends,
and have a higher percentage of friends. Both genders are equally
unfamiliar with Facebook’s Terms of Service and Privacy Policy.
A survey [4] observed that Women were more likely to use Face-
book’s ”My Privacy” feature, but not to a statistically significant
level. Women definitely self-censor their Facebook data more than
men do. This is pronounced in the number of mobile phone num-
bers made available to the public.

3.4.1 Cyber Defamation. It is an act of imputing any person with
intent to lower the person in the estimation of the right thinking
members of society generally or to cause him/her to be shunned or
avoided or to expose him/her to hatred, contempt or ridicule. Cyber
defamation is not different from conventional defamation except
the involvement of a virtual medium. E.g. the Facebook account of
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Table 2. ”My Privacy” settings for Facebook users(default
privacy set by the Facebook are in bold)

Privacy options User accessibility
Visibility to Search Everyone

Friends of friends
Profile Visibility Everyone

Friends of friends
Only friends
Customize

Contact Info Visibility Everyone
Friends of friends
Only friends
Customize

Can send message Everyone
Friends of friends
Only friends

Profile also shows... My friends
My last login
My upcoming events
My courses
My wall
Groups that a lot of my friends are in

Ms. R was hacked and some irrelevant photos were sent from her
account to some of her batch mates with intent to defame her.

3.4.2 Fraudulence & Cheating. Online fraud and cheating via
social media is one of the most lucrative businesses that are grow-
ing today. It may assume different forms. Some of the cases of on-
line fraud and cheating that have come to light are those pertaining
to credit card crimes, contractual crimes, offering jobs, etc. nowa-
days social media is become a great source for e-marketing. Most
of the business owner is willing to do marketing via giving adver-
tise on social media and few fraud people is taking this opportuni-
ties to cheat users. As women are fond of shopping thus they are
being targeted most often by this kind of actions. E.g. suppose an
advertise on Facebook is saying ”if you buy one product from our
site then you’ll get five more products absolutely free.” Now this is
definitely an eye catchy offer and naive user will go on the site and
buy product while giving their credit card information to get those
free product. Thus their credit card information is stolen.

3.4.3 Hacking. ”Hacking” is a specific concept of stolen data and
information from any computer through network. It is actually an
illegal intrusion into a computer system without the permission of
the computer owner/user. Hackers usually do that with the inten-
tion of obtaining confidential information. Nowadays it is seen that
some link with some eye catchy or shocking new/photos is pro-
vided by different users on other user Facebook wall. Interested
users click on those link and actually become hacked by those link
provider. E.g. on Ms. A’s profile there was a link saying ”click the
link to see your favorite actors latest photo and news. In spite of
knowing anything she just click the link to see photos and news,
her Facebook account was hacked. ”

3.4.4 Women Trafficking. Human trafficking is an abhorrent phe-
nomenon. Bangladesh is a source and transit country for men,
women, and children trafficked for the purposes of forced labor and
commercial sexual exploitation [13]. Author said ”Trafficking in
women consists of all acts involved in the procurement, transporta-
tion, forced movement, and/or selling and buying of women within
and/or across border by fraudulent means, deception, coercion, di-
rect and/or indirect threats, abuse of authority, for the purpose of

placing a woman against her will without her consent in exploita-
tive and abusive situations such as forced prostitution, forced mar-
riage, bonded and forced labor, begging, organ trade, etc” [13]. This
trafficking has been occurring internally and also across the border
to India, Pakistan, Malaysia and many Middle Eastern countries
[14].

Now-a-days, Facebook is used as a channel for human trafficking.
This is a regular scenario for the recent times around the world.
In an online news of Indonesia reported that the Chief of Crime
and Investigation, Toni Surya Saputra, Indonesia said that based on
the suspect’s confession, all victims are put to the market through
Facebook. In Bangladesh, this practice has already started.

There are some strategies which are adopted by the traffickers in-
volved in the national and international human trade in Bangladesh
through Facebook. Like love affairs, promise of marriage, fraudu-
lence etc. Sometimes it is seen that as Facebook has become a great
social interaction media, people get into several love affair relation-
ships through it. People do not see each other, but get into relation-
ship through trust. But some fraud traffickers use Facebook to get
into such affairs with young girls or women. Traffickers pretend to
be in love with young girls and asking them to elope. The girls be-
lieve them and leave their parents/home with their boyfriends full
of illusions about a happy married life. Thus they get caught. In ad-
dition to the strategy of alluring girls with love affairs, promises of
marriage and a better future, the traffickers also take full advantage
of the cultural practice of arranged marriages by parents.

There is such a great procedure for trafficking using Facebook.
The social network Facebook has applications like Photos to ease
the trafficking procedures. The client looks through the photos and
contacts the ”agent” once he decides to buy one of the girls. Even
though these groups are created only for private members, but the
choice of using Facebook is still shocking which definitely a treat
to women’s privacy.

3.4.5 Pornography. Many of the photos that wind up on the site
are ”revenge porn” that is the pornographic souvenirs from relation-
ships gone sour. Recent times, a trend of revenge taker has been
observed. They post intimate photos of the victims on Facebook.
Women are mostly the victims. Then Ex-partners post their intimate
pictures or videos just for taking revenge form them or sometimes
it’s a business also. Sometimes women are given threats of upload-
ing such pictures or videos just for harassing or abusing. Women
face such privacy threats in a massive way in Bangladesh also. As
a consequence to this, sometimes victims become mentally weak
and harassed, become physically ill, madness occur or as a worst
case commit suicidal act.

3.5 A Survey on female Facebook users of Bangladesh
The purpose of the survey was to determine how the female users
are getting involved themselves with Facebook and also try to fig-
ure out whether they faced any kind of harassing or unusual condi-
tion for that involvement.

First 2 questions was formulated to evaluate the interest of us-
ing social networking website Facebook. We have found all of
them(100%) are using social networking websites specially Face-
book. From question number 4 we have observed that around 90%
users are spending more than 1 hour time with Facebook in a partic-
ular day [15]. Question number 3 and 5 basically focused on the in-
teractions between friends with whom they connected in their Face-
book account. The survey results shows that 68.4% users try to find
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Fig. 2. The frequency of using facebook in a particular day.

Table 3. Responses due to harassment in Facebook
Responses regarding harassment yes no
Facing harassment 36.8% 63.2%
Harassment from new people 21.1% 84.2%
Unusual situations treat as harassment 26.3% 78.9%
Harassment from different perspectives 42.1% 57.9%

their friends at Facebook and also 73.7% users are doing frequent
communications from their Facebook account. 63.2% users are like
to build a connections with new peoples at Facebook founded from
Question-6 [15].

Question 7-10 was articulated to find out whether the users ever
faced unusual situation that can be treat as harassment ans also fig-
ure out from whom they had faced the harassment. First of we have
found 36.8% users had been harassed, and 78.9% people are fac-
ing unusual situations which can be treat as harassment. From our
data we have found 84.2% users had been harassed by the people
with whom they are connected at Facebook. Most of the harassment
around 27% are coming from the unknown people met at Facebook
first time. We also found harassment 10.5% from completely un-
known and 5.3% from known person [15].

3.6 Some Case in Bangladesh
Some criminals take pictures or collect pictures from Facebook of
female students and then write blogs to publish or distribute the
obscene content in Facebook to embarrass them. According to the
media, many victims keep quiet to avoid embarrassment and a few
become mentally imbalanced.

Victim-1 (16 years old) had maintained a Facebook account and
developed a relationship with a man who claimed to be working
in a bank in Dhaka. After a few months of chatting, he demanded
explicit pictures of herself and while she refused the man began
to send her highly inappropriate images and videos with deroga-
tory comments about her appearance and character. While victim-1
tried to block and delete him from his friend list, he threatened to
call her parents. For this scared victim-1 take blame on herself and
attempted suicide [16].

”When I was doing my O levels, there was this group of 4-5 boys
who liked me at the same time. They had all asked me out sep-
arately but I wasn’t interested. They decided to take revenge by
taking my photo on MSN, photoshopping a naked body to my face
and sending it to everyone in the class, and to my brother,” says
victim-2, a young professional. ”The photo looked so real that my
brother nearly threw up. I couldn’t go to class for about two weeks
after that because everyone called me a slut and made fun of the
whole thing. One of them also threatened to send the photo to my

parents if I didn’t answer his calls all the time. They also opened a
fake Facebook account with those photos.” [16]

Victim-3, student of Class IX, talks about why she never shared
her story of harassment with anyone: ”I used to Skype with a close
male friend who was living at UK. One day, I don’t know if he was
drunk, but he turned on his camera and he was naked, showing me
his thing! I couldn’t tell anyone about it. We had many common
friends and I was afraid that people would exaggerate and say bad
things about me. Maybe they would have said I had engaged in
cyber sex.” [16]

A vocal young women’s rights activist says, ”There is a Facebook
page with an extremely offensive title. Someone (a fake profile)
took photos of me, from different places friend’s albums, my own
profile pictures, photos from public events and posted them on
the page. My friends and I have tried to get Facebook to take the
page down, and remove the photos, but they have continuously re-
sponded that the page does not break any of their community rules,
even though the page mainly has pornographic images on it. I de-
cided to give up after sometime.” [16]

The humiliation victim-1, victim-2 and victim-3 faced is emerging
as a big social problem in Bangladesh. The number of such incident
is increasing day by day. This growing menace has added a new
dimension to the already social violence against women like torture
for dowry, acid attack, rape, abduction and trafficking.

”The harassment of women in our society has got a new dimension
with the advancement of information technology,” says Dr Jerina
Begum, a professor of Dhaka University’s Information Technology
Institute. She says on one hand the internet has eased the life in
many ways and made the lives of many women disastrous on the
other [17].

The problem in Bangladesh is women still are not open to imme-
diately report the cyber abuse or cyber crime. In reality it is seen
many who chat with friends enjoy teasing their girlfriends by using
words such as ”sexy”, ”attractive” which are the virtual beginning
of cyber obscenity. They slowly take their female friends into con-
fidence and start discussing about their own problems like a true
friend. Hence on many occasions they are successful in turning the
net friendship into a strong bond and gradually proceed to send ob-
scene or derogatory remarks. If the recipient shies away, the sender
of such messages would become more encouraged to continue [16].

3.7 What the Law of Bangladesh says
According to the Section 57[ICT (Amendment) Act-2013] of the
ordinance, if any person deliberately publishes any material in elec-
tronic form that causes to deteriorate law and order, prejudice the
image of the State or person or causes to hurt religious belief the
offender will be punished for maximum 14 years and minimum 7
years imprisonment. It also suggested that the crime is non-bailable
[18].

In the original ICT Act-2006, the maximum punishment was 10
years jail term and a fine of Tk 1 crore. And police had to seek
permission from the authorities concerned to file a case and arrest
any person involved in crimes covered under the law [19].

According to ’The Information and Communication Technology
Act 2006’, it is a crime to release one’s personal photo on the in-
ternet, no matter how, when and why it was taken. But photos of
girls and women, mostly the ones taken in close proximity dur-
ing any emotional time, are uploaded on the internet in an effort
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to blackmail the girls or women, creating an embarrassing situa-
tion not only for the girl, but also for the family. In most cases,
the victims do not want to take recourse to law for various reasons,
including social humiliation [16].

Bangladesh has formed a fast-track court (2013) to try cyber crimi-
nals after a spike in crimes involving mobile phones and social net-
working sites such as Facebook. Officials said the Cyber Tribunal,
the first of its kind in the country, will be empowered to conclude
trials within six months.

4. DISCUSSION
The overall study has been conducted with the help of analytical
methods. The main data collection techniques used in this research
study were document reviews, web sites, published articles, pub-
lished papers, newspapers, and online journals.

”Around 73 percent women internet users in Bangladesh are fac-
ing cyber crimes”, said by State Minister for Posts and Telecom-
munications. The state minister also said that around 84 percent
of the women internet users facing cyber crimes were between the
age group of 18 to 34 years. Currently there are 6.67 crore internet
users in the country, according to BTRC. [20] There are 2732620
Facebook users in Bangladesh. Among them there are 21% female
users. Mostly it is seen that teenagers (18-24yrs) are the key Face-
book users [21]. From the review we observed that women get more
friend requests from strangers other than man. As the numbers of
users are mostly teenager, they are less concerned about the privacy
settings of Facebook. So the default privacy settings remain as it is
and most of the default privacy settings remain ”Public” that is ac-
cessible by every registered Facebook user. Recently a trend is seen
that Facebook owners change their site features more frequently, so
by default the privacy option get changed.

In Bangladesh government has cyber laws but the enforcement of
these laws is not implemented properly. In terms of well-developed
countries there are sophisticated cyber laws which are enforced
critically. Thus people get proper judgment if any kind of privacy
violation happens. But in Bangladesh mostly it is seen that, the vic-
tims do not want to take recourse to law for various reasons, espe-
cially for social fear and humiliation. Women, who get victimized,
remain quite without reporting to the police station or other law
enforcement agencies. As there is no proper enforcement of these
cyber laws the dishonest people get involved doing these crimes
again and again without any fear. On the other hand, there are some
few people who reports to the police station about these offenses
but the criminals get themselves free by giving bribes to the law
agencies or influencing them through several threats.

In this paper authors are suggesting some potential aid which the
female user can follow to minimize the privacy threats in Facebook.

—Settings of privacy option: Customizing Facebook privacy set-
tings depending upon priorities

—Regularly check your exposure: Checking of Facebook privacy
settings periodically

—Think before you add: Be aware of accepting stranger friend re-
quest

—”UnPublic” your wall: User should set the wall posts to just
friends and awareness should be set while giving ”Personal In-
formation” access based on priorities

—Block the snoopers or strangers: Block the unnecessary or irri-
tating users

—Law utilizations: Proper enforcement of the existing cyber laws
without any biasness. New law should be proposed by the law
agencies

—Exposure without fear: Victims should report to the law agencies
without the fear of humiliation

—Social awareness: People should be more aware and ethical
morally. The victims should be supported rather humiliated.

5. CONCLUSION AND FUTURE WORK
Social networking interactions do not remove the people from their
offline world but indeed used to support relationships and keep
people in contact, even if they move away from each other. Face-
book technology has immensely emerged in recent times. Though
it was created for good cause but it brings privacy threats due to
unethical people. In fact, problem is not using the technology. The
problem is using it unconsciously. The impact of these threats af-
fects more the female users rather than the male users. Criminal
offenses like Cyber Defamation, Fraudulence & Cheating, Pornog-
raphy, Women Trafficking and Hacking. In Bangladesh mostly it is
seen that, the victims do not want to take recourse to law for various
reasons, especially for social fear and humiliation. Women, who get
victimized, remain quite without reporting to the police station or
other law enforcement agencies. As there is no proper enforcement
of these cyber laws the dishonest people get involved doing these
crimes again and again without any fear. Proper law utilizations of
the existing cyber laws without any biasness and new law should
be proposed by the law agencies to minimize the threats. People
should be more aware and ethical morally. The victims should be
supported rather humiliated, so that they can report to the law agen-
cies without the fear.

The study only focuses on Facebook, hence the proposed approach
could be used for other social networking sites. Also, this study
approach needs to be applied to larger datasets to acquire better
and more accurate result.
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