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ABSTRACT 
In this research, an Encryption algorithm are designed and 

implemented for transmitted data over a network and the 

program written by (c) language. Rivest-Shamir-Adleman 

(RSA) algorithm and International Data Encryption Algorithm 

(IDEA) are designed to be complex and highly confidential, 

where a combination of symmetric and asymmetric 

cryptographic algorithms is used. In addition, a special 

algorithm developed to generate the cryptographic key 

complexly and randomly, this made any data transmitted 

across the network, and encryption keys exchanged between 

network sides disobeyed for any attempt to reveal them and 

know their content. Thus, transmitted data will be secured 

across any network that use this algorithm. 
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1. INTRODUCTION 
Encryption is the process of converting information to secret 

code in which information be protected from any 

unauthorized access. Clear and consistent message 

information M will be converted to meaningless scattered 

symbols C and this conversation be completed by encryption 

algorithm E starting from a cryptographic by encryption 

process Ke according to the function C = E Ke (M) and the 

reverse of this process is called decoding where the original 

message M is retrieved by using decoding algorithm D 

Starting from the decryption key Ke according to the function 

M = D Kd (C) [1], [2], [3]. 

There are two main ways to encrypt information: 

1- Symmetric encryption: It has the same 

encryption key in both sides and the encryption 

algorithm is similar to the decoding algorithm ( 

E = D, Ke = Kd ) 

2- Asymmetric encryption: there in shall be (E ≠ 

D, Ke ≠ Kd) 

This method is called public key algorithm, where encryption 

key Ke is called Public key and key Kd is called Privet key. 

The algorithm adopted in this study combined the two 

methods of coding together, a complex cryptographic 

algorithm is obtained with high confidentiality that ensures 

data protection, as well as the protection of distributed and 

shared encryption keys between network nodes. 

2. THE MAJOR SPECIFICATION OF 

IMPLEMENTED ALGORITHM 
The implemented cryptographic algorithm contains three 

partial encryption algorithms, they are: 

2.1 Rivest-Shamir-Adleman(RSA) 

Algorithm 
RSA is designed by Ron Rivest, Adi Shamir, and Leonard 

Adleman in 1978. It is one of the best known public key 

cryptosystems for key exchange or digital signatures or 

encryption of blocks of data. RSA uses a variable size 

encryption block and a variable size key. It is an asymmetric 

(public key) cryptosystem based on number theory, which is a 

block cipher system. It uses two prime numbers to generate 

the public and private keys. These two different keys are used 

for encryption and decryption purpose. Sender encrypts the 
message using Receiver public key and when the message 

gets transmit to receiver, then receiver can decrypt it using his 

own private key [4], [5], [6]. 

RSA operations can be decomposed in three broad steps, key 

generation, encryption and decryption. RSA have many flaws 

in its design therefore not preferred for the commercial use. 

When the small values of p & q are selected for the designing 

of key then the encryption process becomes too weak and one 

can be able to decrypt the data by using random probability 

theory and side channel attacks. On the other hand if large p 

& q lengths are selected then it consumes more time and the 

performance gets degraded in comparison with DES. Further, 

the algorithm also requires of similar lengths for p & q, 

practically this is very tough conditions to satisfy. Padding 

techniques are required in such cases increases the system’s 

overheads by taking more processing time [7], [8].  

2.1.1 Key Generation Procedure   
1. Choose two distinct large random prime numbers p & q 

such that p ≠ q.  

2. Compute n= p × q.  

3. Calculate: phi (n) = (p-1) (q-1).  

4. Choose an integer e such that 1<e<phi(n)  

5. Compute d to satisfy the congruence relation d × e = 1 mod 

phi (n); d is kept as private key exponent.  

6. The public key is (n, e) and the private key is (n, d). Keep 

all the values d, p, q and phi secret.  

2.1.2 Encryption  
Plaintext: P < n  

Ciphertext: C= Pe mod n.  

2.1.3 Decryption  
Ciphertext: C  

Plaintext: P=Cd mod n. 

decrypt blocks of data consisting of 64 bits by using a 64-bit 

key [10]. Figure 1 illustrates the sequence of events followed 

by RSA algorithm for the encryption of multiple blocks. 
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Fig.1 RSA processing of Multiple Blocks [7], [9] 

For a survey on fast variants of RSA see [4], [10], [11]. 

It is a public key algorithm and its operation principle 

summarized as follows: 

Firstly, the message divided into blocks in which each block 

has a binary value that is smaller than a number n, encryption 

and decryption will be in the following format: 

C = Me mod n encrypted text  

M = Cd mod n = (Me)d mod n = Med mod n  unencrypted text 

Where M is the message or a letter from the message, or more 

precisely is the number assigned to the symbol or to a letter 

from the message. The keys are as follows: 

public key Ku = {e , n} , Privet key Kr = {d , n} 

And get these keys as follows: 

1- An odd number e chosen and it is a part of public 

key. 

2- Two primary numbers q,p chosen where number 

(P-1)(q-1)-1 Accept division to e . 

3- calculate n where n = p.q 

Where n as we mentioned is the first part of both 

keys . 

4- Calculate d where d = (p-1)(q-1)(e-1) +1 / e 

It is the second part of the private key 

Illustrated this algorithm with the following 

example: 

A- The odd number e=3 chosen . 

B- Two primary numbers q=11, p=5 chosen 

where: 

(q - 1)(p - 1) – 1 = 39 acceptable division to e and calculate n: 

n = q . p = 55 , calculate d: d = (p-1)(q-1)(e-1) +1 / e = 27 

So have Ku ={3 , 55} Kr ={27 , 55   {  

Assuming  M=7 then it be: 

Encryption  C = Me mod n = (7)3 mod 55 = 13 

Decryption  M = Cd mod n = (13)27 mod 55 =  7 

In order to increase confidentiality and eliminate the problem 

of key distribution of this algorithm on each node of the 

network, nodes has its own key that generate it in secret and 

then each node has to publish the public key and keep the 

private key and accordingly there is not need to devise any 

secret method to exchange these keys. The responsibility of 

securing the private key is on each node aloof for the other 

nodes. The network contract agreed upon in a special strategy 

for changing keys, which may be periodic or when necessary, 

in order to raise the level of confidentiality of the approved 

encryption method. 

2.2 International Data Encryption 

Algorithm IDEA 
IDEA is one of the strongest cryptographic algorithms. Idea is 

a block cipher. It works on 64-bit plain text blocks. The key is 

longer and consists of 128 bits. IDEA is reversible of DES 

[4], [12]. 

The 64-bit plaintext block is partitioned into four 16-bit sub 

blocks. Four 16-bit key sub-blocks are required for the 

subsequent output transformation, it is generated from the 

128-bit key. The key sub-blocks are used for the encryption 

and the decryption. IDEA was used in Pretty Good Privacy 

(PGP), (International Data Encryption Algorithm) IDEA is a 

block encryption algorithm designed by Xuejia Lai and James 

L and it was first described in 1991.The original algorithm 

went through few modifications and finally it got named as 

International Data Encryption Algorithm (IDEA) [12].  

IDEA is a block cipher that operates with 64 bit plain text and 

cipher text blocks and it is controlled by 128 bit key. This 

algorithm works on 64-bit plain text and cipher text block (at 

one time). For encryption purpose, the 64- bit plain text is 

divided into four 16 bits sub-blocks. In our discussion, we 

denote these four blocks as P1 (16 bits), P2 (16 bits), P3 (16 

bits) and P4 (16 bits). Figure 2 illustrate IDEA Encryption 

Process. 

Each of these blocks goes through 8 rounds and one output 

transformation phase. In each of these eight rounds, some 

(arithmetic and logical) operations are performed. Throughout 

the eight rounds, the same sequences of operations are 

repeated. In the last phase, output transformation phase, only 

arithmetic operations is performed. At the beginning of the 

encryption process, the 64 bit plain text is divided in four 

equal size blocks and ready for round1 input. The output of 

round1 is the input of round2. Similarly, the output of round2 

is the input of round3, and so on. Finally, the output of round8 

is the input for output transformation, whose output is the 

resultant 64 bit cipher text [assumed as C1 (16 bit), C2 (16 

bits), C3 (16 bits) and C4 (16 bits)]. As the IDEA is a 
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symmetric key algorithm, it uses the same key for encryption 

and for decryption. The decryption process is the same as the 

encryption process except that the sub keys are derived using 

a different algorithm[12]. The size of the cipher key is 128 

bits. In the entire encryption process used total 52 keys 

(round1 to round8 and output transformation phase), 

generated from a 128 bit cipher key. In each round (round1 to 

round8) we use six sub keys. Each sub-key consists of 16 bits 

and the output transformation uses 4 sub-keys. 

 

Fig.2 IDEA Encryption Process 

It is a block oriented cryptographic algorithm, it encrypts 

blocks of messages with length 46 bit by using key with 

length 128 bit. 

This algorithm work on principle that each bit in original text 

and each bit in the key effect on each bit in encoded text. This 

achieved by using three different operations, each operation is 

take two inputs from 16 bit and produce one output from 16 

bit, these operations are: 

1. Operation XOR   bit to bit it 

symbolizes        

2. Adding operation and take the rest of the total 

division on 216   (A+B mod 216) it  symbolizes   

3. Redemption operation and take the rest of the 

redemption on 216+1 (A*B mod 216+1) and Zero is 

equal to 216 it  symbolizes ּס. Figure (3) shows 

encryption algorithm planned IDEA notes two 

inputs, readable text 64 bit and the key 128 bit. This 

figure shows that the algorithm is consists of eight 

stages or repetitions followed by a final conversion. 

In each stage six partial keys is used and 16 bit 

except the last stage that uses four keys and so the 

sum of the partial keys will be 52 key. The right 

side of the figure 3 illustrate the generation of 

partial keys operation. 

 
 

Fig.3 Generation of Partial Keys Operation 

2.2.1 Details of A single Iteration 
Figure (4) represents a repeated algorithm in all stages (with 

different input and different partial keys of course). The 

output for one stage is as follow: 

W11 = {z6   [[z5  [(z1  x1)  (z3  x3)]  [(z2 

 x2)  (z4  x4)]]}  {(z1  x1)} 

W12 = {z6   [[z5  [(z1  x1)  (z3  x3)]  [(z2 

 x2)  (z4  x4)]]}  {(z1  x1)} 

W13 = {z6   [[z5  [(z1  x1)  (z3  x3)]  [(z2 

 x2)  (z4  x4)]]]  [z5 [(z1  x1) (z3  

x3)]]}                   {(z2    x2)} 

W14 = {z6  [[z5  [(z1  x1)  (z3  x3)]  [(z2 

 x2)  (z4  x4)]]]  [z5 [(z1  x1) (z3  

x3)]]}              {(z4    x4)} 
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Fig.4 Represents A repeated Algorithm in All Stages 

Figure (5) shows the ninth stage of the algorithm, called the 

final conversion stage 

          

Fig.5 Ninth Stage of The Algorithm 

2.2.2 Subkey Generation in IDEA 
The first eight keys taken (Z1,………,Z8) directly from the 

primary key (Z1 is 16 bit the first………. and so on), then 

doing rotational displacement process 25 bit for the primary 

key and the other eight keys taken (Z9,……,Z16) and the 

displacement process followed until generate all partial keys 

(52 keys). 

2.2.3 IDEA Decryption 
The decoding mechanism is similar to the encryption 

mechanism in essence but with different choosing for partial 

decryption U1,……..,U52  that extracted from encryption keys. 

Table (1) illustrate the relationship between encryption keys 

and partial decryption keys: 

       Zi          Zi
-1

=1                                    -Z j       Zj  =0                   ----- (1) 

Table 1. Relationship Between Encryption Keys and Partial Decryption Keys

 Encryption Decryption 

Stage Partial keys number The numbers of the 

fields corresponding to 

the key 

Partial keys Approval for 

Repetition1 Z1Z2Z3Z4Z5Z6 Z[1..96] U1U2U3U4U5U6 Z49
-1 –Z50 –Z51Z52

-1 

Z47Z48 

Repetition2 Z7Z8Z9Z10Z11Z12 Z[97..28;26..89] U7U8U9U10U11U12 Z43
-1 –Z45 –Z44Z46

-1 

Z41Z42 

Repetition 3 Z13Z14Z15Z16Z17Z18 Z[90..128;1..25;51..82] U13U14U15U16U17U18 Z37
-1 –Z39 –Z38Z40

-1 

Z35Z36 

Repetition 4 Z19Z20Z21Z22Z23Z24 Z[83..128;1..50] U19U20U21U22U23U24 Z31
-1 –Z33 –Z32Z34

-1 

Z29Z30 

Repetition 5 Z25Z26Z27Z28Z29Z30 Z[76..128;1..43] U25U26U27U28U29U30 Z25
-1 –Z27 –Z26Z28

-1 

Z23Z24 

Repetition 6 Z31Z32Z33Z34Z35Z36 Z[44..75;101..128;1..36] U31U32U33U34U35U36 Z19
-1 –Z21 –Z20Z22

-1 

Z17Z18 

Repetition 7 Z37Z38Z39Z40Z41Z42 Z[37..100;126..128;1..29 U37U38U39U40U41U42 Z13
-1 –Z15 –Z14Z16

-1 

Z11Z12 

Repetition 8 Z43Z44Z45Z46Z47Z48 Z[30..125] U43U44U45U46U47U48 Z7
-1 – Z9 –Z8Z10

-1 Z5Z6 

Final conversion Z49Z50Z51Z52 Z[23..86] U49U50U51U52 Z1
-1-Z2 –Z3Z4

-1 
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2.3 Key Generation Algorithm 
To speed up the key generation in the RSA algorithm [4] 

research describes a secure and fast generation of RSA Public. 

An algorithm that its input is a number of bytes taken 

optionally from the key generation file (it’s a file with size 

1M byte that generated randomly and sent to all network 

nodes in encrypted form by using RSA algorithm). From this 

optional number of bytes, this algorithm generates a key with 

length 128 bit used as the encryption key in IDEA algorithm. 

The following working principle is as an example of this 

algorithm: 

1- After taking number n bytes from generation keys 

file 

2- a1,a2,a3,…………,an increases the number of zeros 

where the number can be divided by 16 , this done 

as following: 

A- The algorithm calculates the value ( n 

mod – 16) – 16 = i 

B- Add I zeros to the end of the series where 

the number of bits be divisible to 16 

which (n+i) mod 16 =0 

3- Divide this series of bytes to K partial series where 

K = (n+i) div 16 each string will made up of 16  

byte . 

4- Generate from these series 16 partial key with 

length 1 byte as follow : 

The first byte of the first partial string is taken and do XOR 

process on it with the first byte from each partial string and  

the first partial key is get. The same process applies to the rest 

bytes so we get 16 partial keys each one of them content of 1 

byte and the sum of these keys constitutes total keys that 

consist of 128 bit. It is possible to add some extensions to this 

algorithm whether in design and implementation, this make it 

a privacy algorithm because the security of the encryption 

algorithm lies in the key encryption. 

3. KEY GENERATOR 
Key generator that consist of 128 bit is done by : 

1- Key generating algorithm. 

2- Key generating file. 

This done as follow: 

From the key generation file,  a set of bits are taken optionally 

according to the value of the displacement and a specified 

length, these will be sent in encrypted form within the header 

of each message where the displacement is indicated on the 

first byte number that will be taken from the file generating 

keys. The length is indicates to the number of selected bytes. 

Example: if the displacement = 150 & length = 225 

This means that the key generating algorithm takes bytes as 

input starting from byte number 150 until byte number 374, 

thus huge possibilities of input bytes are chosen to the key 

generation algorithm and then get the same huge of different 

keys that used in the encryption algorithm IDEA . 

It is worth mentioning that it must be an indicator with the 

message indicates to the completeness the message 

information and its content is not changed during the 

transferring operation whether the changing was intentionally 

or unintentionally. This indicator can called the message 

fingerprint. This fingerprint is calculated at the sending side 

and sent with the encrypted message and is counted at the 

receiving side to ensure that the message is received correctly. 

The message fingerprint calculated by one-way mathematical 

process that converts all encrypted message information into a 

short frame of information that we call the message's 

fingerprint. Changing one bit in the message leads to a 

different fingerprint for it. Message fingerprint calculating 

algorithm will be the one-way dependent type So that if a 

fingerprint identified, it is not possible to retrieve the message 

that generated the fingerprint. Often the length of the footprint 

is not less than 16 bytes. 

4. SECERT LEVEL OF THE 

ENCRYPTION ALGORITHM 
All encryption algorithms that generated mathematically are 

fractional theoretically. However, the coverage time 

distinguishes them from each other (the time required for 

fraction) this time that follows the computational energy  that 

available by code analyzer but in decryption observance the 

following: 

1- Decryption value should not be more than 
encryption information value. 

2- The decryption time should not pass the information 

life time. Based upon whenever the computational 

energy developed for computers, the cover time 

reduced and its changes according to used analyses 

manner that may be: 

1- Random manner. 

2- Parallel processing. 

Consider the same key is used for decryption all text. The 

attacker can use the random manner for decryption, namely 

experience and error. In this case, the number of possibility to 

try is (2128) try where 128 is the key length that used in our 

algorithm and this is equal to 3.4 *1038 try nearly. If the 

voyeur can experiment a key every one microsecond, the 

require time to experiment all keys is be 1025 year. 

However, if the parallel processing used by using many 

processers, every processer will process the problem 

immediately. The one chip that can process one key per 

nanosecond (if that is possible) can experiment (1014) key in 

one day and its need about (1024) days for experiments all 

keys. That mean (1024) chip needed working parallel in this 

rate until the detection completed within one day. Of course, 

completing such this machine is not easy if not possible. 

The complications that mentioned were for one key used to 

encrypt many messages, but in this elaborate algorithm the 

key is changing permanently and randomly depending on the 

value selected from the key generation file, where the key can 

changing in every massage which every massage has its own 

key. Therefore, even the voyeur can detect a cryptographic 

key for a message does not mean the encryption algorithm 

detected. 

If someone want to detect massage content, he must: 

1- Obtain the key generation file and decrypt it. 

Encrypted length and displacement RSA 

2- He must know the tow values that put in the 

message header as well as breaking the key 

generation algorithm. 

3- Brake the encryption key IDEA by an algorithm. 

If it is very difficult to succeed in one of those steps, how can 

succeed in all steps and break all the algorithms together? 
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5. STAGES OF IMPLEMENTATION OF 

THE ENCRYPTION PROGRAM 
Before start encrypting the messages by implementing the 

algorithm, the key generation file that generated randomly on 

all network branches is distributed by using RSA algorithm in 

order to avoid revealing this file. This file distribute ones time 

unless changing it from time to time then another random file 

is generated and send it in the same way ,this file can resizing 

because its size does not affect the generation of keys, as for 

encryption, it done as following: 

1- The value of the displacement is determined and the 

length required to generate the encryption key. 

2- The key generation algorithm based on the key 

generation file and the displacement and length 
values by generation the random key 128 bit that 

will used in IDEA algorithm. 

3- The clear message is encrypted by the encryption 

algorithm IDEA that used encryption key which 

was previously generated. 

4- Encrypting the value of the displacement and length 

by RSA algorithm. 

5- The encrypted value of both the displacement and 

the length added to the encrypted message header. 

6- Calculate the message fingerprint with a special 

algorithm and place it in the message header. 

7- Eventually the message sent to the intended 

destination. 

Figure (6) illustrated the full structure of this algorithm: 

 

Fig.6 Structure of IDEA and RSA 

6. THE DECRYPTION 

1- After the message received, the decryption 

algorithm separates the message from the letterhead 

and verifies it through the message's fingerprint. 

2- Encrypt the header that content displace and length 

by RSA algorithm. 

3- The key generation algorithm generated the key 128 

bit based on displacement and the length values. 

4- Eventually the encrypted message is entered into 

IDEA algorithm that uses the generator key 128 bit 

to obtain the unencrypted message. 

Figure (7) illustrated the schematic of the stages of the 

decoding algorithm. 

 

Fig.7 Stages of the Decoding Algorithm 

7. CONCLUSION 
The most important types and methods of encryption 

techniques used are discussed in the present. RSA Rivest-

Shamir-Adleman (RSA), International Data Encryption 

Algorithm (IDEA) have been used to test the quality of 

security massage. Test lab showed the following results: an 

algorithm consisting of more than a partial algorithm has been 

adopted which has increased confidentiality and complexity 

and overcome the key distribution problem. The algorithm 

included some original ideas, in both design and 

implementation, which made it special. Because the secret lies 

in the encryption key , there is a generating key possibility 

and changing it afar of system designer for ensure Secrecy 

and limitation of liability. Encryption keys that used are 

random and hard to detect. In addition, the suggestion of using 

RSA algorithm along with the IDEA algorithm is provided 

with improved security and advanced encryption efficiency. 

In addition, it extended the key space without any extra 

running time, which can be considered to be promising in the 

field of information and communication technology today. In 

addition, the integration between the improved International 

Data Encryption Algorithm (IDEA) and Rivest-Shamir-

Adleman (RSA) with two layers of protection, the first of 

which is the encryption with an improved (RSA) algorithm 

and the second increased confidentiality and complexity. Also 

in the future this method can developed by using 2 keys 

instead of 1 key in each algorithm and use 256 bit instead of 

128 bit this will make the method more security. The 

complications that mentioned used one key to encrypt many 

messages, but in this elaborate algorithm the key is changing 

permanently and randomly depending on the value selected 

from the key generation file where the key can changing in 

every massage which every massage has its own key. 
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