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ABSTRACT 
Due to various characteristics of WSN, network is too unsafe 

and open for malicious attacks. Attackers can easily comprised 

an attacking node that causes information loss and network 

degradation. Numbers of solutions are cumbersome and vitality 

inefficient. In this paper a novel approach has been proposed for 

detection and elimination of black hole attack comprised nodes. 

Proposed approach is based on threshold value and reverse 

tracking process for detection and elimination of malicious node. 

TDMA policy has been used for transmission of information 

from a cluster to sink node. Results show that proposed 

approach is much efficient rather than that of previous one. 
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1. INTRODUCTION 
WSN is the field on networking that utilized various types of 

nodes for sensing information from the sensing environment. In 

the process of WSN various nodes have been deployed under a 

particular region so that information can be sensed from that 

region. Sensor nodes are responsible for data sensing based on 

various types of sensors. Sensor nodes comprise various parts 

for functioning towards sensing and transmitting information. 

These different parts for functioning of sensing nodes are sensor, 

battery, transmitter, receiver and memory device. In the 

processing of WSN sensing nodes has been disbursed in a 

particular region for environment sensing and data processing. 

BS has been responsible for data collection from the sensor 

nodes using routing strategy and that received data has been 

used for decision making process. 

WSN consumes energy from the sensor nodes under different 

operations performed by these nodes. Power consumption is 

major issue related to wireless sensor network from past 

research. Since a large number of routing protocols have been 

developed for routing in such a way that minimum energy can be 

consumed by the network. In past decade’s chain based routing 

protocols had been emerged to overcome issue of power 

utilization over the network. Cluster formation has been evolved 

a best way that has been adopted by multiple routing protocols 

for minimization of energy utilization over the network. 

Attack Vern-ability is major security threat in WSN that 

degrades performance of network and data leakage to 

unauthorized organizations. Attacks have been mostly made on 

the network layer and routing layer to fluctuate routing path of 

the data message so that information integrity can be easily 

changed. Most harmful attacks that prone to WSN are black-hole 

attack, gray-hole attack and sink-hole attack. Black hole attack 

comprises itself as the agent node that can easily attack data 

traffic from sink nodes of sensor nodes. The adversary node 

available in the network comprises itself as the shortest route for 

data transmission to sink node and collect all the information so 

that data integrity can affected. 

1.1 WSN Security Goals 
i. Data Confidentiality: It is the ability to hide message from 

a passive attacker and is the most important issue in 

network security. Sensor nodes may communicate highly 

sensitive data, such as key distribution, so it is extremely 

important to build a secure channel in a WSN. Moreover, 

sensor identities and public keys should also be encrypted 

to some extent to protect against traffic analysis attack. 

ii. Data Integrity and Authentication: Integrity refers to the 

ability to confirm the message has not been tampered or 

altered while it was on the network. An adversary is not just 

limited to modifying the data packet. It can change the 

whole packet stream by injecting additional packets. So the 

receiver needs to ensure that the data used in any decision-

making process originates from the correct source. Indeed, 

data authentication allows a receiver to verify that the data 

really is sent by the claimed sender. 

iii. Time synchronization: wireless time synchronization is 

used for many different purposes including location, 

proximity energy efficiency and mobility to name a few. 

iv. Freshness: WSNs provide some measurements in time. We 

must ensure that each message is fresh. The freshness of 

data implies that the data are recent, and it ensures that no 

adversary replay the old messages. 

v. Access control: gives to the legitimate participants a means 

to detect the messages coming from external sources of the 

network Availability: the availability gives insurance over 

the network and time of response of the system to transmit 

information from sink node to destination node. 

2. RELATED WORK 
Karakehayov Z.(2005) presented, a novel routing algorithm 

utilized for forward packets of geographic routing with help of 

two broadcast messages MISS and SAMBA, to protect a 

distributed database for detected black hole attacks in WSN 

MISS (material for intersection of suspicious sets) message used 

to identify malicious node in network using ID space. SAMBA 

(suspicious area, mark a black hole attack) messaged detected 

location of black hole attacked using physical space. Security 

overhead declined the network’s vulnerability at the expense of 

more energy drawn from batteries of involved nodes. REWARD 

(Receive, Watch, Redirect) allows to strike the balanced 

between lifetime performance and security capability. This 

technique worked well at different levels of security which could 

be set according to the local conditions. The analyzed the energy 

overhead associated with different REWARD modifications. 

[15] 
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Gondwal N. and chander D. (2013) worked upon the wireless 

nature and infrastructure-less environment of WSN. They were 

more vulnerable to many types of security attacks. This paper 

proposed a technique to detect the black-hole attack using 

multiple base-stations and a check agent based technology. This 

technique was Energy efficient, Fast, Lightweight and used for 

Reduces message complexity. An effective solution was 

proposed that it uses multiple base stations to improve the 

delivery of the packets of the sensor nodes, reaching at least one 

base station in the network, thus ensuring high packet delivery 

success. The proposed technique was more efficient than the 

previous techniques and gives better results. Check agent was a 

software program which was self-controlling and it moved from 

node to node and checks the presence of black-hole nodes in the 

network. Routing through multiple base stations algorithm was 

only activated when there was a chance of black-hole attack on 

the network. [12] 

Karuppiah et al. (2015) studied an improvised hierarchical 

vitality efficient intrusion detection system was proposed, to 

protect sensor Network from black hole attacks. Previous 

approach was simple and was based on exchange of control 

packets of sensor node and base station in WSN. The results 

show that proposed algorithm was effective against detecting 

and preventing efficiently the black hole attacks. [16] 

Priya and Puri (2015) Studied the mobile Ad-Hoc Networks 

had the ability to deploy a network where a traditional network 

infrastructure environment could not possibly be deployed. In 

the approach had analyzed the behavior and challenges about 

security threats to mobile Ad-Hoc networks implemented the 

Conniver broadcasting node Technique mode in a better way. 

Many solutions had been proposed, but these solutions were not 

perfect in terms to effectiveness and efficiency. If any solution 

works well in the presence of single malicious node, it could be 

applicable in case of multiple malicious nodes. After referring 

multiple approaches and applying Conniver broadcasting node 

technique mode after the detection of selective black hole 

attacked would surely decrease the rate of loss in data packet. 

More ever, the Conniver broadcasting node Technique modes 

were applied only for nodes that were attacked, rather for 

applying for all the nodes. Hence loss of energy was surely 

avoided. [14] 

R. Mohamed et al. (2015) employed the intrusion detection 

system against Sink-Hole attack in wireless sensor networks 

with mobile sink. The Intrusion Detection System (IDS) against 

Sinkhole attack in wireless sensor networks with mobile sink. In 

the detection model, the network area was divided into a flat grid 

of cells, and used the signature-based technique, which was 

represented by the detection rate of a cell, to distinguish between 

real and fake sink nodes. The proposed IDS consider two types 

of sink mobility: periodic and random. In addition, the cell 

leaders do not activate their IDS agent simultaneously; the 

additional energy consumption incurred by the IDS was low. 

Simulation results show the efficiency of proposed IDS in terms 

of detection rate, efficiency, and energy consumption. [13] 

Tanuja et al. (2005) described the security allowed WSN to be 

used data onto node to node with confidence and maintain 

integrity. Without security, the result would be undesirable 

consequences. Security must be addressed to critical sensor 

applications. The proposed algorithm used to overcome black 

hole node and false data injection attack in WSN. To simplify 

the elimination of black hole and guaranteed successful delivery 

of packet of source of destination by used a new 

acknowledgement schemed against low overhead. The algorithm 

could eliminate false data injection by outside malicious nodes. 

Simulation resulted shown that algorithm could successfully 

identify and eliminate hundred percentages black hole nodes and 

ensured more than Ninety nine percentage packet delivery of 

increased network traffic. [21] 

3. PROPOSED WORK 
In the scenario of WSN nodes have been localized in a particular 

region for sensing information. The attacker available performs 

different types of attackers over the network to degrade the 

performance of the network.  In the purposed work black hole 

attack detection has been done using reverse tracking 

mechanism. 

3.1 Detection and elimination of malicious 

nodes 
In the purposed work attacker introduce sink node in the 

network and sink nodes broadcast RREQ for collection of data 

and sensor nodes does not aware about authentication of the sink 

nodes available in the network. These nodes transmit this 

information to the sink node. Attacker can transmit this 

information to attacker base station or can falsify the information 

and transmit to base station so that wrong decision can be made.  

On the basis various detection approaches black hole attack can 

be detected from the WSN. In the purposed work reverse tracing 

mechanism has been used for detection of attacking node 

available in network. Time division multiplexing has been used 

for data transmission over the network and RREQ and RREP has 

been used for detection of possible paths for data transmission 

over the network. Due to utilization of TDMA genuine nodes 

will transmit broadcast message for data collection. If any node 

broadcast message out of particular time stamp that will treated 

as malicious node.  Threshold based acknowledgement has been 

used that utilize reverse tracking mechanism and verify the path 

under attack or not. On the basis of these reverse tracking 

process nodes that are under attack has been detected and 

eliminated by not utilizing particular path for data transmission 

over the network to base station. Base station collects all the 

information and utilize for decision developing process. 

3.2 Work Flow 

 
Figure 1: Work Flow of Proposed Work 
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Figure 1, represents the flow of the purposed work for malicious 

node detection. In the purposed work sensor nodes have been 

provided a timestamp for broadcasting message for transmission 

of data. Sink nodes available in the network broadcast message 

to all sensor nodes for collection of data. Nodes will transmit 

request within timestamp that has been defined by the trusting 

authority. In the purposed work AODV routing protocol has 

been used for transmission of data. Malicious node changes the 

route table strategy of AODV that transmit request to all nodes 

that comprised node contain a shortest path for data transmission 

to base station. To detect black hole attacking node available in 

the network reverse tracking path has been utilized. 

3.3 Pseudocode for the Proposed Work 
The various steps that are followed are as follows: 

i. Establish a Network of sensor nodes. 

ii. Divide the Entire network of clusters of selecting a cluster 

head. 

iii. Select all possible paths of communication with transceiver.  

iv. Check the health for path before sending the data and 

compare it with thresh hold value. 

v. IF  

a. health >= threshold values 

        Communication could be held via same path. 

b.  health < threshold values 

c. Select reserve path to detection of malicious nodes. 

d. Check one-hop neighbor nodes via transmitting 
single bit message.  

e. If RREP from one- hop neighbor 

         Genuine node, data can be transmitted 

f. Else  

                 Reply from other node detect node id and comprised 

as malicious node 

   End if 

4. RESULTS AND DISCUSSION 
Sensor nodes have been deployed in the environment for 

capturing information. These nodes capture information from 

particular environment and transmit this information to base 

station. Various parameters have been used in WSN for sensing 

information. These nodes consume energy while sensing, 

receiving and transmitting information. 

Table 1: Simulation Parameters 

 

Network Parameters Values 

Number of Nodes 100,50 

Agent TCP/TCP-Sink 

Routing Protocol AODV 

Antenna Type Omni 

MAC Type 802.11 

Queue Type Drop Tail 

Queue Length 50 

Simulation Time 50s 

Traffic Type CBR 

Energy Model Energy Model 

Transmission Energy 0.9 J 

Receiving Energy 0.5 J 

Initial Energy 50 J 

 

Table 1, represents various parameters that have been used for 

simulation of proposed work under network simulator. On the 

basis of these different simulation parameters wireless sensor 

network has been designed and used for data sensing and 

transmission over the network. Routing protocols are responsible 

for data transmission from possible paths available in the 

network. 

 

Figure 2: Initialization of Nodes 
Figure 2 represents initialization of wireless sensor network for 

sensing information from environment. In WSN nodes sense 

information from a particular environment and transmit 

information to base station for decision making process. 

 

Figure 3: Routing between nodes 

Figure 3 is representing the Routing between the nodes. Each 

and every node communicates with one-another. One node sends 

the message to other nodes and the receiver node responds to the 

sender node according to the message received. 
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Figure 4: Cluster division and Data transmission 

Figure 4 represents the various clusters which have been formed 

over the network and the cluster which have been used for data 

transmission from sensor nodes to the base station. In the 

proposed work TDMA has been used for data transmission to 

base station using different nodes available in the network. 

 

Figure 5: Reverse Tracking Mechanism 

Figure 5 represents compromised nodes which makes use of 

routing metric to lie to its neighbors in order to launch sinkhole 

attack. Then all the data from his neighbors to base station will 

pass through compromised node. In this actual data doesn’t 

receive at base station that loss the information of the network. 

Here, the black hole attack detection scheme has to be 

implement that detect attacking node and provide reliable 

information. This has been done by using reverse tracking 

process and if the data received by the base station is less than 

that of the transmitted node by a threshold value than the 

particular path has been known as blacklisted path and other 

path has been selected for data transmission. 

 
Figure 6: Detection of black hole Attack 

Figure 6 shows the reverse tracking path mechanism, on the 

basis of which various paths that has been used for data 

transmissions have been black listed. After this process a one 

hop neighbor mechanism has been used for detection of nodes 

that encounters black hole attack over the network. These nodes 

have been detected using single neighbor detection approach. In 

this process node broadcast a message to single hop neighbor 

with hop id 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 7: Packet Delivery Ratio 

Figure 7 shows the Packet Delivery Ratio, which is defined as 

the number of packet deliver with respect to time. The 

calculation of Packet Delivery Ratio (PDR) is based on the 

received and generated packets as recorded in the trace file. In 

general, PDR is defined as the ratio between the 

received packets by the destination and the generated packets by 

the source. 
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Figure 8: Throughput 

Figure 8 represents the Throughput. Throughput is defined as the 

number of packet delivered successfully over the network. 

Throughput represents bytes transmitted per unit time. In general 

terms, throughput is the maximum rate of production or the 

maximum rate at which something can be processed. When used 

in the context of communication networks. It is the amount of 

data moved successfully from one place to another in a given 

time period, and typically measured in bits per second (bps). 

This graph represents comparison between proposed and AODV 

routing protocol. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 9: Packet Delay 

Figure 9 is showing the graph of Packet Delay. Packet Delay is 

defined as the Delay between packets during transmission. In 

this graph delay has been measure for purposed and previous 

approach. Delay has been measured in terms of time units. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

Figure 10: Overhead 

Figure 10 is representing the network overhead. Overhead has 

been caused due to routing packets that has been transmitted 

over the network. Overhead cause various problems over the 

network. 

5. CONCLUSIONS  

In this paper black hole attack detection has been done that has 

been attacked by any attacker by developing a compromised 

node in WSN. The attackers introduce the node in the network 

that advertises for data collection from sensor nodes and 

transmit data to wrong destination. In the purposed work black 

hole detection has been done on the basis detection algorithm 

that utilized reverse tracking strategy 

On the basis of reverse tracking mechanism nodes that 

comprised attack has been detected during reverse tracking 

process based on different one hop neighbor detection. On the 

basis of this detection malicious nodes have been eliminated 

from network to participate under communication process that 

concludes that information loss is less and data integrity is 

assured. On the basis of these parameters that are throughput, 

packet delivery ratio, overhead and delay one can conclude that 

purposed work provides much better results than previous 

approaches. 

6. FUTURE SCOPE  

For the future reference, mobility based WSN can be used for 

detection of attacking nodes in WSN. Proposed work does not 

provide much accuracy during mobile wireless sensor network. 

Due to mobility path of the nodes, detection is not an easy 

process. That problem can be mitigating by developing IDS for 

all type of WSN. 
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