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ABSTRACT

The person identification is an active area in research fields.
many person identification techniques have been proposed in
literature both in time domain and transformed domain. An
improved various transformed domain techniques are
proposed in this paper. This paper work also demonstrates the
task of identifying the person with the various segments of
ECG signals, and also investigates which segments of ECG
signals has more person specific information by using
transformational methods. A transformed domain technique
includes discrete fourier transform, discrete cosine transform
and discrete wavelet transform. An experimental results on
ECG signals using transformed domain techniques
demonstrates that the improvement of proposed techniques
over those of time domain techniques.
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1. INTRODUCTION

In today’s world, we can see the application of person
recognition in many places starting from commercial
applications, such as internet access, ATM, credit card,
cellular phone, to the government and forensic applications
like driver’s license, pass-port control and criminal
investigation, terrorist identification etc, The main purpose of
of person identification system is to ensure that the rendered
services are accessed only by a legitimate user and no one
else, i.e., to confirm or determine the identity of an individual
requesting for service.

Traditional password-based and other identification systems
have a number of flaws. A password can be forgotten or
elicited, and such systems are easy to hack. One needs to
always carry the identification key around, which is
inconvenient. there are chances that the intruder can get hold
of your password. Besides, a person cannot be identified
without any specific physical carrier. Together, all those
factors prompt us to look for new approaches to the problem.
Biometrics techniques truly identifies the actual applicant as
a particular individual than other traditional methods like
photo identity card, tokens, badges and passwords etc which
may be hacked by somebody. Biometrics provides an
automatic method of recognizing a person based upon
intrinsic physical or behavioral features, such as face, voice,
retinal structure, gait, finger print, etc [10-14]. Scientists are
coming with many new techniques to make robust system for
person recognition; imposters are also Imposters are also com-
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-ing with techniques to fool the existing system take
advantage of that system. In existing person identification
systems, we use Fingerprint is the most widespread biometric,
it has been used in forensic for about 100 years. An imposter
can fool a finger print system by recreating in latex, similarly
can fool the face recognition system by providing photo and
can also fool voice recognition by imitating other voice. The
possibility to steal data directly from subjects and the relative
ease to replicate them (e.g. silicone fingerprints, pictures or
facial masks) posed serious challenges to researchers and
multimodal recognition systems have been suggested.

1.1 Literature survey

In recent years, the Electrocardiogram (ECG) has been
proposed as novel biometric for person identification,
dedicated research on the ECG analysis has demonstrated its
advantages in biometrics: ECG is present in all living
individuals, exhibits the typical characteristics of a biometric
and it is hard to forge. In addition to this, ECG analysis is a
robust method to detect the liveness (the person has to
present) characteristic of the subject in authentication
scenarios. This special characteristic of ECG helps the system
not to be make fool by imposter. ECG is a method to measure
and record electrical potential generated by the heart.

The hypothesis of the use of ECG as personal identification
attribute was suggested by Scientist Forsen G E[1] ; however,
the first study on the ECG analysis for biometric purposes was
carried out by Biel and colleagues: the authors investigated
some combinations of features in 12-leads ECG recordings on
a sample of 20 subjects[2][3].

In [8], it is suggested that variability in heart rate could also
another measure useful in person identification. ECG data
were recorded under several physiological states. To
distinguish subjects, the author utilized features including the
mean and variance of the R-R interval, along with other ECG
parameters such as width of P, R, and T waves. This modality
of using ECG data in person identification offers some unique
advantages. It is proposed that ECG person identification
would be particularly effective in health care applications as
the ECG 1is frequently used to monitor a patient’s
condition[3],[5]; therefore, without any additional data
requirements, this can be used to verify a patient’s identity in
medical records or other medical procedures.

In [9], ECG data were used as one of source of biometric data
along with the facial image data. Supplementing other
biometrics with ECG information can be accomplished with
little user perceived change in the interface. For example, the
ECG data can be recorded simultaneously in fingerprint and



palm recognition systems. Multimodal person identification
techniques can provide can provide significant increases in
performance as monomodal methods begin to saturate in their
performance [12], ECG information would provide a method
for liveness detection, increasing system reliability.

In[my] paper research work study investigates the feasibility
of using the Electrocardiogram (ECG) complexes as a new
biometric  features for human identification and
verification.ECG waveforms of different person are different
but it is unclear whether such differences can be used identify
different individuals. This research work successfully
demonstrated that it is possible to identify a specific person
from group of persons by segmented ECG signal. The person
specific features of ECG signal can be verified by collecting
ECG data of 5 individuals of different sessions, drawing time
domain, frequency domain and cepstral domain plots results
shown that ECG is used for biometric.

In this paper research work, we investigate the influence of
intra subject variability by collecting data from 30 subjects in
two different sessions with an interval of 15days unlike the
previous study. and then, to see which part of ECG complex
has more person specific information, the ECG signal has
further segmented and performance is evaluated by using
both time domain and transformed domain techniques. The
duration and sampling rate of data’s are 60seconds and 8 kHz
respectively.

Our study is organized as follows: Section | is the
introduction, Section Il describes a physiological study of
ECG, Section Il describes the methods of person
identification using ECG. Section IV presents Experimental
Results. Finally, the conclusion is made in Section V.

1.2 Electrocardiogram

The Electrocardiogram (ECG) is graphical recording of the
electrical activity of the heart. The ECG records cardiac
currents by means of metal electrodes placed on the surface of
the body. When the cardiac impulse passes through the heart,
electrical current also spreads from the heart into the adjacent
tissues surrounding the heart. A small portion of the current
spreads all the way to the surface of the body. If electrodes are
placed on the skin on opposite sides of the heart, electrical
potentials generated by the current can be recorded; the
recording is known as an electrocardiogram.

1.3 Characteristics of the Normal ECG

The normal electrocardiogram shown in Figure 1 is composed
of a P wave, a QRS complex, and a T wave. The QRS
complex is often, but not always, three separate waves: the Q
wave, the R wave, and the S wave. The P wave is caused by
electrical potentials generated when the atria depolarize before
atria contraction begins. The QRS  complex is caused by
potentials generated when the ventricles depolarize before
contraction, that is, as the depolarization wave spreads
through the ventricles. Therefore, both the P wave and the
components of the QRS complex are depolarization waves.
The T wave is caused by potentials generated as the ventricles
recover from the state of depolarization. This process
normally occurs in ventricular muscle 0.25 to 0.35 second
after depolarization, and the T wave is known as a
repolarization wave. Thus, the electrocardiogram is composed
of both depolarization and repolarization waves. The
distinction between depolarization waves and repolarization
waves is so important in electrocardiography that further C
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1.4 Normal Voltages in the Electro
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The recorded voltages of the waves in the normal
electrocardiogram depend on the manner in which the
electrodes are applied to the surface of the body and how
close the electrodes are to the heart. When one electrode is
placed directly over the ventricles and a second electrode is
placed elsewhere on the body remote from the heart, the
voltage of the QRS complex may be as great as 3 to 4
millivolts. Even this voltage is small in comparison with the
monophasic action potential of 110 millivolts recorded
directly at the heart muscle membrane. When
electrocardiograms are recorded from electrodes on the two
arms or on one arm and one leg, the voltage of the QRS
complex usually is 1.0 to 1.5 millivolt from the top of the R
wave to the bottom of the S wave; the voltage of the P wave is
between 0.1 and 0.3 millivolt; and that of the T wave is
between 0.2 and 0.3 millivolt. The time between the
beginning of the P wave and the beginning of the QRS
complex is the interval between the beginning of electrical
excitation of the atria and the beginning of excitation of the
ventricles. This period is called the P-Q interval. The normal
P-Q interval is about 0.16 second. (Often this interval is called
the P-R interval because the Q wave is likely to be absent.
Contraction of the ventricle lasts almost from the beginning of
the Q wave (or R wave, if the Q wave is absent) to the end of
the T wave. This interval is called the Q-T interval and
ordinarily is about 0.35 second.

2. METHODS OF PERSON IDENT I -
FICATION USING ECG

Direct and transformational methods are wused for
implementation of person identification system using ECG.
The direct methods such as PRD (Percent Residue Difference)
and CCORR (Correlation Co-efficient) process the signal in
time domain. Whereas the transformational methods such as
DCT(Discrete Cosine Transform) and wavelet transform
process the signal in the transformed domain. The two
methods used for identification of person by using ECG are:

»  PRD(Percent Residual Difference)
» CCORR(Correlation Co-efficient)

These methods are so called because they process the signal in
time domain itself.

The PRD is a common quantitative measure, which is used for
evaluation of difference between two signals. It is defined as

M (o) — x,(1))?

111 (x0() — X ()2

PRD, = x 100
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Where Xg is the unknown ECG complex and X, is the
enrolled ECG complex for subject n (n=1, 2, ----- N), N is the
number of person enrolled in data base.

In PRD the energy of difference between two signals, i.e.,
unknown ECG complex and enrolled ECG data is calculated
and normalized by the energy of the zero mean of unknown
ECG complex. For the PRD measures the person associated
with the enrolled data with the lowest PRD is selected as a
match.

The CCORR quantifies a linear least squares fitting between
two data sets and is computed as

Ti1(xo (D) — %) (xn (D) — %)

CCORR,, =
\/2511(960(0 —Xo)? Iili1(xn(i) - x_n)z

Where X is the unknown ECG signal and X, is the enrolled
ECG signal for subject n (n=1, 2 ...N; N is the number of

person enrolled in the data base and X and X, are the mean

values of Xp and X, respectively. For the CCORR measure,
the person associated with the enrolled data with the highest
CCORR value is selected as a match.

2.1 Transformational
To further verify the variability of the ECG signals, the
transformational methods are used, they are

» DFT (Discrete Fourier Transform)
» DCT (Discrete Cosine Transform)
»  Wavelet transforms.

These methods are so called because they process the signal in
the transformed domain or frequency domain.

2.2 Discrete Fourier Transform

A DFT decomposes a sequence of values into component of
different frequencies. Let Xo, Xj.....Xn1 be the complex
numbers.

The DFT is defined by the formula

N-1

X(K) = Z x(n)e_jZWnkn

n=0

DFT is efficiently computed by Fast Fourier Transform
(FFT), it is a efficient method of computing DFT with
reduced number of calculations. Here, the DFT coefficients
are computed for test ECG data and Euclidean distance is
measured between DFT coefficients of test data and DFT
coefficients of stored database data. For the DFT measure, the
person associated with the enrolled data with the lowest
Euclidean distance is selected as match.

2.3 Discrete Cosine Transform

A discrete cosine transform (DCT) express a sequence of
finitely many data points in terms of a sum of cosine functions
oscillating at different frequencies. DCT is important to
numerous applications in science and engineering, from lossy
compression of audio and images (where small high
frequency components can be discarded), to spectral methods
for the numerical solutions of partial differential equations.
The uses of cosine rather than sine function are much more
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efficient, whereas for differential equation, the cosines
function express a particular choice of boundary conditions.
The most common variant of discrete cosine transform is the
type-II DCT. This is often called simply “The DCT”, its
inverse, the type-Ill DCT, is correspondingly often called
simply “The inverse DCT” or “The IDCT”.

The type-1l N-point discrete cosine transform is
defined as

=
[N

nk(2n+1)

2X(n) cos ( )
2n 0<k<N-1

0

Xperk) =

n

2.4 Wavelet distance measure

Wavelet analysis allows the use of long time intervals where
we want more precise low frequency information and shorter
regions where we want high frequency information. One
major advantage afforded by wavelets is the ability to perform
local analysis i.e. to analyze the localized area of larger signal.
wavelet analysis is capable of revealing aspects of data that
other signal analysis techniques miss, aspects like trends,
breakdown points, discontinuities in higher derivatives, and
self-similarity. Furthermore because it affords a different view
of data than those presented by traditional techniques, wavelet
analysis can often compress or de noises a signal without
appreciable degradation. In[13] wavelet analysis, we often
speak of approximation and details. The approximations are
the high scale, low frequency components of the signal. The
details are the low scale, high frequency components. Detail

coefficients of the discrete wavelet transform P4 detail

coefficient (| from the Pth level of decomposition and
approximation coefficients 6 are computed for each signal
using these coefficients a distance is computed as

p 9 P.q (P
WD,STnzzzl(Vo +8) —(n +9)|
q=1

“~ max|(yl? + 6)|

The numerator is the absolute difference of the wavelet
coefficients from the unknown signal X, and the enrolled data
Xn. The contribution of this difference is based upon the
relative amplitude of the wavelet coefficient from the
unknown signal. For the WDIST measure, the person
associated with the enrolled data with the lowest WDIST is
selected as a match.

Three different techniques are wused to evaluate the

performance of ECG based person identification system using
above mentioned methods. These are named as

» Many-many
» Many-one
» One-one

In many-many, different ECG complexes of an individual is
compared with the data stored in the data base. Where all
ECG complexes of every individual are stored.

In the case of many-one, an average ECG complex of all
individual use stored in the data base and during testing.
Different ECG complexes of an individual are compared with
all averaged ECG data. In one-one, the averaged ECG
complex of an individual is compared with the average ECG
complexes of all individual stored in data base.
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3. EXPERIMENTAL RESULTS

The techniques which are discussed in previous sections are
used for analysis of PQRST complex of ECG signal. To see
which part of ECG signal complex has person specific
information, ECG complexes are further segmented and P-
wave, QRS complex and T-wave are extracted. Since
techniques which already used for PQRST complexes to get
performances are used for the segmented signals and the
performance is summarized in the below table.

Tablel, 2, 3, 4 and 5 show the ECG person identification
performances of, DFT, DCT and Wavelet measure methods.
Performance of different complexes of ECG, i.e., PQRST, P,
QRS and T-wave are shown in column. Each column is
further subdivided into two parts. i.e., CC and MC, where CC
refers to number of subjects correctly classified and MC refers
to number of subjects miss classified. Total 30subjects data
are tested. Number of subjects correctly identified or miss
classified are shown by CC and MC. Performance of many-
many, many-one and one-one techniques are shown in rows.
From above results of various methods and techniques, we
can easily see that, P-wave and QRS-wave generally have
more information about the person than T-wave.

The QRS complex has highest information about the person
and the T-wave has least person related information, as T-
wave has low frequency, it is believe that with heart rate
variability the shape of T-wave changes which results poor
performance.

Table 1. Performance table of DFT
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Table 5. Performance table of Wavelet coefficients
(approximate+details)

Approximate and Many- Many-one | One -one
details coefficients many
CC | MC | CC | MC |CC| MC
1-31.125Hz 24 06 | 22 | 08 | 23 | 07
(A5)
31.125-62,25Hz 25 05 | 24 | 06 | 24 | 06
(A5+D5)
62.25-125Hz 24 06 | 24 | 06 | 24 | 06
(A5+D5+D4)
125-250Hz 24 06 | 24 | 06 | 24 | 06
(A5+D5+D4+D3)
250-500Hz 24 06 | 24 | 06 | 24 | 06
(A5+D5+D4+D3+D2)
500-1000Hz(D1) 24 06 | 24 | 06 | 24 | 06
(A5+D5+D4+D3+D2)

Wave PQRST P QRS T
CC|MC|CC|MC|CC|MC]|CC]| MC
Many-many | 22 08 19 11 22 08 16 14
Many-one 21 09 19 11 19 11 17 13
One —one 21 09 19 11 20 10 16 14
Table 2. Performance table of DCT
Wave PQRST P QRS T
CC|MC|CC|MC|CC|MC]|CC]| MC
Many-many | 24 06 22 08 24 06 13 17
Many-one 22 08 22 08 20 10 12 18
One —one 23 07 22 08 21 09 11 19
Table 3. Performance table of Wavelet Measure
Wave PQRST P QRS T
CC|MC|CC|MC|CC|MC]|CC]| MC
Many-many | 24 06 21 09 23 07 15 15
Many-one 24 06 20 10 23 07 14 16
One —one 24 06 22 08 22 08 13 17

Table 4. Performance table of Wavelet coefficients

Approximate and Many-many | Many-one | One —one

details coefficients cc Mc |l cc | mc | cc | Mc
1-31.125Hz(A5) 24 06 22 08 23 07
31.125-62,25Hz(D5) 25 05 | 25 | 05 | 25 05
62.25-125Hz(D4) 20 10 | 25 | 05 | 25 05
125-250Hz(D3) 16 14 27 03 25 05
250-500Hz(D2) 15 15 24 06 25 05
500-1000Hz(D1) 10 20 | 15 | 15 | 12 | 18

The better performance of QRS-wave is expected because of
its highest frequency component which does not vary with
heart rate variability.

Among the three techniques, many-many has higher
performance than many-one and one-one. It has been seen the
probability of false recognition in many-many technique is
lower than many-one and one-one techniques.

In other word, system makes a hasty decision in many-one
and one-one, where as in many-many. If same decision is not
in favor of few complexes still the system has a chance to
identify the legitimate person.

To see the person related information in each level in wavelet
domain, approximate and detail coefficients are calculated and
performances are evaluated. Table 4 shows the performances
using approximate and details coefficients of each level. The
Performances using Techniques, i.e. many-many, many-one,
one-one, are shown in columns. As frequency of ECG lies in
the range of 3-50 Hz, it was expected that only approximate
and detail 1 will give better performances and rest will give
poor performances, which can be observed in many-many
techniques for approximate and details coefficients. But, some
aberrant results also observed. For example, in many-one
technique the CC values does not decrease and, in one-one,
CC and MC are remain constant. To see how much
information each detail coefficient level adds to the
performance, a new measure is implanted where every time
next detail level is added with the approximated coefficients
and performances are evaluated. Table 5 shows the
performances. As shown in First column Al (Approximate
coefficients) is added with detail coefficients in each level and
corresponding results are shown in the columns. Which shows
that in all the three techniques only approximate and detail
coefficients of the first level has most information about the
person and others have least, as the result the performances
does not change when higher level coefficients are
considered.
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4, CONCLUSION

In this paper research work, the feasibility of ECG person
identification using transform domain technique has been
demonstrated by empirical results. A new classification
methodology was introduced using a distance measurement
based on wavelet coefficients for the data of different
segmented ECG complexes; this wavelet distance measure
outperformed the CCORR, PRD and other transformable
approaches. This results shows that the ECG data provide the
same level of uniqueness and stability as conventional
biometrics. Hence the ECG can provide excellent source of
supplementary data in a multimodal biometric system. And
also this study showed that the ECG is not only used in health
related applications and verify the identity of a patient prior to
drug admiration to avoid medical care errors.
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