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ABSTRACT 
In recent days, technology has reached new heights. In the 

same way malicious programs has also touched the level of 

sky and the above. Secret information are nowadays stored 

and managed through high secure sites. However, critical 

problems like hacking happens due to DDOS(Distributed 

Denial of Service Attacks) resulting in crashing of website for 

certain period of time and hacking of sensitive information 

thereby affecting the services issued. Such problems can be 

sorted by the scope of MASTDP (Multiple Authenticated 

Scoring Technique for denial and prevention of DDOS 

attacks). In this technique, internet protocol address and 

physical address of the users are entered and stored in the 

history and scores will be allotted for each and every entry. 

Similarly, horizontal and vertical communication scoring are 

given for every entry based on the vulnerability of the user 

(using scores). At-last, by association rule, users with peak 

scores are denied entry from the network or site. 
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1. INTRODUCTION 
DDOS attacks are the most hazardous which spoils the 

webpage services and cracks the information from them. 

These type of attacks are specifically divided into UDP flood, 

ICMP (PING) flood, SYN flood, Ping of death, slowlouis, 

NTP amplication, HTTP flood etc., DDOS attacks can be of 

shorter duration but the attack volume may of very large 

packet per second. These attacks are usually politically or 

criminally motivated having capacity to target various 

application websites, mail servers and VoIPs. To overcome 

DDOS attacks, we are using a new approach – MASTDP of 

DDOS attacks. This approach is an effective approach where 

users are given a scoring and placed in a VH network. The 

users itself become as intrusion prevention system. VH based 

communication takes place based upon the rules and scores 

are allotted, and if the scores exceeds a threshold limit, access 

is denied for the user. 

2. ALGORITHM FOR MASTDP OF 

DDOS ATTACKS  
Initially, process has started and IP and physical address are 

noted.[22] Score is denoted by the term (i) Entry of users are 

denoted by (A) If A is greater than number of times entered 

(n), then access is denied. Else, it is going to VH based 

network[17]. Where VH based network arrange the users 

based on their previously allotted scores. After arranging in 

VH based networks each and every user acts as IPS (Intrusion 

Prevention System). So communication takes place whenever 

any vulnerable activity is detected. If threat is high, then 

vertical communication will take place and a high score is 

added to score lead 2. If threat is low, then horizontal 

communication will take place and a small score is added to 

score lead 2.[7] 

 

 

 

 

 

 

 

 

 

 

 

3. MASTDP OF DDOS ARCHITECTURE 
The users who are accessing the URL, are noted by the entry 

checker and a score is allotted by score lead 1. At the end of 

this process, user having obtained scores equal to or greater 

than 1.0 is denied further access[12]. Upon gaining access, the 

IP and physical address are tracked by IP tracker tool[6]. The 

physical address verifier scrutinizes the physical address and 

updates the score further. Then VH based network is formed 

by means of checking the scores given by score lead 1[16]. 

Now, by following the rules, scores are given by score lead 2. 

After obtaining scores from both the them, association rule is 

used to obtain an effective final score.[9] If the resultant score 

is higher than the threshold, access is denied. If not the scores 

updated in the score list database[18].(Depicted in Fig. 1). 

 

 

 

 

 

Algorithm:- 

1. Start the process 

2. Track and score (i) the ip address and physical 

address for each entry of the users (A). 

3. If A > n (n= number of times the users entered), 

access is denied 

4. Else go to VH based network 

5. If H path is noted, i is minimum else i is maximum 

6. Compare A(i) with VH(i) 

 S = σ A(i)*VH(i) 

n 

7. If S is maximum, access is denied 

8. Else i is recorded. 
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Figure 1 Mastdp of DDOS Architecture 

 

4.  MODULES DESCRIPTION 

4.1 Entry checker 
It checks the entry of the users. It scores the IP address and 

physical address by using IP tracker tool. Updates database 

consistently. 

4.2 Score lead 1 
Score are allotted based upon their entries. Scores starts from 0 

to 1. It increases 0.2 for each entry.[14] When it reaches 1.2, 

then automatically access is denied for the user. If the score is 

between 0 and 1, it is sent to VH arranger. (Depicted in Fig. 2) 

4.3 VH arranger 
Based upon the scores given by score lead 1, VH network is 

formed[11]. If score is high, it is placed in H based networks. If 

score is low, it is placed in V based networks.[1][2] 

 

4.4 Score lead 2 
Depending on the following rules, scores are allotted by score 

lead 2. 

Whenever information measure is high and rate is high then the 

score allotted is four. Whenever information measure is low 

and rate is high then score allotted is three.[20] Whenever 

information measure is high and rate is low then score allotted 

is two.[10] Whenever information measure is low and rate is 

low then there is no threat and the score allotted is one. 

(Depicted as table in Table 1 and as graph in Fig. 4)[4] 
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Table 1 Rule for Score lead 2 

Case Information 

measure 

Rate Score 

1 High High 4 

2 Low High 3 

3 High Low 2 

4 Low Low 1 

4.5 Association rule minder 
After obtaining the scores from score lead 1 and score lead 2, 

association rule derives the effective scores are obtained. 

Consider A(i) as entry scores and VH(i) as VH network 

scores.[8][19] 

               Then, 

         S = σ A(i) * VH(i)  

                       n 

                                               where, n is number of users 

Scores are updated finally in the score list. 

4.6 Hustle Vincible 
Based on the score of association rule minder, access is denied 

if the score is high[21] and the score is updated if the score is 

low. (Depicted in Fig 5)[5][13] 

 

Figure 2 Results of Score lead 1 

 

Figure 3 Results of  VH Communication 

 

Figure 4 Association rule minder 

5.  CONCLUSION 
MASTDP of DDOS attacks is the best and effective 

technology and approach to overcome highly dangerous DDOS 

attacks. Scores are allotted to users at various stages via entry 

score and VH based communication scores. These scores are 

combined by association rule to give accurate results. Fig. 1 

depicts the scores allotted by the entry of users. Fig. 3 shows 

the VH based communication. In this scores are allotted based 

on the critical and minor communications respectively. Fig. 5 

is the association rule where both the scores attained in Fig. 1 

and Fig. 3 are combined and an accurate score is assigned is for 

each user. Thus the overall technique offers multiple 

authentication of each and every user thereby making 

MASTDP of DDOS attacks a very effective tool to avoid 

hazardous DDOS attacks and provides safer platform against 

vulnerably affected web portals. The future enhancement of 

MASTDP of DDOS attacks can be done using better scoring 

technique than used in this technology.  
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