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ABSTRACT 

In 1976, Diffie and Hellman in their path breaking paper [5] 

proposed a two party key agreement protocol based on finite 

field. Diffie – Hellman Key Exchange Protocol [DH protocol] 

has unique importance in two party wireless communication 

scenarios. After this protocol several protocols have been 

proposed which were based on DH protocol but the Man in 

the middle attack raises a serious security concern on this 

protocol. Researchers have been working to overcome this 

security concern to design a new protocol. This paper 

proposes an authenticated key agreement protocol which is 

secure against Man in the middle attack. The authors also 

prove security issues of this protocol.  
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1. INTRODUCTION 
In modern communication scenario the security between two 

parties is vital. Here it is important to mention that, in a 

specific communication situation, the sender Alice and 

receiver Bob want to share the key using symmetric 

cryptography in the presence of an insecure channel. Insecure 

channel means presence of an adversary or hacker or intruder 

Eve [11].  

 

Figure 1: Showing the presence of intruder in MITM 

Let us discuss the potential strength of an intruder in a 

communication environment. In many communication 

scenarios, for example in the financial transactions or in the 

financial industry, if the intruder can obtain sender’s financial 

details such as bank statement, it will know that sender can 

have a large amount of money. This could imply that the 

potential reward of having access to sender’s record exceeds 

the cost of launching many attacks on different protocol runs. 

The intruder is therefore highly motivated to attack the 

authentication stage of online transactions carried out between 

sender and bank [12]. 

In addition of the above mentioned situation, sometimes, the 

intruder attack is very dangerous say at the National or 

International security level. It’s known that authentication, 

confidentiality, integrity and non-repudiation are the major 

cryptographic goals. In a military environment, a successful 

intruder attack is extremely dangerous. If non- repudiation 

fails, the presence of intruder can deny or change war timings, 

information related to number of soldiers which is a hazard 

for national security [14]. 

The adversary is capable enough to monitor the entire 

communication, thus depriving the integrity of a wireless 

communication. Diffie-Hellman in the path breaking paper [5] 

suggested some points to overcome this serious problem.  

The rest of this paper organizes as follows. In section 2 we 

will discuss Diffie – Hellman Key agreement protocol and we 

discuss how the man in the middle attach deprives the 

integrity of communication. In section 3, we discuss the 

framework of an authenticated key agreement protocol and at 

last in section 4 we propose our authenticated key agreement 

protocol followed by its security consideration. The authors 

summarize this paper by conclusion and future scope.  

2. RELATED WORK 

2.1 Diffie – Hellman Key Agreement 

Protocol (DH Protocol):  
The authors need to focus on hard problems which are the 

backbone of security of these DH-type protocols. Let g denote 

a generator of a group   
 

, where p is large prime which is 

good enough for security. Let a and b be randomly chosen 

elements in this group.  With this frame one has to define 

some hard problems in   
 

. 

Problem 1: [(The Computational DH Problem (CDHP)]: 

Given an generator g and the values of   
and   

 in    
 

, 

compute the value of    
 . For appropriate parameters, it is 

computational intractable to solve CDH problem.  

Problem 2: [The Discrete Logarithm Problem (DLP)]: Given 

an generator g and the value of   
in   

 
, compute the value 

of a. 

The CDH problem is the foundation stone of DH - type 

protocol. The CDHP is breakable if one knows the how to 

crack DLP.  We know that the most efficient means known to 

solve the CDHP is to solve the DLP and there is a strong 
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heuristic argument showing that DLP and CDHP are very 

likely to be equivalent [9, 13].   

Now there is a discussion on basic DH protocol [5]. The 

sender Alice and receiver Bob has to agree on p which is a 

large prime and a non zero integer           . Here the 

sender and receiver uses p and g publicly. It is assumed well 

that the communicating parties select g in such a way so that 

its order in   
 

 is a large prime. Moving one step further, in 

order to maintain the integrity of wireless communication, 

even in the presence of adversary Eve, the sender selects a 

random integer, say ‘a’ and kept it private. Similarly, on the 

other side, the receiver select a random integer say ‘b’ and 

does the same. The sender Alice and receiver Bob by using 

this privately chosen integer compute    
        and            respectively. After the 

computation is over, they wish to exchange these calculated 

values. Since the communication channel is insecure, the 

adversary or hacker Eve can observe these computed values 

not random integers a and b. In continuation of this, now 

Alice and Bob both computes                and 

               respectively. Now they both have 

a common secret key                    

and in the insecure channel the adversary has limited 

ingredients to work on and the exchanged keys   ( or secret 

keys) remains safe which in turn enhancing the integrity and 

trust of wireless communication. After the invention of the 

DH protocol, most of the public key exchange protocols 

appear to be DH -type protocols [8]. 

Now as the aspect of Diffie-Hellman’s work, one can say that 

calculating the value of          from known exchanged 

values of         and         is the ultimate key 

exchange problem. These key exchange problems are very 

efficient in authenticated key exchange protocols that take the 

special constraints of wireless networks and mobile devices, 

such as limitations in bandwidth, computational power, 

memory space, usage of battery etc [6]. 

2.2 Man in the Middle Attack:  It’s time to 

discuss the man in the middle attack often abbreviated to 

MITM. It is an attack where the attacker or intruder or hacker, 

say Eve secretary relays and possibly alters the ongoing 

wireless communication between sender Alice and receiver  

Bob who believe they are directly communicating with each 

other. MITM can be a type of cyber attack when a malicious 

actor inserts itself into a conversation between sender and 

receiver, impersonates both parties and gains access to 

information that are two communicating parties are exactly 

trying to send to each other. SSL/TLS is overcoming this 

problem but recent research work [4] shows that attacks are 

possible even in SSL/TLS security [15, 16]. So there is a strict 

essence of developing a key exchange mechanism which has 

intense power of resisting MITM as an inbuilt feature because 

of the mathematics involved. It works as follows: 

 Alice sends    to Bob. 

 Eve can intercept    and pick random ‘c’ and 

generate   
 and send it to Bob. 

 Bob will think that it is coming from Alice and 

Bob’s reply   
is for Alice but it goes to Eve. 

 Again in the similar fashion, the Eve 

intercepts  
, keep it with itself and send 

   to Alice. 

 By this mechanism, intruder hacked the 

ongoing communication and made 

    between sender and himself. Similarly, 

intruder calculates    
 between it and 

receiver and hacked the ongoing 

communication. 

Now intruder is in commanding position and can destroy 

cryptographic goals. 

3. AUTHENTICATED KEY 

AGREEMENT PROTOCOL (AKAP) 
In a key agreement protocol two or more distributed entities 

need to share some key in secret, called session key. This 

secret key can then be used to create a confidential 

communication environment amongst the entities[1,2,3]. 

Since the path breaking work of Diffie-Hellman[5] in 1976, 

several key agreement protocols have been proposed over the 

years [7,9,10,17]. A number of desirable attributes of such 

key agreement protocols have been identified.  In today’s 

modern world, most of the protocols are analyzed with such 

attributes. These are listed as under: 

* Known-key security. Each run of a key agreement protocol 

between two entities A and B should produce a unique secret 

key which is independent of previous session keys, if any. 

Thus a protocol should still achieve its goal even if an 

adversary has learned some other session keys. 

* Perfect forward secrecy. If long-term private keys of one 

or more entities are compromised, the secrecy of previous 

session keys established by honest entities should not be 

affected. 

* Key-compromise impersonation. Suppose A’s long-term 

private key is disclosed to an adversary he/she can 

impersonate A, since it is precisely this value that identifies A. 

This attribute requires that this loss should not enable such an 

adversary to impersonate other entities to A. 

* Unknown key-share. It should not be possible to coerce A 

to share a key with entity B without A’s knowledge, i.e., when 

A believes the key is shared with some entity C  B, and B 

correctly believes the key is shared with A. 

Key control. Neither entity should be able to force the session 

key to a preselected value. 

4. THE PROPOSED SCHEME 

4.1 Initial Setup: Two parties say A(lice) and B(ob)  

first agree on a large prime number p and an element g 

          which is a generator of the 

multiplicative group   
 

. These values are publicly known 

everyone present in communication scenario including E (ve).  

 A randomly chooses her long term secret key a 

          and computes her long term 

public key 
a

A gX 
.
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 B randomly chooses his long term secret key b 

          and computes her long term 

public key 
b

b gX 
.
 

 Thus,  AXa, , and  BXb,   are secret and 

public value pairs of A and B respectively. 

Key Agreement: Here the authors describe the AKAP 

following the above notions. The protocol works in the 

following steps:  

 A  randomly chooses an integer c,  computes 

 aBA XK  and  cAA KY  . 

  sends  AYh  to B. 

 Upon receiving
AY , B  randomly chooses an integer 

, computes  bAB XK  and 

 d

BB KY  . 

 B  sends  to A. 

 B also computes the shared key,

 dAB YKEY  . 

 Upon receiving 
BY , A also computes 

 cBA YKEY  . 

4.2. Security Consideration: Here the authors have 

shown that the protocol meets the following desirable 

attributes under the assumption that the DL problem is hard. 

 Known-Key Security: If A and B execute the regular 

protocol run, they clearly share their unique session 

key K, because  

      cd

B

cd

B

c

BA KKYKEY 

  cdb

AX  bcd

AX  bcdag  abcd
g

 acdbg  acd

BX   cda

BX  cd

AK

  dc

AK  d

AY
BKEY   

 (Perfect) Forward Secrecy: During the computation 

of the session key K for each entity, the random 

integers dc,    still act on it. An adversary who 

captured their private keys a  orb  should extract Ka 

or Kb from the information Ya and Yb to know the 

previous or next session keys between them. 

However, this is the hard discrete logarithm 

problem . Hence, under the assumption that the DLP 

in   
 

 is computationally infeasible, AKAP meets 

the forward secrecy requirement. 

 Key-Compromise Impersonation: Suppose A’s long-

term private key, a, is disclosed. Now an adversary 

who knows this value can clearly impersonate A. Is 

it possible for the adversary impersonates B to A 

without knowing the B’s long-term private key, b? 

For the success of the impersonation, the adversary 

must know A’s ephemeral key c at least. So, also in 

this case, the adversary should extract c from A’s 

ephemeral public value  cAA KY   cabg . 

This also contradicts that DLP is hard in   
 

. 

 Unknown Key-share: It is important examine the 

unknown key-share attack that allows an adversary 

E to make one party believe K to be shared with E 

while it is in fact shared with a different party. A 

common scenario is that E has 
AX  certified 

without knowing the private key c of A, and uses it 

to talk with B as E while she poses as B to A 

simultaneously. Our protocol is secure against this 

attack because for E, we have h(YA)  in computing 

each K 

 Key Control: As the same argument in the above, 

the key-control is clearly impossible for the third 

party. The only possibility of key-control attack may 

be brought out by the participant of the protocol, B. 

But for the entity B, to make the party, A generate 

the session key KEYB which is pre-selected value by 

B, for example B should solve the following 

 d

AY . But this again falls into the DLP.  

5. CONCLUSION AND FUTURE SCOPE 
On the basis of above discussion the authors can conclude that 

MITM is always hazardous for secure wireless 

communication. This protocol is strong enough to resist 

MITM which is a very unique feature. The authors kept their 

discussion limited to two parties communicating over a 

channel which is said to be insecure because of the presence 

of an intruder but the concept proposed can be utilized for 

group key agreement protocols also. Since the protocol is 

MITM resist, it can be implemented in various two party 

transaction schemes or group communication like military ad-

hoc networks or in mobile communication protocols. 
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