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ABSTRACT

RC4 encryption algorithm 2! was examined based on the text
to be encrypted and the chosen key. It is a symmetric key
algorithm and uses stream cipher i.e. data is being encrypted bit
by bit. The same algorithm is used for both encryption and
decryption. The data stream is XORed with the generated key
sequence and the key stream is completely independent of the
plaintext used. The weakness of the algorithm has been found out
and is being rectified. We proposed a modification in RC4
algorithm that would result in saving the memory space and also
augment the performance by reducing the time. The proposed
algorithm explains that we can have the key as an image so that
we can compress it and store. Hence the algorithm yields better
results in hardware also.

Keywords: RC4 (Rivest Cipher 4) algorithm, Symmetric
Key, Assymetric Key etc.,

1. INTRODUCTION

During the transmission of data, it is necessary to protect the
information against unauthorized access or modification such as
deletion or addition of some part into the information. Hence
security plays a major role in transmitting the data. Hence in order
to make the data to be more secured, we encrypt the data in the
sender side and decrypt in the receiver side. Cryptography is a
tool which is used to keep our information confidential and to
ensure its integrity and authenticity.

Encryption®!238] js the process of converting plain text into
cipher text (to prevent unauthorized access).Decryption®®121¢ js
the reverse process of it. Both the sender and the receiver must
know this key in order to encrypt and decrypt the data
respectively.

Cryptographic algorithms can be divided into:

i)  Private key/ Symmetric key algorithms
ii)  Public key /Asymmetric key algorithms

Symmetric key algorithms®*? have the property that same keys
are used for encryption and decryption. It is also called as private
key encryption.

Asymmetric key algorithms™®*? have the property of using
different keys and hence the decryption key cannot be derived
from the encryption key. It is also called as public key encryption.
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2. AN EXAMPLE FOR ENCRYPTION
Consider the original text as “WELCOME”. If we are using
substitution encryption™, then let us assign a numerical
equivalent numerical equivalent to each letter.

A B C D E F G H |

0 1 2 3 4 5 6 7 8

S T 9] \Y W X Y Z

18 19 20 21 22 | 23 24 25

Hence, the “WELCOME” is transmitted as “22 4 112 14 12 4” to
be transmitted across the network.
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Consider we are transforming the alphabet to that particular
alphabet + 3. Then we would transmit “ZHOFRPH”.

This is just an example for encryption in order to know how it
works.

3. METHODS OF PRODUCING CIPHER
TEXT
There are basically two methods of producing cipher text. They
are:

1.Stream cipher

2.Block cipher

Stream cipher™ is the method where each bit of data is
sequentially encrypted using one bit of the key. To have this
stream cipher more difficult to crack, one could use a key which
varies in length. This masks the patterns which can be
understandable, that makes more hard to crack. Stream ciphers
keep some sort of memory, or state, as it processes the plaintext
and uses this state as an input to the cipher algorithm.

Block ciphers®®¥ are designed to encrypt the data in chunks of
specific size. This specification will identify how much data
should be encrypted on each pass (called a block)and also the size
of the key to be applied to each block. The encryption function is
the same for every block. A block cipher can be represented by a
bijective function f which accepts as input a block of plaintext of a
fixed size, and a key, and outputs a block of ciphertext.

f(p,k)=c

4, THE RC4 ALGORTIHM

RC4 is a stream cipher designed in 1987 by Ron Rivest for RSA
security and hence it is called Rivest Cipher algorithm, 227 1t is
a variable stream size key cipher with byte oriented operations.
The algorithm is based on the use of a random permutation!**.

There are two steps in RC4 algorithm.
1.Key Scheduling Algorithm (KSA)™ and
2.Pseudo Random Generation Algorithm (PRGA)

KSA which turns a random key (whose typical size is 40-256 bits)
into an initial permutation S of {0,....,N-1}. Here S is initialized
to be the identity permutation. This initializes indices | and j as
zero and PRGA operation is applied.

This can be given as:
for i=0to N-1
S[il=i
j=0
for i=0to N-1
j+=S[i]+K[l mod length]
swap(S[i],S[i])
PRGA uses the permutation obtained from KSA to generate a
pseudo-random output sequence. Here two indices i and j are

initialized to zero. Then | is incremented as counter, j is
incremented pseudo randomly ,swap two values of S and output S.

This can be given as:
i=0
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j=0

i=i+1

j=i+sli
swap(S[i].S[])
output z=S[S[i]+S[j])
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4.1 Weaknesses of RC4

A large number of weak keys™*® are used. These weak keys
have a small part of the secret key which determines a large
number of bits of the initial permutation (KSA output). In
addition, because of these weak keys initial outputs are
disproportionally affected by a small number of key bits.

The attacker™ can deduce the entire key even if part of the key
presented to KSAP is exposed to the attacker. As the same secret
key is used with different exposed values, the attacker is at ease of
re-deriving the secret key by analyzing initial work.

RC4 is particularly slow in hardware.

5. PROPOSED ALGORITHM

In our algorithm, we propose that instead of using an array of key,
we can use an image as the key. In case of software the image
location is supplied and operations performed on the location
value yield different images for encryption. For hardware we may
use different images generated by the program graphics.

Features of the proposed algorithm include:
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As the data is being hidden behind images, the chances of an
attacker working out the original data from the image are less. The
attacker would face difficulties in figuring out which image hide
the data among the millions of images being sent. Compression
techniques™® can be used to transmit the encrypted images easily
over the network.

The use of images already stored in the memory will result in
better memory management as no additional space is being
occupied for the encryption key and the images used are being
dynamically used.

Making use of dynamic memory allocation results in faster
compilation and the program generates the output in less timed
compared to the original algorithm.

Randomization performed here is more efficient compared to the
original algorithm as instead of a single key we are making use of
dynamic images.

5.1 Flowchart
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5.2 Algorithm

inti;

for i =0 to 255:

S[i]=1i; /lwhere S is State Table

meslen=(Int32)messageStream.Length;

String im=meslen. ToString(“x”");

im=UnTrimColorString(Im,6);

int r=Int16.Parse(im.Substring(0,2),NumberStyles.HexNumber);
int g=Int16.Parse(im.Substring(2,2), NumberStyles.HexNumber);
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int b=Int16.Parse(im.Substring(4,2),NumberStyles.HexNumber);
pixelColor=Color.FromArgh(r,g,b);

Image as a key

Perform randomization

Again randomize the first array filled with 0 to 255

Output data XOR im

6. COMPARISON CHART OF RC4 AND
PROPOSED ALGORITHM

Table 1. Comparison for RC4 and Proposed algorithm

Parameters
SNo- | considered RC4 Proposed
1 | Execution Time More Comparatively
less
M
2 emory _space More Lo
occupied
Execution speed
3 i P Fast Very fast
in software
E -
4 x_ecutlon speed Not fast -
in hardware

7. CONCLUSION

Thus the proposed algorithm was found to be comparatively faster
and more efficient than the RC4 algorithm for data encryption.
Use of image for encryption ensures lesser chances of
cryptanalysis and hence better security can be provided to the
data. In case of hardware using programs to get graphic images
for encryption requires no additional memory for the images and
thus efficient use of available storage space. As there are several
image compression techniques available in both lossless and lossy
image compression, we could use that compression technique for
better memory usage. This results in efficient memory usage.
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