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ABSTRACT

In current decade, digital images are in use in a wide range of
applications and for multiple purposes. They also play an
important role in the storage and transfer of visual
information, especially the secret ones. With this widespread
usage of digital images, in addition to the increasing number
of tools and software of digital images editing, it has become
easy to manipulate and change the actual information of the
image. In this detection technique used texture feature of
image. For the texture extraction of image used wavelet
transform function, these function is most promising texture
analysis feature. For the selection of feature generation of
pattern used clustering technique. Clustering technique is
unsupervised learning technique process by iteration. The
proposed methods are evaluated on a humber of original and
forged images. According to our experimental results the
proposed methods are quite attractive. The forgery is done
with just copy-move, copy-move with rotation, with scaling,
and reflection. In this process, an image database that consists
of original and forged images is also developed. The proposed
method achieves 100% accuracy in just copy-move forgery
(without any change in the size or characteristics of the object)
forgery without post-processing and 98.43%, 86.58%, and
95.12% accuracies in copy-move forgery with rotation,
scaling, and reflection, respectively.
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1. INTRODUCTION

Image forgery detection is a new area of research in digital
image forgery detection technique. In image forgery detection
technique various algorithms are used such as statically
method, transform based method and feature selection based
method. Now a day’s used texture feature based image forgery
detection[1,2]. The major issue in texture based image forgery
detection is measure the correlation of coefficient similarity.
But, in today's digital age, it has become easy to change the
information represented by an image without any visible
traces. But the truth is that with the simplicity of digital image
manipulation provided by the development in computer
technology, we have to be aware about what we are seeing.
Computer hardware and software (such as Adobe Photoshop,
GNU Image Manipulation Program "GIMP") today offer the
ability of digital image manipulation [4,5,6]. The purpose of
forgery and manipulation of digital images in many cases is to
intentionally affect the awareness of the recipient. In other
words, it means that the credibility of digital images is
questioned and their content integrity can no longer be fully
trusted[7]. We believe that, recovering the community
confidence toward digital image contents is very important.
Texture based image forgery detection have some limitation
related the process of feature selection and region selection of
coefficient block[8]. The major problem is measure the
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similarity of forgery and original image. Optimal feature
selection for the purpose of detection Noise value of image
equal to higher intensity value of actual image Region of
forged image are not precise. The detection of forgery in color
image is very difficult due to high intensity of pixel value.
Here we used clustering technique by graph prototype
collection of data for the process of clustering[9]. For the
generation of cluster for the process of detection feature
extraction process are required. For the extraction of feature
used wavelet transform function. Wavelet transform function
well knows feature extraction technique. The wavelet
transform gives the texture feature of forged image. After the
generation of feature used clustering technique for the
generation of cluster for the formation of matching
block[10,11,12]. Section-1I gives the information of feature
selection. In section Il discuss the proposed method. In
section 1V discuss the discuss experimental analysis. Finally,
in section V conclusion and future scope.

2. FEATURE SELECTION

In the feature selection method the features are either picked
manually from the texture feature matrix or by using a specific
feature selection tool. The most suitable features are selected
by handpicking from the feature spectrum based on the prior
knowledge about the environment that the image forgery is
used. For example
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Figure 1: feature selection process in feature variable.

3. PROPOSED METHOD

In this section discuss the proposed algorithm for image
forgery detection based on clustering technique. In the process
of image forgery k-means clustering technique is applied. The
k-means clustering technique is very efficient for the creation
of block pattern[16]. After the creation of block pattern used
block matching process. For the purpose of clustering used
texture feature data for forged and original image. Here
discuss some algorithm steps for the process of cluster
generation and matching process.

1:  Forimage = (X,C) «empty

2. C_list «— K-means (Ci_list, Kayep)

3:  Input C_list X, the clustering number pn , texture
scale XN , probability Forimage P stop conditions
cS;

4: Code the data in real number and initialize texture
matrix S(i),i = 0 at random;
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5:  Evaluate the all individual in the current instant
D(s);

6: CR clustering requires number of cluster center,
which way thrashing of data of waiting cluster.
Hence the fitness function of algorithm is
determined by f(x).

n-1 )
SI
N _ 2 |
7. G(s)= 5 = Umpire  the
S .
(s) Zaisl
i=0
termination conditions. If the termination situation
are satisfied, then turn to step 9, if not, turn to step
10;

8: Crack to find and compute the number clustering
centers.

9: find final block of forged image

10: Take the CR matching on population P (i) and
generate the next generation A (i +1). Then turn to
step

11: forh e A(i+1) do

12: h.nn < CR (A(i+1)- {h})

13: h.sc « Compute-SC (h, h.nn)

14: FORIMAGE—FORIMAGE U{h}

15: FORIMAGE«FORIMAGE U{h.nn}

16: if h.sc< th_, then

17: E—E U {(h,h.nn)}

18: End if

19: end for

20: count < Matrix for each pair of components (g1,92)
€ Gdo

21: |J,1<—mean-dist (91), W.,«<—mean-dist (g2)

L byt

22: if Zecentroid dist(zlel) > 1 then gl«Merge
(91, 92)

23: end for

24: N_type « empty

25: for & € Nlistdo

26: h«PseudopointOf(:¥)

27: estimate detection rate

28: FRR

29: end for

International Journal of Computer Applications (0975 — 8887)
Volume 141 — No.10, May 2016

FORGED IMAGE > CORIGINALIMAGE

DWT(2) DWT(2)
VL A 4
TEXTURE TEXTURE
IMAGE IMAGE
K-means K-means
LOCAL PATTERN LOCAL PATTERN
MATCHING
| BLOCK
NO
FORGED BLOCK
YES

ORIGINAL BLOCK

Figure 2 proposed model for image forged image

Step 1. Initially put the original image and forged image for
the processing of feature extraction

Step 2. After processing of image discrete wavelet transform
function are applied for the texture feature extraction

Step 3. After the texture feature extraction apply k-means
technique for local pattern generation

Step 4. The pattern matching block selects the all local pattern
of cluster algorithm of both original and forged image

Step 5. Measure the distance between original image and
forged image.

Step 6 If the value of d is 0 images are block is original else
image block area is forged

4. EXPERIMENTAL RESULT
ANALYSIS

To evaluate the performance of proposed method of image
forgery detection we have use MATLAB software 7.8.0 with a
variety of image dataset used for experimental task [17,18].
Firstly we get the values of Detection Rate and FRR through
Feature Technique LDBM and then Proposed Technique after
run the program code. Finally we get the better result of
Proposed Technique with compare to Feature Technique.
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Performance evaluation and result analysis

Tablel: Shows that the Detection Rate and FRR with
using LDBM and Proposed method for the same and
different number of images.

Image Method Detection FRR
name Rate In %
In %
LDBM 87.79 2.10
Couple
PROPOSE | 93.82 420
D
LDBM 88.12 1.93
Forest
PROPOSE | 94.12 .268
D
LDBM 86.24 3.18
Historic
al
PROPOSE | 92.67 1.48
D
LDBM 89.27 3.820
Water
Fall
PROPOSE | 95.48 .987
D

Comparative result graph for image foregery detection using
LDBM and Proposed method for Coupled Image
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Figure 3: Shows that comparative result of Image
“Coupled”, with using LDBM and Proposed method and
here our proposed method shows that the better result in
the form of higher Detection Rate and low FRR than the

existing method.
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Comparative result graph for image foregerv defection using
LDBM and Proposed method for Forest Image

100

90

80 -

70 -

60 | M Detection Rate

50 1 EFRR
40

30 -

20 -

10 4

LDBM PROPOSED

Figure 4: Shows that comparative result of Image
“Forest”, with using LDBM and Proposed method and
here our proposed method shows that the better result in
the form of higher Detection Rate and low FRR than the
existing method.

Comparative result graph for image foregerv detection using
LDBM and Proposed method for Historical Image
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Figure 5: Shows that comparative result of Image
“Historical”, with using LDBM and Proposed method and
here our proposed method shows that the better result in
the form of higher Detection Rate and low FRR than the
existing method.
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Comparative result graph for image foregery defection using
LDBM and Proposed method for Water Fall Image
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Figure 6: Shows that comparative result of Image “Water
Fall” with using DWT and Proposed method and here our
proposed method shows that the better result in the form
of higher PSNR and low FRR than the existing method.

5. CONCLUSION AND FUTURE WORK
In this dissertation proposed an image forgery detection
technique based on clustering technique. The proposed image
forgery used wavelet transform function for the extraction of
feature of original and forged image. The extracted feature
passes through clustering technique for the generation of local
pattern. The local pattern passes though matching block and
measure distance of two similar and dissimilar blocks. The
proposed image forged detection technique is very efficient in
compression of local pattern and transform function based
technique. The proposed methods are evaluated on a number
of original and forged images. According to our experimental
results the proposed methods are quite attractive. The forgery
is done with just copy-move, copy-move with rotation, with
scaling, and reflection. In this process, an image database that
consists of original and forged images is also developed. The
proposed method achieves 100% accuracy in just copy-move
forgery (without any change in the size or characteristics of
the object) forgery without post-processing and 97.43%,
66.58%, and 99.12% accuracies in copy-move forgery with
rotation, scaling, and reflection, respectively. Also to ensure
more efficiency, we have added some random noise on the
images, the detection accuracy achieved 98.23%. While the
proposed method performs well even with additive white
Gaussian noise post-processing.
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