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ABSTRACT 

Modern day internet communication has evolved due to 

advance application layers software. These application layer 

software use distinct protocols like TCP, HTTP and SMTP, 

etc. to carry out unicast, broadcast and non-broadcast 

(multicast) network protocols in order to meet customers‟ 

demand. Then there are peer to peer and non-peer to peer 

services. During recent times, peer to peer communication has 

grabbed a huge chunk of internet communication which 

engages a lot of network resources. Downloading and 

uploading with peer to peer connectivity has become a major 

problem for ISPs to handle. They simply choke networks and 

especially cross ISP links. In the wake of these problems, ISPs 

have enabled their systems with certain policies which are 

translated as limitations. Technologists and engineers have 

formulated applications that cooperate with ISPs to establish a 

harmony by not exceeding the limits. Yet there is a huge 

demand by ISPs to make software developers cognizant of 

network constraints during software development. Most of the 

techniques use a collaborative mechanism in which signaling 

between ISP and End system takes place for the purpose. 

However these techniques have their scenarios in which they 

work. This research makes use of multiple limitation 

techniques to bring down the inter-ISP traffic transpiring a 

reduction in cost. The ISP-Application resources are the same 

but a hybrid and dynamic system is attempted in this research 

to reduce traffic and cost along with helping peers with better 

experience.   
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1. INTRODUCTION 
Initially, most Internet services were asymmetric in nature, 

with low-capacity clients invoke services from high-capacity 

servers owned and operated by ISP. However, as the cost for 

access bandwidth and computation resources decreased, the 

Internet connected hosts became increasingly powerful.  As a 

consequence, new Internet services arose that shifted away 

from this model and moves towards a much more user-

centered model. First enterprises and then individuals started 

deploying their own servers, thus making the network edge 

more and more important for the service delivery. However, 

the limitations of client/server systems become obvious in 

large scale distributed environment. In such systems 

individual resources are concentrated on one or a small 

number of nodes and in order to provide access with 

acceptable response time, sophisticated load balancing and 

fault-tolerance algorithms have to be applied. Moreover the 

limitation on the network bandwidth adds the bottleneck 

problem.  

These problems have motivated researchers to come up with 

approaches to distribute processing loads and network 

bandwidth among all nodes participating in a distributed 

system. This continuing trend persists today in the shape of 

massively distributed; global-scale systems based on peer-to-

peer (P2P) systems. The techniques on which these systems 

are based have led to many innovations in distributed systems 

theory and practice, particularly in regards to overlay creation, 

content search, distribution, replication and quality adaptation.  

P2P systems are distributed Internet system in which peers 

cooperate with each other‟s to achieve a desired service. 

There are several concepts underlying P2P systems, like 

sharing resources, decentralization and self-organization.  

 Resource sharing implies that peers participate in 

the distribution and consumption of resources. 

Shared resources can be physical resource (disk 

space, processing power or network bandwidth) as 

well as logical resources such as services or 

different forms of knowledge.  

 Decentralization is an immediate consequence of 

sharing resources. P2P systems offer the possibility 

to distribute video content to an unlimited number 

of users and reducing the bandwidth bottleneck on 

the source. The use of centralized server 

architecture is not needed since the content 

distribution throughout the network is handled by 

each peer. It is particularly interesting in order to 

avoid single point of failures. 

  Peers have to self-organize themselves based on the 

available local information and interaction with 

other peers. The global behavior then emerges as 

the result of all the local behaviors results in a pure 

P2P system. 

P2P networking has emerged as a viable business and systems 

architecture for Internet-scale applications. Although its 

technological roots trace back through several decades of 

designing distributed information systems, but P2P provides 

an effective way to build applications that connect millions of 

users across the globe without reliance on specially deployed 

servers. Instead, by combining the resources of each user‟s 

computer, these systems automatically self-organize and adapt 

to changing peer populations while providing services for 

content sharing and delivery. 

P2P is one the major and popular application over the internet 

now days. People use P2P software for file downloading and 

for multimedia streaming. Due to popularity of P2P 

applications demand for high speed internet connection has 

also been increased. P2P software produces lot of traffic and 

thus occupies major portion of the internet backbone 

bandwidth. More utilization of internet bandwidth increases 

the revenue of ISPs, but on the other hand, high consumption 

of bandwidth due to P2P traffic has resulted in degraded 
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performance of other traditional and important internet 

applications like web traffic. 

Infrastructure cost for ISP has been increased due to high 

bandwidth demand, which resulted in installation of advanced 

hardware. Operational cost has also been increased due to 

addition of complexity like traffic shaping policies to 

overcome above mentioned P2P problems.  

P2P system uses its own overlay network, remains unaware of 

underlay network topology and traffic engineering policies. 

They select peers for downloading contents randomly instead 

of selecting peer which is nearest and has optimal route. This 

nature of P2P system causes huge amount of cross-ISP traffic 

flow which is another expense at ISP end. 

Due to above issues ISPs has started considering P2P as 

unimportant traffic, which has no major impact on revenue 

generation. To handle this issue, initially ISPs implemented 

traffic shaping policies when P2P ran on standard range of 

ports. But P2P systems started using nonstandard and random 

ports, which were difficult for ISPs to detect. So ISPs started 

using deep packet inspection by installing advanced hardware 

for detection and shaping of P2P traffic. Again P2P clients 

bypassed this barrier by encrypting their traffic. Another 

choice was to use the cache servers at ISP end so that cross 

ISP traffic can be reduced. By doing so ISP may become a 

part of distributing illegal and copy righted material. It also 

violates the law by transferring non transparent traffic 

between peers. Resetting P2P connections using firewall at 

ISP level has also legality issues.  So crux of this discussion is 

that we cannot rely exclusively on ISP to address P2P traffic 

engineering issues. 

P2P software are used for file and multimedia downloading. 

Kaza, lime wire, Emule are the examples of P2P software. 

Bittorent is the most popular P2P software due to its high 

performance. 

For uploading a file in bittorent, we need to create a torrent 

file, which is a small file and contains metadata of original 

file. This file is made available to other P2P users through 

bittorent, and the peer (node) sharing this complete file is 

known as seeder. Peers, who want to download a file, need to 

provide that torrent file to their bittorent application. Peer 

which downloads a file is known as leech node.  Group of 

Peers which are sharing same metadata contents are called 

swarm of hosts. Tracker servers assist in identification of 

peers for downloading a particular file. Tracker keeps list of 

all peers which contain that specific file. Initially node 

connects with random no. of peers, for downloading file, but 

during transfer of file if some peers are not providing enough 

download rates then those peer connections are dropped 

(choked) and new peers are selected from list. 

P2P creates its own overlay network, i.e.  It considers all the 

peers involved in file sharing as network nodes, and selects 

random peers instead of selecting nearest peer. For example 

Peer located in Pakistan may select another Peer located in 

USA for downloading file. However there may exist Peer 

sharing same file in Pakistan. This Inefficient behavior of P2P 

causes lot of Cross-ISP traffic, thus increasing burden on ISP 

in terms of financial and operational overheads. `P2P traffic 

share is almost 70% of internet bandwidth [22], which results 

in choking of other internet traffic. 

To alleviate this issue ISPs has already taken different 

measures in past like bandwidth limiting, shaping of traffic 

and caching of bittorent traffic. But all these single sided 

approaches were not proved to be effective. Some 

collaborative models were suggested by different people to 

handle these tasks effectively. 

2. LITERATURE REVIEW 
Through various researches, discussed below, it has been 

pointed out that ISP-P2P cooperation have three classes that 

can reduce inter AS traffic. They are ISP driven, Peer Driven 

(Application) and caching method [18]. Peer driven method 

influences on the neighbor peer selection [19] it uses latency 

metric to find out proximal peer. Another method was 

introduced that used AS topology which helped in inter traffic 

reduction [20]. The main aim therefore becomes to make P2P 

systems more ISP friendly. The overlay construction (path) is 

influenced with the help of application layer decisions on 

peers [21]. A typical method which uses caching (with the 

help of separate storage servers) of P2P contents [22] helps in 

reducing access to other ISPs every time. The paths are 

redirected and cache is enabled to act as image of the 

destination node. 

Other methods include optimization of network traffic by 

enabling application layer traffic optimization [23]. This 

methodology is known as ALTO. The peer application layer 

applies optimization procedure to avoid inter ISP traffic. This 

helps in achieving higher download speed. This work [24] 

was proposed initially in 2006 [25]. The application takes up a 

list of ISPs and prioritizes its own ISP. This method has 

another name as „biased neighbor selection‟. In our generic 

simulation we will see that a priority set will increase the 

biasedness of home ISP which will help in reducing the 

crossing incidents. 

Another method uses content distribution network [26]. CDN 

is made as reference in order to find out proximity of two 

peers. The contents are distributed within an ISP and the 

contents are accessed simultaneously. The topology 

information is sent and noted by Peer Application and the 

access to other peer is made by calculating the distribution 

network. Main issue with this type of system was the 

overburdening of CDN system. In an advancement made [27] 

ISP is entrusted with the task to provide nearby information to 

a peer. In this method nearby information is added with the 

network state information which is indeed of great value [28]. 

A cooperation mechanism between ISP and P2P systems is 

important but some P2P software does not cooperate due to 

privacy and dynamic port usage utility.  

One of the most popular solutions was the installation of 

Oracle Server [19] to help choosing peer node. The peer 

application software finds feasible peers. This phenomenon is 

just like the calculation of feasible successor and successor 

(Administrative Distance and Feasible Distance in EIGRP). 

The list of peers is provided to the ISP maintained Oracle 

(database) Server. Oracle Systems are empowered with 

sorting function which processes the database provided to it 

on its own. Oracle system is configured with local/ ISP 

strategy and policies. The list of peers which comes into its 

data base from a requesting-peer is sorted and sent back to the 

peer application. Following priority metrics can be used for 

the purpose of sorting 

a. Geographically 

b. Bandwidth calculations 

c. Load and delay 

d. ISP charging and policies etc. 
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Simulations have suggested that this method reduces 

bandwidth wastage along with reduction in Inter ISP traffic 

and increase in download performance. The Oracle data base 

actually aids for choosing peer. It also helps in reduction 

leeching which is detrimental for download performance.  

3. SUGGESTED SOLUTION 
Cross Network traffic reduction has been successfully attained 

in works by Sheng [30] and Vinay [19]. The performance has 

been correspondingly improved keeping in view parameters 

of data throughput and quality in previous chapters. Sheng 

proposed a model in which localized selection of peers was 

used and data transmission was restricted to neighbors/ 

proximity. Model which Vinay proposed for peer to peer 

corporate users in order to improve performance, proved to be 

successful. 

An autonomous system (ISP) has better information about the 

underlay network parameters. Main information includes 

Bandwidth, distance, policies, geographical location etc. ISP 

also has oracle based services for the purpose of ranking. P2P 

services in a network are provided with list of random peers 

and then a ranking is done. The issue of trust between P2Pand 

ISP is maintained with the help of ranking algorithm however 

P2P can be manipulated by ISP (favored). 

Smallest RTT first method proposed by Sheng used ranking 

mechanism proposed on the base of calculation of RTT. 

Nearest peer is selected on the base of two indicators k-r. 

Where, „k‟ is the total number of peers provided by the tracker 

and „r‟ is the random integer. This method does not require 

additional server like Oracle. The issue in this method was 

latency. Other issues are related to multiple AS problem in a 

single ISP that lowers the performance. Some other 

previously suggested solutions include P4P provider portal. 

The Oracle servicer is provided by ISP or third party. In this 

method ISP can trick by hiding true information. 

The model proposed a ranking method which keeps in view 

following parameters: 

a. RTT between peers 

b. Low latency RTT prioritization 

c. AS labeling of peers 

The solution suggests that an aggregate of the results of the 

two of the aforementioned solutions should be made 

(Information attained from ISP and P2P). The preference of 

intra ISP peers will be increased by multiplying it with a 

factor. Later P2P application generates independent ranked 

lists which will give above given information. ISP oracle 

provides independent ranking list. This gives best peer 

ranking based on bandwidth, delay and number of Hops. A 

scenario is given in the table 1. To summarize and objectify 

the above theory of ranking take example of peers from A to 

I. RTT result Measured by RTT, from Peer B, D stands for 

different ISP. For a same ISP, notation of S is being used. The 

peers contain IPs orderly 111.68.99.129, 182.177.23.92, 

182.177.28.95, 58.65.178.108, 203.99.62.13, 

119.154.104.111, 119.154.105.1, 202.147.161.241, 

137.138.144.169. The mentioned ISPs are CERN(AS 513), 

PTCL(AS 17557), HECPERN(AS 45773), TWA(AS 38193), 

LDN(AS 23966), Nayatel(AS 23674)  

 

Table 1: Ranking Method 
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Figure 1: Simulation Scenario 

For the above case best case ISP ranking list will be 

Table 2: Ranking (Rearrangement through Priority) 

 

Aggregate Results are (Adding the rank value of P2P and ISP 

and generate accumulated rank- Given Below). 

 

 

 

 

 

Table 3: Aggregating the results for ranking each peer 

 

Note that as proposed in case of same ISP peers Tagged S an 

increase is given for prioritization by multiplying final rank 

with 0.3 and decreasing of preference for peer communication 

by multiplying a factor of 0.7 (where label D is given). The 

final ranks will be: 
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Table 4: Final ranking 

Figure 2: Final Preference based ranking 

The above mentioned is best case scenario whereas, in case 

ISP modifies ranking the modification/ proposed solution has 

produced still better. The results are given below:

Table 5: Worst case results 
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Figure 3: Ranking in worst case scenario 

The proposed solution provides credible output and the 

aggregates the advantages of the above two given scenarios. 

The whole responsibility is not thrown at the ISP so any 

lopsidedness shown by the ISP is not effective as in previous 

cases. The performance is improved while priority method is 

still simple. 

4. TRAFFIC STATS AND PROGNOSIS 
Best and worst case scenarios in simulation results are given 

below. 

Looking at figure 4.1 first part shows the values aggregated 

against each peer the second part shows the final ranking of 

each peer. Remember these final ranking are based upon 

values aggregated again each peer. 

Figure 4.2 computes the same values for the worst case 

scenario. A conclusion can be drawn from this figure that 

beyond a certain limit the aggregated value for a peer shows 

an increasing trend. The resultant ranking of the peer will also 

increase. This is consistent with both the best case and the 

worst case scenarios.  

Let's consider the case of Fig 4.1 for instance, the aggregated 

value for peer A is five, it steeps down to zero for peer C. 

Then there is an increasing trend up till peer E. It again shows 

a falling trend for peer F and G. After that there is a sharp 

increase for peer H and I. This shows that from peer A to E, 

the average aggregated value remains almost constant but for 

peer H and I, a sharp increase is noticed, so it will be 

interesting to see whether or not this trend continues as we 

add on more peers.  

One other observation that can be made seeing these 

simulation results is that the aggregated ranking method 

creates a cohesion between ISP and P2P. A single ended 

control does not work effectively. A hybrid or a collaborative 

model achieve better results. Also better caching techniques 

leads to fewer ISP to ISP traffic and hence lesser cost. The 

quality of service to the end user will also improve. 

 

Figure 4.1 Best case Scenario 
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Figure 4.2 Worst case Scenario 

5. CONCLUSION 
A hybrid model for ISP-P2P collaboration in reduction of 

inter-ISP traffic is new for technologists and network 

engineers. It is of great value and its ease of implementation 

comes from the notion that it makes use of already available 

network resources. Different techniques have been devised to 

limit the maximum utilization and cost issues. However there 

is growing demand from ISPs to check non-P2P traffic. The 

simultaneous utilization of options has been researched and 

designed in this thesis which effectively reduces across ISP 

overlay traffic and cost. 

The hybrid model for ISP-P2P collaboration is a new research 

field with a vast scope for further research. It emphasizes on 

the optimum utilization of the available network resources in 

order to reduce the inter ISP traffic. Which can make the 

solution more business friendly as well as user friendly. This 

dissertation is an attempt to probe the benefits of a 

simultaneous approach in order to enhance the user 

experience and to reduce the cost. Based on this approach a 

few facts need to be pondered upon. 

1.  First of them being the capability of the individual 

peer should be enhanced using robust algorithms 

and better caching techniques. 

2. This can also be achieved by adding more hardware 

to the system. If the applications communicate 

better among themselves then there will be fewer 

undesired traffic and better quality at the end of 

user. 

6. FUTURE WORK 
A real time implementation, in addition to simulation results, 

of this work is important. Application in this thesis has been 

designed which needs to be interfaced in ISP enabled 

environment. For future work, policy implementation at ISP 

level and signaling between ISP and Application must be 

done. Also that traffic traces and data capturing will help in 

understanding developmental constraints of this model. Based 

on the comparative analysis, mathematical computation and 

research carried, following future directions can be set in this 

field. 

1. A more robust algorithm can be developed in order 

to manage the resources of the network. An 

approach which can give direct access to the peers 

to certain shared resources with undergoing any 

conflict situation can be an important future 

research direction.  

2. An algorithm for signalling between the 

applications can also be developed as to when this 

signalling should be done, and what will be the 

relative priority of each signal. 

3.  The effect of increasing the number of peers on the 

ranking and aggregated values can also be studied.  

4. More research can be focused on the role of the ISP 

and the control they can exercise on the 

communication. 

5. The concept of semiautonomous peers can also be 

researched upon whereby the control of the ISP can 

be minimized. 
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