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ABSTRACT

A dynamic IP address is an IP address that is dynamically
assigned to your computer by your Internet service provider
(ISP). Once your computer or router is refreshed, your ISP
dynamically assigns an IP address to your networking device
using DHCP protocol. DHCP follows sequence in assigning
an IP address to the host. If a particular host find its IP address
it can easily know another host’s ip address through random
search. This paper concentrates on giving an insight about
DHCP security.
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1. INTRODUCTION
1.1 Wire Shark

Applying data mining in wire shark is to categorize the traffic
flows based on packets moving from one place to another
place. It is also used for running multimedia-rich, real and
non-real time applications. This tool is designed for line
sniffing data trunk (with prior permission) that is serving a
network with tens of desktops, laptops, controllers and access
points (AP’s).

e  Wire shark is the world’s most popular network

analyzer with over 50,000 downloads per month.

e It’s available at a free of cost.

e Created by Gerald combs under the original name
Ethereal, wire shark is maintained by a dedicated
group of core developers.

e It is used in many industries and educational
institutions.

e |t is the continuation of a project that started in
1998.

1.2 Some of the wire shark features
e Deep inspection of hundreds of protocols, with
more being added all the time.

e  Live capture and offline analysis.
e  Standard three-pane packet browser.

e  Multi-platform:- Runs on windows, Linux, OS,
Solaris, free BSD, net BSD and many others.

e  Captured network data can be browsed via a GUI or
via the TTY-mode T shark utility.

e  The most powerful display filters in the industry.
e Rich VOIP analysis.

e  Reads/writes many different capture file formats:
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TCP dump (lib cap), PCAP NG, catapult DC
T2000, CISCO secure IDS ip log, Microsoft
network monitor, Network general sniffer
(compressed and uncompressed), sniffer pro and net
X-ray, network instrument observer, net screen
snoop Novel LAN analyzer, RADCAM WAN/LAN
analyzer Shomiti / finiser surveyor, Tektronix
k12xx, visual networks, visual uptime, wild packets
ether peek, Token peek/ AIRO peek and many
others.

e  Captured files can be compressed with GZIP and
also can be decompressed on the fly.

e Live data can be read from Ethernet, IEEE 802.11,
PPP/HDLC, ATM, Bluetooth, USB, Token ring,
frame relay, FDDI and others (depending upon your
platform).

e Decryption support for many protocols, including IP
sec, ISAKMP, Kerberos, SNMPv3, SSL/TLS, WEP
and WPA/WPAZ2.

e  Coloring rules can be applied to the packet list for
quick, intuitive analysis.

e  Output can be exported to XML, POST SCRIPT,
CSV or PLAIN TEXT.

1.3 Functionality of wire shark
e Wire shark has a graphical front end plus some
integrated sorting and filtering options.

e  Wire shark lets the user put network interface
controllers that support promiscuous, so configured
address and broadcast/multicast traffic.

e  However, when capturing with a packet analyzer in
promiscuous mode on a port on a network switch,
not all traffic through the switch is necessarily sent
to the port where the capture is done, so capturing in
promiscuous mode is not necessarily sufficient to
see all network traffic.

e Port mirroring or various network taps extend
capture to any point on the network.

1.4 Features
e Data can be captured “from the wire” from a live
network connection or read from a file of already
captured packets.

Wire shark is a software that “understands" the structure
(encapsulation) of different  networking protocols. It can
parse and display the fields, along with their meanings as
specified by different networking protocols. Wire shark uses
PCAP to capture packets, so it can only capture packets on the
types of networks that PCAP supports.



o {PCAP — packet capture

In the field of computer network administration,
PCAP consists of application programming
interface (API) for capturing network traffic}.

1.5 Wire shark in data mining
e  There are numerous packet classification categories
based on how packets are decoded and analyzed
including the consideration of packet size , duration
,patterns of transmissions and bursts.

e Live data help the team leader/manager to check
their co-workers whether their work going properly.

e Past data helps business peoples for business
purposes and also for security purposes.

1.6 Dynamic IP address

Dynamic Host Configuration protocol, a protocol for
assigning dynamic IP addresses to devices on a network. With
dynamic addressing, a device can have a different IP address
every time it connects to the network. In some systems, the
device’s IP address can even change while it is still
connected.

1.7 DORA

When one installs a DHCP server into our network then
DHCP server works on the basis of DORA process, first
DHCP sends a hello message in to the network to discover the
clients pc and when any client pc selects any IP from DHCP
server provide that IP to client pc and both send
acknowledgement to each other. This process is called DORA
process.

2. LITERATURE REVIEW
2.1 International journal of advanced

technology

Traffic engineering: Traffic engineering is the concept
referring to a systematic process where traffic flows are
arranged into “classified” groups for simplifying the
transmission throughput networks and decreasing the change
of congestions. It inherently capable of dealing with large
volume of traffic through traffic aggregation. Traffic flow
exhibit volatility some traffic flow specifications, such as:
bandwidth and volume. Fluctuations and unsteadiness of the
traffic reduce the efficiency of Traffic engineering in the
process of data mining. Some reasons are link exhaustion and
connection termination, bandwidth fluctuations, burst effect
etc..,

3. WIRE SHARK IN DATA MINING
(PDF)
3.1 Wire shark in data mining and data

warehousing

Wire shark can be used for both data mining and data
warehousing. It collects the net traffic is called data
warehousing (i.e. Browser history).Depending upon the data
one can need browser and filtering the data based upon it is
called data mining. It has a filter option which is used for
mining. It contains field name, relation, value and range.
Another packet like filter option is finding packets. One can
easily find packets once one can have captured some packets
or have read in a previously saved capture file. Find packets
can be found in edit menu. It contains display filter, hex value,
string, up and down.
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Go to first packet:
This helps us to find the first packet.
Go to last packet.

Data can be collected if the network is not secured
else one can collect it using the port numbers.

3.2 Time Display Format And Time

References
While capturing packets it getting time stamped. These will be
saved to the capture file, so they will be available for later
analysis.

3.3 Some of the presentation formats are
e  Date and time of day

e  Time and day

e Seconds since beginning of capture

e Seconds since previous of capture packet
e Seconds since displayed of capture packet
e  Seconds since epoch

The available precisions are automatic, seconds, decisions,
cent seconds, milliseconds, microseconds and nano seconds.

4. PROPOSED APPROACH

IP address of our PC can be found simply by ‘ipconfig/all’.
Through this one can find what ip address is used in our PC
and by knowing another host ip address one can simply ping
that ip address. If there is a proper connection then pinging
process will be succeed. Eg.’ping 192.168.16.15°.Enable wire
shark before the pinging process. Wire shark starts the
capturing process. When pinging process get succeeded one
can get the mac address by applying filters. Wire shark filter
the mac addresses.

One can virtually test this process by using GNS and Wire
shark by connecting two PC through modem or switch and
give configuration wherever necessary. Ping and capture the
process as wire shark can work on both real and non real time.

In this approach one can find the MAC address for the host
which one can know already by pinging process.

4.1 System Model

DHCEP allocates IP address dynamically to the pc’s or mobiles
or any wireless or wired networks.. But this is not a
permanent address like MAC address or ip address used in
static network. If one can watched closely the ip address
follows a sequence like the 192.168.1.11, 192.168.1.12,
192.168.1.13 0r192.168.1.2, 192.168.1.4, 192.168.1.5 or
192.168.1.3, 192.168.1.6, 192.168.1.9. Dynamic networks are
mostly used in local places like home, small shops. Static
network is used in factories or colleges cause it is a dedicated
network , it will be of more worth only when use the internet
for which one paid or else it will be in vain and it is not cost
effective.

Dynamic network is not a dedicated network but it will supply
network based upon our budget. As the DHCP allocates the IP
address automatically while rebooting and there is less
security. Here data mining is applied using Wire shark.

Enable the wire shark before pinging. First find our ip address
then ping the ip address randomly like in a sequential order or
with the difference of 2,3,4,5,.....10 etc.,. If our wireless



network can connect 5 systems then one can find at least 3 out
of 5 devices MAC address.
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(Wwindows IP Configuration
Host Name . . Admin-PC

Primary Dns suffix

Node Type .

IP Routing Enabled.

WINS Proxy Enabled.

i Hybrid
: No
: No

2.

Ethernet adapter Local Area Connection
connection- spec1f1c DNS suffix
Description . .

Physical Address.

DHCP Enabled. . . .
Autoconfiguration Enabled .
Link-Tocal IPvé Address
IPv4 Address. .
Subnet Mask

Lease Obtained.

Lease Expires

Default Gatew:

DHCP Server

DHCPv6 IAID . .

DHCPV6 Client DUID.

DNS Servers

NetBIOS over Tcp1p

: 34-4B-50-B7-EF-62
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fe80::31d2:b01d:46b2:41
192.168.0. 00(Preferred)
255.255.255.0

: Monday, February 08,

: Tuesday, February 09,

1 192.168.0.1

: 00-01-00- 01 1D-58-
i 192.168
: Enab'led

Ethernet adapter Local Area Connection:

Media State . Media disconnected
connection- spec1f1c DNS Suffix

Description . .

Physical Address.

DHCP Enabled. .
Autoconﬁguratwn Enabled .
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: FO-DE-F1-DB-E1-33

I oYes
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: Remote NDIS based Internet Sharing Device
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First I’'m knowing my systems IP address. From this I’'m
applying a random approach like dhcp first allocates IP
address where it is directly connected. This network can

support 5 devices and one PC or laptop. So from this I can
guess how devices | can connect.
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4.2 Applying in Reliance
B C:AWindows\system32\cmd.exe = —

Autoconfiguration Enabled . . . . : Y [-]

C:\Users\Admin>ping 192.168.0.101

Pinging 192.168.0.101 with 32 bytes of data:
from 192.168.0.101: bytes=32 time=68ms TTI
from 192. . H time=30ms TTI
from 192.168 H time=6ms TTI
Reply from 192.168. 0.101+ byte time=10ms TTL=

m

Ping statistics for 192.168.0.101

Packets: Sent = 4, Received = Lost = 0 ( loss),
Approximate round trip times in milli-seconds:

Minimum = 6ms, Maximum = 68ms, Average = 28ms

C:\Users\Admin>ping 192.168.0.102

Pinging 192.168.0.102 with 32 bytes of data:

Reply from 192.168.0. 2 t1me—51ms TTL=64
Reply from 192 .0.

Reply from 192.168.0.10

Reply from 192.168.0.102: bytes=32 time= 49ms TTL=64

Ping statistics for 192.168.0.102
Packets: Sent = 4, Received = Lost

Minimum = 3ms, Maximum = 121ms, Average =
C:\Users\Admin>ping 192.168.0.103

h 32 bytes of data:
bytes=32 time= Esms TTL=
from .0.103: :
from .0. : time=7ms TTL=64
Reply from 2. bytes=32 time=112ms TTL=64

Ping statistics for 192.168.0.103: -

10:44 PM r‘
2/8/2016 |
My system is the first device so it automatically allocates first randomly. | not checked those devices whether it really have
ip address to my system. So first I am applying sequential that ip address or not.
order and it works so | started pinging 5 ip addresses
@H C\Windows\system32\cmd.exe = —

Pinging 192.168.0.104 h 32 bytes of data:
from 192.168.0.10 Destination host unreachable.
from 192.168.0.104: bytes=32 time=124ms TTL=64
from .168.0.104: byte 2 time=7ms TTL=64
from .168.0.104: bytes= 32 time=270ms TTL=64

Ping statistics for 192.168.0.104

Packets: Sent = 4, Received Lost = 0 (0% loss),
Approximate round trip times in m -seconds:

Minimum = 7ms, Maximum = 270ms, Average = 133ms

C:\Users\Admin>ping 192.168.0.105

Pinging 192.168.0.105 with 32 bytes of data:
from 192.168.0.10 Y time=921ms TTL=64
from 192.168.0.105: time=5ms TTL=64
from 192.168.0.105: time=115ms TTL=64
Reply from 192.168.0.105: bytes= time=40ms TTL=64

Ping statistics for 192.168.0.105:

Packets: Sent = 4, Received = Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 5ms, Maximum = 921ms, Average = 270ms

C:\Users\Admin>ping 192.168.0.106

Pinging 192.168.0.106 with 32 bytes of data:

Reply from 192.168.0.100: Destination host unreachable.
Reply from 192.168.0. : Destination host unreachable.
Reply from 192.168.0. : Destination host unreachable.
Reply from 192.168.0. : Destination host unreachable.

Ping statistics for 192.168.0.106:
Packets: Sent = 4, Received = =0 ( loss),

C:\Users\Adminx> -

In the above picture after successful ping of 5 ip address and
I’'m trying to ping the sixth device where it not exist. So I'm
getting a message like destination host unreachable.
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g
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.
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Address:

4 Frame 83: 74 byt
Interface id:
Encapsulation
Arrival Time:
[Time shift fo
Epoch Time: 14§
[Time delta frd
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[Time since ref
Frame Number:

Frame Length:

Fant. Lanath
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N

eleg .... =
... Bl81 =
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°. ..
L0

IPv4 (Bx8308)
Internet Protocol Version 4, Src: 192.168.9.181 (192.168.8.101), Dst: 192.168..100 (192.168.0.100)

1 192.168.0.1080 (34:4b:
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de

[Coloring Rule String: icmp || icmpvé]
Ethernet II, Src: 192.168.8.1@1 (9c:35:eb:68:de:6e), Dst: 192.168.8.108 (34:4b:58:b7:ef:62)

16e)

192.168.@.1@1 (9c:35:eb:68:de:6e)

Version: 4
Header Length: 28 bytes

Fragment offset: @
Time to live: 64
Protocol: ICMP (1)

© Differentiated Services Field: @x@@ (DSCP: CS8, ECN: Not-ECT)
Total Length: 68
Identification: @xeeeS (61157)

- 16 bit: Globally unique address (factory default)
16 bit: Individual address (unicast)

16 bit: Globally unique address (factory default)
= 16 bit: Individual address (unicast)

i

|| Mo 83 - Time: 20150208 17:11:32.649831 - Source: 182.168.0.101 - Destination: 192.188.0.100 - Protocol: FCMP - Lengths 74 - Infor Echo (ping) replys id=0:0001, seg=1/256, tri=64 (request in 82)

Close

The above picture is the result of the filtered result from wire

shark.
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dmie JaRBRes=TsEEQaaH
[ icmp ~ | Expression..  + Apply this fiter mop Apply this fiter  Apply this fiter Fiter Apply this fiter
No. Time Source Destination Protocol  Length Info e
— B2 2016-02-08 17:11:32.644538 192.168.0.100 192.168.8.181 ICMP 74 Echo (ping) request id=exeeel, seq=1/256, ttl=128 (reply in 83)
33 2016-82-88 17:11:32.649831 192.168.0.181 192.168.8.188  ICMP 74 Echo (ping) reply  id=8xB8AL, seq=1/256, ttl=64 (request in 82)
84 2016-82-@8 17:11:33.579251 192.168.0.180 192.168.8.181 ICMP 74 Echo (ping) request id=8x@@@1, seq=2/512, ttl=128 (reply in 85)
85 2016-02-08 17:11:33.609464 192.168.0.101 192.165.9.100 ICHP 74 Echo (ping) reply  id=exeeel, seq=2/512, ttl=64 (request in 84)
38 2016-82-88 17:11:34.593246 192.168.8.160 192.168.8.181 ICMP 74 Echo (ping) request id=BxB8A1, seq=3/768, ttl=128 (reply in 89)
89 2016-82-88 17:11:34.599206 192.168.0.181 192.168.0.188 ICMP 74 Echo (ping) reply  id=Bx@@8l, seq=3/768, ttl=64 (request in 88)
98 2016-02-08 17:11:35.591678 192.168.0.100 192.168.0.101 ICMP 74 Echo (ping) request 1d=8x@e8l, seq=4/1024, ttl=128 (reply in 91)
91 2016-82-88 17:11:35.681972 192.168.8.181 192.168.8.188 TICMP 74 Echo (ping) reply  id=8x8@Al, seq=4/1824, ttl=64 (request in 98)
123 2016-82-08 17:13:081.248293 192.168.0.10@ 192.168.0.162 ICHMP 74 Echo (ping) request 1d=8x@@81, seq=5/1288, ttl=128 (reply in 124)
124 2016-02-08 17:13:01.245746 192.168.0.102 192.165.9.100 ICHP 74 Echo (ping) reply  id=ex@@el, seq=5/1280, ttl=64 (request in 123) L
128 2016-02-08 17:13:02.163471 192.168.0.100 192.168.8.182 ICMP 74 Echo (ping) request id=Bx@@@l, seq=6/1536, ttl=128 (reply in 129) I
129 2816-82-88 17:13:82.166992 192.165.8.182 192.165.8.188 ICMP 74 Echo (ping) reply id=8x8@881, seq=6/1536, ttl=64 (request in 128)
130 2016-02-08 17:13:03.161831 192.168.0.100 192.168.0.102 ICMP 74 Echo (ping) request 1d=8x@e8l, seq=7/1792, ttl=128 (reply in 131)
131 2016-02-08 17:13:03.282850 192.168.0.102 192.168.0.100 ICMP 74 Echo (ping) reply id=exeeel, seq=7/1792, ttl=64 (request in 13@)
134 2016-82-08 17:13:84.160223 192.168.0.10@ 192.168.0.162 ICHMP 74 Echo (ping) request 1d=8x@@81, seq=8/2848, ttl=128 (reply in 135)
135 2016-02-08 17:13:04.209608 192.168.0.162 192.168.9.168 ICHP 74 Echo (ping) reply  id=8xB@@l, seq=8/2848, ttl=64 (request in 134)
144 2016-02-88 17:13:13.203543 192.168.0.100 192.168.0.103 ICMP 74 Echo (ping) request id=exeeel, /2384, ttl=128 (reply in 145)
145 2016-82-08 17:13:13.206969 192.168.0.183 192.168.0.188 ICMP 74 Echo (ping) reply  id=8x@@81, seq=9/2384, ttl=64 (request in 144)
147 2016-02-88 17:13:14.159883 192.168.0.100 192.168.0.183 I(MP 74 Echo (ping) request 1d-8x@@01, seq-18/2568, ttl=128 (reply in 149)
149 2016-02-08 17:13:14.234631 192.168.0.103 192.168.8.180  ICMP 74 Echo (ping) reply  id=Bx@@@l, seq=18/256, ttl=64 (request in 147)
150 2816-02-08 17:13:15.173868 192.168.0.180 192.168.8.183 ICMP 74 Echo (ping) request id=Bx88@1, seq=11/2816, ttl=128 (reply in 151) W
151 2016-02-88 17:13:15.180969 192.168.0.103 192.168.0.188 I(MP 74 Echo (ping) reply id=0x@e@l, seq=11/2816, ttl-64 (request in 15@)
153 2016-02-08 17:13:16.172246 192.168.0.100 192.168.0.103 ICMP 74 Echo (ping) request 1d=0x@@el, seq=12/3072, ttl=128 (reply in 154)
154 2816-82-88 17:13:16.2845086 192.168.8.183 192.168.0.188 ICMP 74 Echo (ping) reply id=8x@0881, seq=12/3872, ttl=64 (request in 153)
164 2016-02-88 17:13:23.0855045 192.168.0.100 192.168.0.184 I(MP 74 Echo (ping) request 1d-8x@@01, seq-14/3584, ttl=128 (reply in 165)
165 2816-02-08 17:13:23.868347 102.168.0.184 192.168.8.180 ICMP 74 Echo (ping) reply  id=8x@@al, seq=14/3584, ttl=64 (request in 164)
167 2816-82-88 17:13:23.956679 192.168.0.188 192.168.0.184 ICMP 74 Echo (ping) request 1d=Bx@@81, seq=15/384@, tt1=128 (reply in 168)
168 2016-02-88 17:13:23.963980 192.168.0.184 192.168.8.180 ICMP 74 Echo (ping) reply  id-8x@@@1, seq-15/3840, ttl=64 (request in 167) a5
0060 34 4b 50 b7 ef 62 9c 35 eb 63 de Ge @3 @@ 45 @9 4KP..b.5 .
0210 @@ 3c ee 5 00 02 42 @1 @9 C2 <@ a3 80 65 <@ a3  .<....@. .
0020 @@ 64 B2 @B 55 Sa @2 @1 @@ 8l 61 62 63 64 65 66 .d..UZ.. ..abcdef
063¢ 67 68 69 6a 6b 6c 6d 6e &F 7@ 71 72 73 74 75 76 ghijklmn opqrstuv
@e4s 77 61 62 63 64 65 66 67 63 69 wabcdefg hi

(O 7 Internet Control Message Protocal: Protocol

Elve | | o= | = |4 SIS

|| Packets: 300 - Displayed: 38 (12.7%4) - Load time: 0:0.31

|| Profie: Default

10
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m ']Expressiun. + Apply this fiter mop  Apply this filter  Apply this filter  Filter  Filter  Apply this filter

No. Time Source Destination Protocol  Length Info e
89 2016-02-08 17:11:34.599206 192.168.0.101 192.168.8.180 ICMP 74 Echo (ping) reply  id=exBe@l, seq=3/768, ttl=64 (request in 88) —
98 2016-82-88 17:11:35.591678 192.168.0.180 192.168.8.181 ICMP 74 Echo (ping) request id=8xBAB1, seq=4/1824, ttl=128 (reply in 91)
91 2016-82-68 17:11:35.601972 192.168.0.101 192.165.9.188  ICWP 74 Echo (ping) reply  id=8x@081, seq=4/1824, ttl-64 (request in 98)
123 2016-02-08 17:13:01.240293 192.168.0.180 192.168.8.182 ICMP 74 Echo (ping) request id=8x8eel, seq=5/1288, ttl=128 (reply in 124) —
124 2816-02-08 17:13:81.245746 192.168.0.182 192.168.8.188  ICMP 74 Echo (ping) reply  id=8x@@81, seq=5/1288, ttl=64 (request in 123)
128 2016-82-08 17:13:02.163471 192.168.0.100 192.163.8.182 ICMP 74 Echo (ping) request 1d=8x@801, seq=6/1536, ttl=128 (reply in 129)
129 2016-02-08 17:13:02.166992 192.168.0.182 192.168.8.180 ICMP 74 Echo (ping) reply  id=BxB@@l, seq=6/1536, ttl=64 (request in 128)
138 2816-02-08 17:13:83.161831 192.168.0.180 192.168.8.182 ICMP 74 Echo (ping) request id=8x@R81, seq=7/1792, ttl=128 (reply in 131)
131 2016-82-08 17:13:@3.282850 192.168.0.182 192.163.08.180 ICMP 74 Echo (ping) reply id=0x@0@l, seq=7/1792, ttl=64 (request in 138)
134 2016-02-08 17:13:04.160223 192.168.0.180 192.168.8.182 ICMP 74 Echo (ping) request id=8x8eel, seq=8/2048, ttl=128 (reply in 135)
135 2816-02-08 17:13:64.209608 192.168.0.182 192.168.8.188  ICMP 74 Echo (ping) reply  id=BxBA81, seq=8/2848, ttl=64 (request in 134)
144 2016-02-88 17:13:13.203543 192.168.0.100 192.168.8.183 ICMP 74 Echo (ping) request id=8xB001, seq=9/2384, ttl=128 (reply in 145)
145 2816-02-08 17:13:13.286969 192.168.0.183 192.168.8.18 TICMP 74 Echo (ping) reply  id=BxBAB1, seq=0/2364, ttl=64 (request in 144)
147 2816-82-68 17:13:14.159883 192.168.0.180 192.163.8.183 ICMP 74 Echo (ping) request 1d=8x@801, seq=1@/256@, ttl=128 (reply in 149) E
149 2016-02-88 17:13:14.234631 192.168.0.163 192.168.0.188 ICMP 74 Echo (ping) reply id=0x@08l, seq=108/256@, ttl=64 (request in 147)
150 2816-82-88 17:13:15.173868 192.168.0.18@ 192.168.0.183 ICMP 74 Echo (ping) request id=8x@eal, seq=11/2816, ttl=128 (reply in 151)
151 2816-82-68 17:13:15.180969 192.168.0.183 192.163.08.180 ICMP 74 Echo (ping) reply id=0x@0@l, seq=11/2816, ttl=64 (request in 158)
153 2016-02-08 17:13:16.172246 192.168.0.160 192.168.0.183 ICMP 74 Echo (ping) request 1d=8x@@01, seq=12/3@72, ttl=128 (reply in 154)
154 2816-82-88 17:13:16.2845086 192.168.0.183 192.168.0.188 ICMP 74 Echo (ping) reply id=Ax@eal, seq=12/3872, ttl=64 (request in 153)
164 2816-82-08 17:13:23.855045 192.168.0.100 192.163.08.184 ICMP 74 Echo (ping) request 1d=8x@801, seq=14/3584, ttl=128 (reply in 165)
165 2016-02-08 17:13:23.068347 192.168.0.184 192.168.8.180 ICMP 74 Echo (ping) reply  id=8x@e@l, seq=14/3584, ttl=64 (request in 164)
167 2816-82-88 17:13:23.956679 192.168.0.18@ 192.168.0.184 ICMP 74 Echo (ping) request id=Gx@@el, seq=15/384@, ttl=123 (reply in 163)
168 2016-02-88 17:13:23.963980 192.168.0.104 192.165.9.188  ICWP 74 Echo (ping) reply  id=8x@081, seq=15/3848, ttl-64 (request in 167)
178 2816-82-88 17:13:24.955045 192.168.8.188 192.163.08.184 ICMP 74 Echo (ping) request 1d=8x@881, seq=16/4896, ttl=128 (reply in 171) =
171 2016-82-@8 17:13:25.225257 192.168.0.184 192.163.08.180 ICMP 74 Echo (ping) reply id=0x@0@1, seq-16/4896, ttl=64 (request in 178)
179 2016-02-88 17:13:29.485286 192.168.0.160 192.168.0.185 ICMP 74 Echo (ping) request 1d=8x@801, seq=17/4352, ttl=128 (reply in 182)
182 2016-82-88 17:13:29.529474 192.168.0.185 192.168.0.18@ ICMP 74 Echo (ping) reply id=Ax@eal, seq=17/4352, ttl=64 (request in 179)
133 2016-02-08 17:13:29.619483 192.168.0.180 192.163.8.185 ICMP 74 Echo (ping) request 1d=8x@801, seq=18/4688, ttl=128 (reply in 134) m
0080 34 4b 50 b7 ef 62 9c 35 eb 63 de 6e 83 @8 45 @@ 4KP..b.5 .h.n..E.
0010 @@ 3c e €5 @0 @2 40 @1 @9 c2 cP aB B8 65 <@ 33  .<....@. .....e..
0020 @@ 64 @0 8@ 55 5a @@ @1 @@ @1 61 62 63 64 65 66 .d..UZ.. ..abcdef
0030 67 68 69 6a 6b 6c 6d 6e 6F 7@ 71 72 73 74 75 76 ghijklmn opqrstuv
©o4ag 77 Bl 62 63 B4 65 66 67 6B B9 wabcdefg hi
O 7 Intemet Contral Message Protocal; Protocol H Packets: 300 - Displayed: 38 (12.7%) - Load time: 0:0.31 H Profile: Default
-

1 A

e | oo 4FNTISINSN.

M st modepeaprg - .. coses " - =08 < |

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

410 IhRE Res=TIEEaaan

[X] ']Expresmn. + Apply this fiter mop  Apply this filter  Apply this filter  Filter  Filter  Apply this filter

171 2816-82-88 17:13:25.225257 192.168.2.184 192,168
179 2816-82-88 17:13:29.485286 192.168.8.1808 192.168.
182 2016-02-08 17:13:29.529474 192.168.0.185 192.168
183 2016-02-88 17:13:29.619483 192.168.2.180 192.168.
184 2816-82-88 17:13:29.624725 192.168.8.185 192.168.
186 2016-02-08 17:13:30.617888 192.168.0.100 192.168
187 2016-02-88 17:13:30.732773 192.168.8.185 192.168.
188 2816-82-88 17:13:31.616255 192.168.8.18@8 192.168
189 2016-02-08 17:13:31.657115 192.168.8.185 192.168.

1ee ICMP 74 Echo (ping
185 ICMP 74 Echo (ping
1ee ICMP 74 Echo (ping
105 ICMP 74 Echo (ping
108 ICMP 74 Echo (ping
185 ICMP 74 Echo (ping
1ee ICMP 74 Echo (ping
185 ICMP 74 Echo (ping
1ee ICMP 74 Echo (ping

reply id=8x00@@1, seq=16/4896, ttl=64 (request in 178)
request 1d=8xBA81, seq=17/4352, ttl=128 (reply in 182)
reply id=6x@00l, seq=17/4352, ttl=64 (request in 179)
request 1d-8x@@8l, seq=18/46@8, ttl=128 (reply in 184)
reply  id=8xBA81, seq=18/4608, ttl=64 (request in 183)
request 1d=8x@eel, seq=19/4864, ttl=128 (reply in 137)
reply id=8x@@@1, seq=19/4864, ttl-64 (request in 186)
request 1d=8xBA81, seq=28/5128, ttl=128 (reply in 189)
reply id=6x@eal, seq=20/5120, ttl=64 (request in 183)

&

i}

No. Time Source Destination Protocol  Length Info | j
128 2016-02-08 17:13:02.163471 192.168.0.100 192.168.9.182 ICMP 74 Echo (ping) request 1d=exeeal, seq=6/1536, ttl=128 (reply in 129) —
129 2816-02-08 17:13:02.166992 192.168.8.162 192.165.0.188 ICMP 74 Echo (ping) reply id=0x@eal, seq=6/1536, ttl=64 (request in 128)

138 2816-82-88 17:13:83.161831 192.168.4.18@8 192.168.0.182 ICMP 74 Echo (ping) request 1d=Bx@@81, seq=7/1792, ttl=128 (reply in 131)
131 2016-02-08 17:13:03.282850 192.168.0.102 192.168.9.189  ICMP 74 Echo (ping) reply  id=exe@al, seq=7/1792, ttl=64 (request in 138)
134 2016-02-08 17:13:04.160223 192.168.0.160 192.165.0.182 ICMP 74 Echo (ping) request 1d=8x@801, seq=8/2048, ttl=128 (reply in 135)
135 2816-82-88 17:13:84.289688 192.168.0.102 192.168.8.188 ICMP 74 Echo (ping) reply  id=Bx88@1, seq=8/2848, ttl=64 (request in 134)
144 2016-02-08 17:13:13.203543 192.168.0.100 192.168.9.183 ICMP 74 Echo (ping) request 1d=8xeel, seq=3/2364, ttl=128 (reply in 145)
145 2016-82-88 17:13:13.206969 192.168.0.183 192.168.8.189 ICMP 74 Echo (ping) reply  id=8x@@el, seq=9/2384, ttl-64 (request in 144) B
147 2816-82-88 17:13:14.159883 192.168.8.18@8 192.168.0.183 ICMP 74 Echo (ping) request 1d=8x@@81, seq=18/256@, tt1=128 (reply in 149)
149 2016-02-08 17:13:14.234631 192.168.0.103 192.168.0.100 ICMP 74 Echo (ping) reply id=6x@00l, seq=108/256@, ttl=64 (request in 147)
150 2816-02-88 17:13:15.173868 192.168.0.100 192.168.0.183 I(MP 74 Echo (ping) request id-8x@@@1, seq-11/2816, ttl=128 (reply in 151)
151 2816-82-88 17:13:15.188969 192.168.8.183 192.168.0.188 ICMP 74 Echo (ping) reply id=8x@0881, seq=11/2816, ttl=64 (request in 158)
153 2016-02-08 17:13:16.172246 192.168.0.100 192.168.0.103 ICMP 74 Echo (ping) request 1d=ex@eel, seq=12/3672, ttl=128 (reply in 154)
154 2816-02-88 17:13:16.284506 192.168.0.103 192.168.0.188 I(MP 74 Echo (ping) reply id=0x@eal, seq=12/3872, ttl-64 (request in 153)
164 2816-82-88 17:13:23.855045 192.168.0.188 192.168.0.184 ICMP 74 Echo (ping) request 1d=Bx@@81, seq=14/3584, tt1=128 (reply in 165)
165 2016-02-08 17:13:23.068347 192.168.0.104 192.168.9.188 ICMP 74 Echo (ping) reply  id=ex8@al, seq=14/3584, ttl=64 (request in 164)
167 2016-02-88 17:13:23.956679 192.168.0.100 192.168.0.184 I(MP 74 Echo (ping) request 1d-8x@@01, seq-15/3848, ttl=128 (reply in 168)
168 2016-82-88 17:13:23.963980 192.168.0.104 192.168.8.188 ICMP 74 Echo (ping) reply  id=Bx8881, seq=15/3848, ttl=64 (request in 167) £
170 2016-02-08 17:13:24.955045 192.168.0.100 192.168.0.104 ICMP 74 Echo (ping) request 1d=8x@e0l, seq=16/4096, ttl=128 (reply in 171)

.8. )

a. )

.. )

a. )

a. )

.8. )

a. )

0. )

0. )

34 4b 5@ b7 ef 62 9c 35 eb 63 de Ge @3 @0 45 99 4KP..b.5 .h.n..E.
3c ee o5 @0 0@ 48 A1 @9 2 @ a3 B0 65 B a8  .<....@. .....e..
64 @2 @@ 55 5a 80 @1 @0 9l 61 62 63 64 65 66  .d..UZ.. ..abcdef
68 69 6a 6b 6c 6d 6e &F 7@ 71 72 73 74 75 76 ghijklmn opgrstuv

61 62 63 64 65 66 67 68 69 wabcdefg hi
(O 7 Internet Control Message Protocol: Protocol || Packets: 300 - Displayed: 38 (12.7%4) - Load time: 0:0.31 || Profie: Default
The filtered process can be get by giving the command guess based upon it. For example my device is connected as
‘ICMP’. This will be helpful to get the information of both fifth and already some devices are working means then I’ll be
source and destination. guessing reversely. If three devices working means both
First think of how many devices it can accept. Then how forward and reverse approach.

many devices already got connected. Then one have to apply
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4.3 Applylng in BSNL

Command Prompt

icrosoft Windows [Uersion 6.3.9600
c)

International Journal of Computer Applications (0975 — 8887)

- o EN

2013 Microsoft Corporation. All r1y}|t° reserved.

:\Users\user>ipconfig/all
Windows IP Configuration

Host Name . . .
Primary Dn*‘ Sufflx F2
Node Typ .
1P Ruutmg Enabled. s
WINS Proxy Enabled. . .

reless LAN adapter Local

Media State . . . .
Connection— ‘.pec1f1|: DNS
Description . . . . . .
Physical Address. . . . .
DHCP Enabled. . .
Autoconf iguration Enabled

[Ethernet adapter Ethernet:

Media State . E
Connection-specific
Description . . . .
Physical Address. .
DHCP Enabled. . . . . . .
Autoconfiguration Enabled
reless LAN adapter Wi-Fi:
Connection-specific DNS Suffix
Description . . . . . . . 5
Physical Address. . . x
DHCP Enabled. .
ﬁutoconf1gurat10n Enabled
Link-local IPu6 Address
IPv4 Address. . . . .
Subnet Mask . .
Lease Obtained.
Lease Expires .
Default Gateway

DHCP Server . . .
DHCPv6 IAID . . .
DHCPu6 Client DUID.

DNS Servers . .
NetBIOS over Tcplp.

hp

: No

Area Connectionx 2:

Media disconnected

Microsoft Wi-Fi Direct Uirtual Adapter
1C-3E-84-24-53-3B

es

Yes

Media disconnected

Realtek PCle FE Family Controller
?74-46-AB-88-4F-F9

es

Yes

Ralink RT329@ 862.11hgn Wi-Fi Adapter
1C-3E-84-24-53-39

e80::9502:508f :94a3:9546x3 (Preferred)
192 168.1.6(Preferred)
255.255.255.0
Saturday, February 13, 2016 5:42: 26 PH
Sunday, February 14, 2016 5:42:26 A
fe8@::1ea5:32ff :fe25:h90023

008-01-06-01-1E-3D-EE-E6-74-46-AB-88-4F-F9

192.168.1.1
Enabled

unnel adapter isatap.{50698D27-D9C6-4E32-8AF7-28ACA21FEEC1>:

Media State .
Connection— ..pec1 1|: DNS Sufflx
Description .

: Media disconnected

Microsoft ISATAP Adapter

Connection—specific DNS Suffix
Description - . . .« « - . . -
Physical Addwess. . . . .
DHCP Enabled. . . .
Autoconf iguration Enabied
Link-local IPub Address .
IPud Address. . . . .
Subnet Mask . .
Lease Obtained.
Lease Expires -
Default Gateway

DHCP Server . . . . .
DHGPub IAID
DHCPu6 Client DUID.

DNS_Servers .
HetBIOS over Tcpip. -

Command Prompt

: 192.168

Ralink RI3299 832 11bgn Wi-Fi Adapter
1C-3E-84-24-53-

BbCcDc  AaBbCcDe

\'es

Normal = TNo§

5A2:508f :94a3:954623(Preferred)
159168 L 6<Pretermeds
2552553550
Saturday, February 13, 2816
Gunday, “Fehpuary 14,
a5:32f £ 1fe5 :H900:x3
LT ot
101
52182668
B-01-08-81—1 E-3D—-EE-E6—74-46-AB-88—4F-F9|

192.168.1.1
Enahled

unnel adapter isatap.{58698D27-D?C6-4E32-8AF7-28BCA21FEEC1Y:

Media State .

Conneetion—s pecific DNE Suffix’
Descripti PR
Physichl Address. o - o o .
DHCP Enabled. . :
Autoconf iguration Enabled . .

Media disconnected

chl‘n..nft ISATAP Adapter
B8-00-08-08-BA-ED

unnel adapter Teredo Tunneling Pseudo-Interface:

Gonnection-specific DHS Suffix
Description . e
Physical Address. & o .
DHCP Enabled.

Autoconf iguration Enabied

1Pu6 Address. - » - - - -
erred>

Link-local IPv6 Address . . .

Default Gatoway - . - -

DHCPvé 1Al

Heboe cdiont duin

HetBI0S over Tepip. - - . -
:\Users\userdping 192.168.1.7

Microsoft Teredo Tunneling Adapter

0006 00-86—06-08-60-E0

o

es

2001 :0:5e£5:79£b:3414:2379 : 3657 Fef 9 (Pref|
£e80: :341d:2379:3F57:fef 9119 Preferred)

3187671
AB-01-08- Bl 1E-3D-EE-E6-74-46-AA-88—-4F-F9|

Disabled

data:

H De“tlnat ion
Destination
Destination
Destination

ing statistics for 192.168.1.7

Packets: Sent = 4. Received 4.

host
host
host
host

unreachable .
unreachable .
unreachable .
unreachable .

Lost = B (Bx loss).

AaBbC

Heading 1

Volume 142 — No.11, May 2016

Lall i)

Signin
- # Find -
ot AQB| assscer acsscenc assbeen: u
2 Replace
Heading2  Title Subtitle  Subtle Em.. Emphasis 5| | o
9  Select ~
L Editing ~

==l il )
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B Command Prompt - Il
Signin
s\Usersiuserdping 192.168.1.5
# Find -
BbCcD¢  AaBbCcDc /—\a B‘ AaBbCcC A@BbCcDi AaBbCcD: 2 Replace
ZacRe
Normal = TNoSpac.. Heading1 Heading 2 Title Subtitle  Subtle Em.. Emphasis |+ [ Select~

& Editing ~

192.168.1.5:
Received = 4, 8 <@z loss),
in milli: onds
Minimum = 5ms,. Maximum 3235ms, Ruel‘aye 1867ms

s\Users\user>ping 192.168.1.4

192.168.1.4
4. Received = 4, _Lnrt B (Bz los

Minimum = 3ms, Maximum ?26ms . Ruel‘ag = 265ms
s\Usersuserdping 192.168.1.3

inging 192.168.1.3 with 32 bytes of data:
out.
out.
out.
out.

tics for 192.168.1.3
Packets: Sent 4. Received = B, Lost = 4 (188x loss),

s\Users\user>ping 192.168.1.2

-168.1.2 with 32 bytes of data:
hytes=32 time{ims TTL=12%
2 time{ims TTL=128
2 time{ims TTL=128
2 timedims TTL=128

192.168.1.2:
4. Received = 4 53 Bz loss)

Minimum = Bns, Maximum = Bms, Average = Bms
s\Userstuserdping 192.168.1.1
inging 192.168.1.1 ult:h 32 hycee of dat
68.1.1 2 :me<1n= *r1L-g54

ms TTL=254
3Ims TTL=254

pproximate pound trip times in milli-seconds: Signin
Minimum = Sms, Maximum = 3235ms. Average = 1867ms
s\Usershuserdpi # Find -
Ssershuserdping 192.168.1.4 BbCcDc| AaBbCcDe AQB| sasbeer assbene acsbeen — e
Zac Replace
inging 192.168.1.4 with 32 hytes of data Normal = TNo Spac.. Heading1 Heading2 Title Subtitle  SubtleEm.. Emphasis |+ I3 Select~

eply from 192.168.1.4: D 2 26m.. TTL=t 64
i TTL
5 Editing ~

ing statistics for 192.168.1.4
Packets: Sent = 4, Received @2 loss).

Minimum = 3ms, Maximum = 926ms, Average 265ms
\Usershuser>ping 192.168.1.3
inging 192.168.1.3 with 32 hytes of data:
lequest témed out.
lequest timed out.

ing statistics for 192.168.1.3:
Packets: Sent = 4, Received = @, Lost = 4 (180x loss).

Aatl

t\Users\userdping 192.168.1.2

inging 192.168.1.2 with 32 hytes of data
68.1.2: hytes=32 tine{lms TTL=128
s TTL=128
TTL=128
s TTL=128

4

ing statistics for 192.168.1.2

Packets: Sent = 4, Received = 4, Lost = @ (Bz loss).
pproximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

\Users‘userdping 192.168.1.1

ith 32 bytes of data:
2 time{ims TTL=254

ing statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost =8 (
Approximate round trip times in m1111—secnnd.,.
Hinimum = Bms, Haximum = 33ms, fiverage = Bns

\Usershuseriping 192.168.1.8

inging 192.168.1.0 with 32 hytes of data:
1y from 192.168.1.6: Destination host unreachahle.

e ] )
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=X Command Prompt
cquest timed out. Signin
equest timed out.
s e i Find -
ing statistics For 192.168.1.3: .
I pachketa: Sent = 4, Received = @, Lost = 4 C188x loss), BbCeDe AaBbCeDe AaBDC( AGBI assocee aasbeeo: acsheeo 25 Replace
\Users\userdping 192.168.1.2 Normal | TNoSpac.. Headingl Heading2  Title Subtitle  Subtle Em.. Empha B Sclect -
ta 3 diting
tlne(il‘l“ [ Editing ~
Reply fron 2 cine<ins
[Reply fron 2 tine<ims TTL-128
Renly From 102 168.103] huves33 timedine TTLTI3E
ing statistics for 192_168.1.2:
Fagkeis: Sent - 4. Recelugd - 4. Lost - 8 Cox loss)
fpproximate round trip times in mil n
Mininum = Bac, Maginum = Bns. Auerage o |
t\Users\userdping 192.168.1.1 —_—re
inging 192 16811 uith 32 hytes of data:
bytes=32 tine<ims F:-:‘mu
16811111 by
192716871111 hyte
ing statistics for 192.160.1.1: Aats . n
Packets: Sent - 4, Received - 4, Lost = B ¢Bx loss),
ppproximate round trip times in milli-seconds:
Mininum = Bms. Maximun - 33ms. Average = Bms
‘\Usersiuserdping 192.168.1.8
inging 192.168.1.8 with 32 hytes of data:
eply from 192.i66.1.6: Destination host unreachable.
oply from 192.168.1.6: Destination host unweachablo.
eply from 192.168.1.6: Deatination host unweachable .
[Reply from 192.168.1.6: Destination host unreachable.
ing statistics For 192.168.1.8:
Packets: Sent = 4. Receiued = 4. Lost = B (Bx loss). |
t\WUsers\userdping 192.168.1.7
inging 192_168.1.7 with 32 hytes of data:
192.168.1.6: Destination host unreachable.
192.16871.6: Destination host unveachable.
192.16871.6: Destination host unpeachable. —
[Reply from 192.168.1.6: Destination host unpeachable. —
ing statistics For 192.168.1.7 —
Packets: Sent - 4. Received = 4, Lost = B B loss), - =
S\Usersuser>
(Rl il o)

A re2.pcapng - o IEH
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 (©] RE ] &= ]a]q 8
(W [icmp *| Expression.. +
No. Time Source Destination Protocol  Length  Info
67 95.237491  192.168.1.6 192.168.1.5 ICHP 74 Echo (ping) request id=exeeel, seq=7/1792, ttl=128 (reply in 73)
73 97.293817  192.168.1.5 192.168.1.6 1CHP 74 Echo (ping) reply i seq=7/1792, ttl-64 (request in 67)
74 97.384548  192.168.1.6 192.168.1.5 1CHP 74 Echo (ping) request i , seq=8/2848, ttl=128 (reply in 75)
75 97.310046  192.168.1.5 192.168.1.6 ICHP 74 Echo (ping) reply i seq=8/2048, ttl-64 (request in 74)
76 98.317268  192.168.1.6 192.168.1.5 1CHP 74 Echo (ping) request i seq=9/2384, ttl=128 (reply in 77)
77 99.3481@2  192.168.1.5 192.168.1.6 1CHP 74 Echo (ping) reply i seq=0/2384, ttl-64 (request in 76)
78 99.350933  192.168.1.6 192.168.1.5 ICHP 74 Echo (ping) request i seq=10/2568, ttl=128 (reply in 79)
79 99.356983  192.168.1.5 192.168.1.6 ICHP 74 Echo (ping) reply i seq=10/2568, ttl=64 (request in 78)
85 109.572967 192.168.1.6 192.168.1.4 1CHP 74 Echo (ping) request i seq=11/2816, ttl=128 (reply in 86)
86 109.575362 192.168.1.4 192.168.1.6 1CHP 74 Echo (ping) reply i seq=11/2816, ttl-64 (request in 85)
37 109.669195 192.168.1.6 192.168.1.4 ICHP 74 Echo (ping) request i seq=12/3072, ttl=128 (reply in 83)
88 109.672171 192.168.1.4 192.168.1.6 ICHP 74 Echo (ping) reply i seq=12/3072, 4 (request in 87)
96 110.684722 192.168.1.6 192.168.1.4 1CHP 74 Echo (ping) request i seq=13/3328, ttl=128 (reply in 91)
91 110.771825 192.168.1.4 192.168.1.6 1CHP 74 Echo (ping) reply i seq=13/3328, 4 (request in 9@)
92 111.700766 192.168.1.6 192.168.1.4 ICHP 74 Echo (ping) request i seq=14/3584, ttl=128 (reply in 93)
93 111.745585 192.168.1.4 192.168.1.6 1CHP 74 Echo (ping) reply i seq=14/3584, ttl=64 (request in 92)
97 117.768@44 192.168.1.6 192.168.1.3 1CHP 74 Echo (ping) request seq=15/3848, ttl=128 (no response found!)
98 121.957248 192.168.1.6 192.168.1.3 1CHP 74 Echo (ping) request seq=16/4896, ttl=128 (no response found!)
160 126.955236 192.168.1.6 192.168.1.3 ICHP 74 Echo (ping) request , seq=17/4352, tt1=128 (no response found!)
161 131.968561 192.168.1.6 192.168.1.3 1CHP 74 Echo (ping) request seq=18/4688, ttl=128 (no response found!)
118 151.252748 192.168.1.6 192.168.1.1 1CHP 74 Echo (ping) request seq=23/5888, ttl=128 (reply in 111)
[ 111 151.253512 192.168.1.1 192.168.1.6 ICHP 74 Echo (ping) reply 1 seq=23/5883, (request in 118)
118 152.272585 192.168.1.6 192.168.1.1 ICHP 74 Echo (ping) request i seq=24/6144, (reply in 119)
119 152.273565 192.168.1.1 192.168.1.6 1CHP 74 Echo (ping) reply i seq=24/6144, (request in 118)
128 153.288382 192.168.1.6 192.168.1.1 1CHP 74 Echo (ping) request i seq=25/6488, (reply in 121)
121 153.321713 192.168.1.1 192.168.1.6 ICHP 74 Echo (ping) reply i seq=25/6408, ttl=254 (request in 120)
123 154.303473 192.168.1.6 192.168.1.1 ICHP 74 Echo (ping) request i seq=26/6656, ttl=128 (reply in 124)
124 154.384486 192.168.1.1 192.168.1.6 1CHP 74 Echo (ping) reply  id=8xB881, seq=26/6656, ttl=254 (request in 123)
1c 3e 84 24 53 39 1c a5 32 25 b9 0@ 03 00 45 00
88 3c 83 a5 88 88 fe Bl 35 c4 cB a8 B1 B1 cB ad
Bl @5 6@ BB 55 44 08 B1 00 17 61 62 63 64 65 66 . abedet
67 68 69 6a 6b 6c 6d 6e &F 78 71 72 73 74 75 76 ghijklmn opgrstuv
77 61 62 63 64 65 66 67 68 69 wabcdefg hi
@ Packets: 32068 - Displayed: 28 (0.1%) * Load time: 0:1.951 Profile: Default
LGS S
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A Wireshark - Packet 67 - re2

o NEM

4 [Frame 67: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

|~

Interface id: @ (\Device\NPF_{5@698D27-DOCE-4EI2-BAF7-28BCA21FEECI))
Encapsulation type: Ethernet (1)
Arrival Time: Feb 13, 2016 17:51:25.49490200@ Pacific Standard Time
[Time shift for this packet: 8.888888888 seconds]
Epoch Time: 1455414685.40490200@ seconds
[Time delta from previous captured frame: 8.888844808 seconds]
[Time delta from previous displayed frame: ©.888800888 seconds]
[Time since reference or first frame: 95.237491888 seconds]
Frame Number: 67
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:
[coloring Rule Name: ICHP]
[Coloring Rule String: icmp || icmpvs]
4 Ethernet II, Src: HonHaiPr_24:53:39 (lc:3e 3:39), Dst: Motorola e6:f9:3b (cc:c3:ea:e6:f9:3b)
> Destination: Motorola_e6:f9:3b (ccic3:ea:e6:fo:3b)
I Source: HonHaiPr_24:53:39 (lc:3e:54:24:53:39)
Type: IPv4 (@x800)
4 Internet Protocol Version 4, Src: 192.168.1.6, Dst: 192.165.1.5
o100 version: 4
Header Length: 26 bytes
© Differentiated Services Field: @x@@ (DSCP: CS@, ECH: Not-ECT)
Total Length: 6@
Identification: @xlase (6734)
> Flags: @xa@
Fragment offset: @
Time to live: 128
Protocel: IQMP (1)
© Header checksum: @x9d17 [validation disabled]
Source: 192.165.1.6
Destination: 192.168.1.5
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
4 Internet Control Message Protocol

icmp:data]

Now: 67 « Time: 95. 237491 + Source: 192.168.1.6 + Destinstion: 192, 168.1.5 « Protcolt ICME - Lengti: 7 - Infor £cho (ping) request idi=00001, seq=7/1793. ti= 138 (ol in 73)

- Wireshark - Packet 67 - re2

4 Frame 67: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
Interface id: @ (\Device\NPF_{58698027-D3C6-4E32-8AF7-280CAZIFEECT})
Encapsulation type: Ethernet (1)

Arrival Time: Feb 13, 2016 17:51:25.494082000 Pacific Standard Time

[Time shift for this packet: @. seconds]

|Epoch Time: 1455414685.494902000 seconds

[Time delta from previous captured frame: ©.880844608 seconds]

[Time delta from previous displayed frame: ©.000000000 seconds]

[Time since reference or first frame: 95.237491@88 seconds]

Frame Number: 67

Frame Length: 74 bytes (592 bits)

Capture Length: 74 bytes (592 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:ip:icmp:data]

[Coloring Rule Name: ICHP]

[Coloring Rule String: icmp || icmpvé]
(1

4 Ethernet II, Src: HonHaiPr_24:53:39
© Destination: Motorola_e6:f9:3b (ccic3ie
I Source: HonHaiPr_24:53:39 (1lc:3e:54:24:53:39)
Type: IPv4 (8x050@)
a Dst: 192.168.1.5

Internet Protocol Version 4, Src: 192.168.
9100 .... = Version: 4
Header Length: 28 bytes
I Differentiated Services Field: @x@@ (DSCP: CS58, ECN: Not-£CT)
Total Length: 6@
Identification: @xlade (6734)
» Flags: @xee
Fragment offset: @
Time to live: 128
Protocol: ICMP (1)
© Header checksum: @x9d17 [validation disabled]
Source: 192.168.1.6
Destination: 192.168.1.5
[Source GeeIP: Unknown]
[Destination GeoIP: Unknown]
4 Internet Control Message Protocol

Now: 87 - Time: 95. 237491 - Scurce: 192.168.1.6 - Destinstion: 192.168.1.5 - Protocol: ICME - Length: 74 - Infor Echo (ping) request ic=000001, seq=7/1792. =128 (reply in 73)

- Wireshark - Packet 73 - re2

4 Frame 73: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
Interface id: @ (\Device\NPF_{S@698D27-DOCE-4E32-5AF7-280CAZIFEECL})
Encapsulation type: Ethernet (1)

Arrival Time: Feb 13, 2816 17:51:27.551228000 Pacific Standard Time
[Time shift for this packet: 8.888888888 seconds]

Epoch Time: 1455414687.55122888@ seconds

[Time delta from previous captured frame: ©.285167@@@ seconds]

[[Time delta from previous displayed frame: 2 seconds]

[Time since reference or first frame: 97.293517@@@ seconds]
Frame Number: 73
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:icmp:data]
[Coloring Rule Name: ICHP]
[Coloring Rule String: icmp || icmpvé]
Ethernet II, Src: Motorola_e6:f9:3b (cc:c3:ea:e6:f9:3b), Dst: HonHaiPr_24:53:30 (lc:3e:§4:24:53:39)
© Destination: HonHaiPr_24:53:30 (lc:3e:84:24:53:39)
I Source: Motorola_es:f9:3b (cc:c3:ea:e6:f9:3b)
Type: IPv4 (BxB500)
Internet Protocol Version 4, Src: 192.168.1.5, Dst: 192.168.1.6
210 .... = Version: 4
. elel = Header Length: 2@ bytes
b Differentiated Services Field: @x@@ (DSCP: CS@, ECH: Not-ECT)
Total Length: 6@
Identification: @xéZed (717)
> Flags: @xa@
Fragment offset: @
Time to live: 64
Protocel: IQMP (1)
I Header checksum: @xf498 [validation disabled]
Source: 192.168.1.5
Destination: 192.168.1.6
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
4 Internet Control Message Protocol

N

N

Now: 73 - Time: 97293617 - Source: 192.168.1.5 - Destination: 192.168.1.6 - Protocol: ICMP - Length: 74 - Infs: Bt (ping) reply /= 0x0001, seq=7/1792. =64 (request in 67)
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Vi Wireshark - Packet 77 - re2 - s IEH

4 Frame 77: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @ A
Interface id: @ (\Device\NPF_{5@698027-D9C6-4E32-8AF7-28BCA2IFEECL})
Encapsulation type: Ethernet (1)
Arrival Time: Feb 13, 20816 17:51:29.597513080@ Pacific Standard Time
[Time shift for this packet: 8.0800008080 seconds]
Epoch Time: 1455414689.597513888 seconds
[Time delta from previous captured frame: 1.822834888 seconds]
[Time delta from previous displayed frame: 1.822834008 seconds]
[Time since reference or first frame: 99.348102000 seconds]
Frame Number: 77
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Pretecels in frame: eth:ethertype:ip:icmp:data]
[Coloring Rule Name: ICHP]
[Colering Rule String: icmp || icmpvé]
4 Ethernet II, Src: Motorola_e6:f9:3b (ccic3:ea:e6:f9:3b), Dst: HonHaiPr_24:53:39 (lc:3e:84:24:53:39)
I* Destination: HonHaiPr_24:53:39 (lc:3e:84:24:53:39)
4 [Source: Motorola_e6:f9:3b (cc:c3:ea:e6:f9:3b)
Address: Motorola_e6:f9:3b (ccic3:eate6:f9:3b)
L6 bit: Globally unique address (factory default)
16 bit: Individual address (unicast)

. .8 ...,

Type: IPv4 (@x0800)

4 Internet Protocol Version 4, Src: 192.168.1.5, Dst: 192.168.1.6
@182 .... = Version: 4

.... @181 = Header Length: 28 bytes
> Differentiated Services Field: @x@@ (DSCP: (S@, ECN: Not-ECT)
Total Length: 6@
Identification: exezcf (719)
I Flags: 0x00
Fragment offset: @
Time to live: 64
Protocel: ICMP (1)
» Header checksum: @xf496 [validation disabled]
Source: 192.168.1.5
Destination: 192.168.1.6

No.: 77 - Time: 99.340102 - Sources: 192.168.1.5 * Destination: 192.168.1.6 - Protocol; ICMP - Length: 74 - Infor Echo (ping) reply =000, seq=5/2304, t=64 request in 75)

a Wireshark - Packet 87 - re2 -a

4 Frame 37: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @ ~
Interface id: @ (\Device\NPF_{5@698D27-D9C6-4E32-BAF7-28BCA21FEECT})
Encapsulation type: Ethernet (1)

Arrival Time: Feb 13, 2816 17:51:39.9266@6000 Pacific Standard Time
[Time shift for this packet: 8.0800008080 seconds]

Epoch Time: 1455414699.926606000 seconds

[Time delta from previous captured frame: @.B93833008 seconds]
[Time delta from previous displayed frame: @.89333300@ seconds]
[Time since reference or first frame: 189.66919588@ seconds]
Frame Number: 87

Frame Length: 74 bytes (592 bits)

Capture Length: 74 bytes (502 bits)

[Frame is marked: False]

[Frame is ignered: False]

[Protecels in frame: ethiethertype:ip:icmp:idata]

[Coloring Rule Name: ICMP]

[Coloring Rule String: icmp || icmpvé]

4 Ethernet II, Src: HonHaiPr 24:53:39 (lc:3e:84:24:53:39), Dst: Apple_25:e3:c5 (34:e2:fd:25:e3:c5)
|>|Destinatian: Apple 25:e3:c5 (34:e2:fd:25:e3:c5)
4 Spurce: HonHaiPr_24:53:39 (lc:3e:84:24:53:39)
Address: HonHaiPr_24:53:39 (1c:3e:84:24:53:39)
. = LG bit: Globally unique address (factory default)
U S = 16 bit: Individual address (unicast)
Type: IPv4 (@x@500)
4 Internet Protocol Version 4, Src: 192.168.1.6, Dst: 192.168.1.4
@182 .... = Version: 4
... @181 = Header Length: 20 bytes
4 Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
0000 60.. - Differentisted Services Codepoint: Default (B)
...... 88 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 6@
Identification: @x1529 (5417)
b Flags: 0x00
Fragment offset: @
Time to live: 128
Protocel: ICMP (1)
b Header checksum: @xa23d [validation disabled] 9
No.: 87 - Time: 109.665195 - Source: 152.166.1.6 - Destination: 192, 166.1.4 - Protocol: ICMP - Lengch: 74 - Infox Echo fping) =001, (rapiyin 88)
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A Wireshark - Packet 97 - re2 -

4 Frame 97: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @ A
Interface id: @ (\Device\NPF_{5@698D27-DOCG-4E32-8AF7-28BCA2IFEECL})
Encapsulation type: Ethernet (1)

Arrival Time: Feb 13, 2816 17:51:48.825455880 Pacific Standard Time
[Time shift for this packet: ©.@eeeeesee seconds]
Epoch Time: 1455414708.025455000 seconds
[Time delta from previous captured frame: 8.888855800 seconds]
[Time delta from previous displayed frame: 6.822459000 seconds]
[Time since reference or first frame: 117.768044880 seconds]
Frame Number: 97
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:icmp:data]
[Coloring Rule Name: ICHP]
[Coloring Rule String: icmp || icmpve]
4 Ethernet IT, Src: HonHaiPr_24:53:39 (lc:3e:84:24:53:39), Dst: Apple_98:91:92 (bc:6c:21:98:91:92)
b Destination: Apple 98:91:92 (bc:6c:21:98:91:92)
b Source: HonHaiPr_24:53:38 (1c:3e:34:24:53:39)
Type: IPvd (0x0500)

4 Internet Protocol Version 4, Src: 192.168.1.6, Dst: 192.168.1.3
0100 .... = Version: 4
... @101 = Header Length: 2@ bytes

4 Differentiated Services Field: @x@8 (DSCP: CS@, ECH: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (@)
...... @8 = Explicit Congestion Notification: Not ECN-Capable Transport (8)

Total Length: 6@
Identification: @xScad (23721)
b Flags: @x00
Fragment offset: @
Time to live: 128
Protocel: ICMP (1)
> Header checksum: @x5abe [validation disabled]
Source: 192.168.1.6
Destination: 192.168.1.3
[Source GeoIP: Unknown]

No.; 97 - Tiime: 117.766044 - Source: 192.168.1.6 - Destination: 192.166.1.3 - Protocol: IOMP - Length: 74 - Info: Eche (bing) request id=0x0001, seq=15/3540, ttl=128 (o response found))

A i - Packet 111 . re2 - 8

4 Frame 111: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @ ~
Interface id: @ (\Device\NPF_{58698D27-DIC6-4E32-8AF7-28BCA2IFEECT})
Encapsulation type: Ethernet (1)

Arrival Time: Feb 13, 2016 17:52:21.518923886 Pacific Standard Time
[Time shift for this packet: ©.000000002 seconds]

Epoch Time: 1455414741.51@923008@ seconds

[Time delta from previous captured frame: 8.888772888 seconds]
[Time delta from previous displayed frame: @.800772000 seconds]
[Time since reference or first frame: 151.253512080 seconds]
Frame Number: 111

Frame Length: 74 bytes (592 bits)

Capture Length: 74 bytes (592 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:ip:icmp:data]

[Coloring Rule Mame: ICHP]

[Coloring Rule String: icmp || icmpve]

4 Ethernet II, Src: Shenzhen_25:b9:88 (1c:a5:32:25:b9:8@), Dst: HonHaiPr_24:53:39 (1c:3e:84:24:53:39)
I Destinaticn: HonHaiPr_24:53:39 (1c:3e:84:24:53:39)
4 [Source: Shenzhen_25:b9:8@ (lc:a5:32: )
Address: Shenzhen_25:b3:8@ (1 : :b9:08)
9 lobally unique address (factory default)
. IG bit: Individual address (unicast)
Type: IPv4 (@x@300)
4 Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.6
alea . = Version: 4
. @181 = Header Length: 2@ bytes
4 Differentiated Services Field: @xee (DSCP: CS@, ECN: Not-ECT)
. = Differentiated Services Codepoint: Default (8)
Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 6@
Identification: @xe3as (933)
> Flags: @x@e
Fragment offset: @
Time to live: 254
Protocol: ICMP (1)
b Header checksum: 8x35c4 [validation disabled] v
No. 111 + Times 151.253512 - Sources 192.168.1.1 - Destinstion: 192,168.1.6 + Protocol: FCMP « Length: 74 - Info: Echo (ping) fe seq=27/5888, [ in 110)

5. CONCLUSION 6. REFERENCES
Data mining has been discussed in this paper. IP address plays [1] http://lwww.wireshark.org//
a vital role in today’s network. Hence it also needs protection

like http turned into https for security needed websites or it (2] http://www.packets.com//

needs some encryption for the PC’s which has some important [3] http:/iww.network.com//
files. This random approach can be done by anyone who has . o
little knowledge about ip address hence protection is needed [4] http://www.linkage.rockfeller.edu/wli/zipf/org//

for PC’s. Wire shark tool is an ethical tool. An ethical tool
itself finds mac address so easily means naturally one has to
worry about the security of IP address.
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