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ABSTRACT  
In this era of digital transmission, security of information is 

crucial. Steganography and cryptography helps in providing 

this much needed data confidentiality. Steganography hides 

secret information into a cover medium and cryptography 

converts data into an unrecognizable form. For more secure 

communication RSA algorithm is been introduced, which is 

based on asymmetric key cryptography.By using 

Steganography methods third parties cannot percept the 

existence of message embedded in the audio file. The 

properties of the audio file remain the same after hiding the 

secret message. In this Paper a new-fangled substitution 

method (Discussed in Proposed Method section) for 

Steganography has been used with  RSA Cryptosystem. 
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1. INTRODUCTION 
Research by the signal Security community has given birth 

to a rich variety of signal recording, storage, processing, 

analysis, retrieval, and display techniques. Signal 

processing applications are found in many field.  

In Digital transmission there are two types of security 

technique exist, i) Cryptography ii) Steganography. 

Steganography is not the same as cryptography unlike, data 

hiding techniques have been widely used to transmit  

of hiding secret message for long time. Cryptography is 

used to encrypt the data by Keys so that it is unreadable by 

a third party. In this very approach, both of these two for 

giving more security to the signal has been introduced. 

In this paper an Audio file taken as cover media and 

another Audio file as the secret message. Here, message 

signal is encrypted by RSA algorithm and then using a 

cover media to hide that cipher message into it by new 

proposed algorithm. Firstly, this method is very hard to be 

cracked, as well it is much easier to implement than  LSB 

Substitution Steganography method.          

2. PREVIOUS WORK 
Valarmathi et al. [1], this paper mentioned two level 

encryption method (cryptography and steganography). The 

main disadvantage is that, the symmetric key cryptography 

is used which is very much easy to be cracked than 

asymmetric key cryptography. Arfan Shaikh et al. [2] 

revealed again the two level encryption techniques. Here 

also RSA encryption technique is used to give more 

security than symmetric key cryptography, but here 

multiple LSB substitution method is used so that there is 

some complication to retrieve the secret message 

back.Nishith Sinha et. al. [3] used amalgamated approach 

of cryptography which is not much secure because here 

only transposition of data is made so that information is 

there already so it can easily be cracked and also they have 

used LSB Substitution method which is a well known 

method in steganography. Khalil Challita et al.[4] ,in this 

paper author tries to focus  to give new insights and 

directions on how to improve existing methods of hiding 

secret messages, possibly by combining steganography and 

cryptography.  

So it is been observed that to secure the secret message 

more we have to use two level encryption i.e. cryptography 

and steganography simultaneously than that to be 

implemented either in cryptography or steganography, So 

RSA cryptosystem is used in this paper which is an 

asymmetric cryptography which is more secure than 

symmetric key cryptography and also a new method of 

steganography is proposed in place of some well known 

methods (like LSB substitution etc.).    

3. PROPOSED METHOD 

3.1 Theoretical Background  
The system contains Sender Side and Receiver Side. Sender  

will send an Information as Audio Signal  to Receiver. Here 

the show up of the work focuses on securing that Signal by 

means of Cryptography and Steganography.  

 Encryption Part  

At First, an audio file (.WAV Format) is taken in Native  

 format (W). It is been stored in an array.  

Let the value of 1st location of array is 127. Now Encrypt 

this value using RSA algorithm using public key, Now, say  

the new value is 67 after encryption. Convert 67 in 16 bit 

Binary value.   

WCB= (0000000001000011)2  

Now, Take the Cover File as Audio then convert it to 

Native Format.It also been stored to another array. Let 

there, the value of 1st location of array is 123. Now convert 

it to 16 bit Binary Value  

CB = (0000000001111011)2 

 Subsequently calculate   Es = WCB   CB    

         0000000001000011 

  0000000001111011  
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         0000000000111000 

 

 So, Es  =   (0000000000111000)2 

Then Covert (0000000000111000)2 to (56)10. 

Afterward keep 127 in 1st location intact and 28 in the 2nd 

(i.e. consecutive) location. In this way I traversed all the 

native values of Secret Message from the array. Finally  

remodification of the cover file need to be done. If cover 

message is in ith location then encrypted message value will 

be kept in (i+1)th location. So if the size of secret message is  

n then the size of cover file must be of 2*n. 

Finally that Cover message will be sent as audio. 

 The above procedure is been described in the following 

figure (fig.1)  

 

 

Fig.1 (Encryption)  

 Decryption Part 

  At First ,the encrypted (.WAV) is taken from the Sender in 

Native format (W)  in an array. First location array value 

is 123 in the cover message, and in very next bit encrypted 

value is fetched as 56.Using both of these two values we 

can easily get the secret message. i.e. 

  CB = (0000000001111011) 

  Es = (0000000000111000) 

 

       0000000001111011 

⊕ 0000000000111000 

 

     0000000001000011 
 

WCB = (0000000001000011)2 

Convert it to the Decimal i.e. 67  

WC = 67(which is the encrypted value) 

Now, Decryption by Private key using RSA algorithm we 

can get the original secret message i.e. 127.  

The above procedure is been described in the following 

figure (fig.2) 

 

 

  

 

Fig.2 (Decryption) 
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3.2  Algorithm for Encryption  

3.3 Algorithm for Decryption 

INPUT:  Cover File (  C  ) with source Audio File. 

OUTPUT:   Source ( .WAV) Audio Signal. 

 

BEGIN 

1. For      i =1 to (2*Count)  do  

    SWCB         XOR(C[i] , Decimal(C[i+1])      

              16 bit      

    i=i+2 

go to step 1 

 

2. Convert SWCB to Decimal // SWCB is in 

Binary 

       SWCB                                Decimal(SWCB)                

                                              =  SWC      

3. Decrypt  the Cipher Signal (Swc) using RSA 

Algorithm    

            Enc (Wwc, PRK)            
RSA

                  W 

//W is the message Signal & PRK is the  Private 

Key of the Receiver. 

 

END 

 

4. CONCLUSION AND  FUTURE 

WORK 
As discussed earlier, security of information over the 

internet is becoming a major concern. In this paper two 

level of security is been introduced.RSA cryptosystem is 

very well known  Asymmetric key cryptosystem, it is used 

here for giving a shield to the information and the proposed 

method of steganography is used to hide the information in 

a way that for any unauthorized person it is hardly 

accessible.  

As a part of future work, it is recommended more secure 

encryption algorithms to be utilized for text encryption. 

Further, different steganographic techniques can also be 

used. This proposed algorithm can be modified also for 

giving more security to the secret message. Here the cover 

file size must be near twice of the secret file, so that thing 

should have some flexibility in the future work.   
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