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ABSTRACT

Wireless network broadcast the information with active node
variance. Data delivery over wireless network is one of the
key issues to be addressed. Many efficient data delivery
methods are widely used in different network environments as
they reduce the overhead traffic and delay. Hence they
improve the network lifetime. However, they lack effective
data delivery on different network environment and security.
In this paper, to perform effective data delivery on different
network environments, Routing Function Independent Data
Delivery (RFIDD) scheme is introduced. The RFIDD scheme
develops Observant Reasoning algorithms to identify
concession nodes (i.e.,) packet dropping nodes. The
Observant Reasoning (OR) algorithm provides suitable
solution to ensure data delivery with average running formula
in wireless network. OR-algorithm finds an optimal result in
the sense that it recognizes every packet dropping nodes
without introducing false negative rate. RFIDD Scheme also
combines the Adapted Key Management Routing (AKMR)
protocol to improve the security level while performing data
delivery on wireless network. AKMR performs the
encryption, authentication and decryption processes to attain
higher security ratio in RFIDD Scheme. The integration of
data delivery scheme with security measure is performed with
three orders of magnitude which dynamically adjusts security
level depending on the network state. In this paper, RFIDD
scheme is analyzed to assess the data delivery ratio and
packet dropping probability rate and compared to the state-of-
the-art methods. RFIDD was also implemented NS2 and
compared against Distributed Cache Invalidation Method and
Redundancy Management of Multipath Routing to assess its
performance experimentally. The security and average
response time are reported versus several variables, where
RFIDD showed to be superior when compared to the other
methods.
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1. INTRODUCTION

Caching data items in wireless network has received great
attention with the increase in the wireless devices.
Consequently there exist different methods addressed by
several research persons in the area of data delivery over
wireless networks. Distributed Cache Invalidation Method
(DCIM) [1] performed update rates at the data source but at
the cost of running average to estimate the inter update
interval. On the other hand, Redundancy Management of
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Multipath Routing (RMMR) [2] addressed average formula
using probability model. However RMMR failed to address
effective data delivery and security. Voting-based Distributed
Intrusion Detection (VDID) [3] algorithm was designed with
the objective of providing security during data forwarding.
Another Position-based Opportunistic Routing (POR) [4] was
designed with the purview of providing reliable data delivery.
Though data delivery and security was concentrated, the key
issue, the packet dropping rate was not focused. The RFIDD
scheme on the other hand, reduces the packet dropping rate
by applying observant reasoning algorithm.

The success of 3 generation wireless cellular networks
provides significance with respect to data rate, delay and error
rate. Offline and Online Optimization (OOO0) [5] algorithm
was designed to provide single user throughput. Dynamic
enroute filtering [6] scheme was designed with the objective
of improving the throughput in highly dynamic wireless
networks. An accurate stochastic steady state throughput was
designed in [7] aiming at not only improving the throughput
but also to reduce the significant error during data forwarding.
Another data dissemination method was introduced in [8]
using Dijkstra’s algorithm. However, the average response
time remained unaddressed in the above said methods. The
RFIDD scheme on the other hand reduces the average
response time by applying Adapted Key Management
protocol.

Improving data delivery in Delay Tolerant Networks has
received higher attention due to the short radio transmission
range. In [9], Cluster-based routing protocol was introduced
to achieve higher delivery ratio with lower overhead. In [10],
Correlation Aware QOS Routing algorithm was designed for
efficient delivery of visual information in wireless video
sensor networks. Though efficient data delivery was
addressed in the above methods, security remained unsolved.
In [11] with the objective of providing security, a novel
combination of group signature and ID-based encryption
model was introduced for route discovery. Another problem
faced in many wireless networks is the optimized relaying. In
[12], Geographic Transmission with Optimized Relaying was
introduced for addressing issues related to transmission.

Energy conservation and data delivery is the most significant
part in wireless sensor networks (WSNs). Decentralized
Fuzzy Clustering Protocol (DCFP) [13] was designed with
the objective of improving the network lifetime through
efficient data delivery. A novel Link Correlation-aware
Opportunistic Routing (LCOR) [14] scheme was introduced
to improve the rate of throughput. On the other hand, a
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probabilistic approach [15] was designed to improve the rate
of throughput by reducing the total traffic load using handoff
procedure. An analysis of throughput using cooperative
communication was provided in [16].

The importance of wireless networks with increased number
of sensor nodes cannot be overestimated. In [17], an anchor-
based public key caching was introduced to reduce the
average response time during source destination packet
forwarding. However, packet dropping rate remained
unaddressed. In [18], packet dropping rate was reduced
significantly based on the fault tolerance mechanism. In [19],
routing algorithm based on greedy method was designed with
the objective of improving the packet delivery ratio. Another
method to improve the bandwidth using traffic-aware data
scheduling algorithm was introduced in [20].

By integrating these data delivery schemes with the security
measure, a dynamic security model depending on the network
state is ensured in wireless networks.

In the rest of this paper, Section 2 elaborates the contributions
of the proposed scheme, Routing Function Independent Data
Delivery. Section 3 provides an analytical analysis of the
system, whereas Section 4 presents the discussion of
proposed and existing methods with respect to different
parameters. In this paper, a Routing Function Independent
Data Delivery (RFIDD) scheme is proposed to perform
effective data delivery on different network environments.
First, based on the Observant Reasoning algorithm, a data
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delivery with average running formula is proposed to improve
the data delivery ratio reduce the packet dropping probability
rate by correlated sensors. Then, an Adapted Key
Management Routing protocol is designed to improve the
security.

Experimental results are discussed to measure the
significance of proposed Routing Function Independent Data
Delivery (RFIDD) scheme. Section 5 finishes the paper with
concluding remarks.

2. PROPOSED ROUTING FUNCTION
INDEPENDENT DATA DELIVERY
(RFIDD) SCHEME

The RFIDD scheme has been designed to perform effective
data delivery on different network environments that support
a bidirectional communication between pairs of nodes. The
block diagram of Routing Function Independent Data
Delivery (RFIDD) scheme is shown in figure 1.

As shown in figure, the goal of RFIDD scheme is to identify
the concession nodes (i.e. packet dropping nodes) to provide
data delivery with average running formula. The second
design goal of proposed scheme is to apply Adapted Key
Management Routing protocol to perform encryption,
authentication and decryption techniques while performing
data delivery on wireless network aiming at improving the
security. The elaborate description of the design of RFIDD
scheme is provided in the following subsection.
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Figure 1 Block diagram of Routing Function Independent Data Delivery scheme

2.1 Observant Reasoning Algorithms

The first step in the design of the RFIDD scheme is to
develop an Observant Reasoning algorithm. The RFIDD
scheme develop Observant Reasoning algorithms to
identify concession nodes (i.e.,) packet dropping nodes.

Figure 2 shows the structure of packet dropping.
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Figure 2 Structure of Packet Dropping
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As shown in the figure, let us consider a source node ‘SN’,
and a destination node ‘DN’ with three intermediate nodes
‘Ny’, Ny’ and ‘N3’ respectively. Here the source node
sends the data packets continuously to the destination
nodes through the intermediate nodes.

Let us further assume that the source node is aware of the
route path through which the data packets has to be flow.
The intermediate node ‘N;’ sends the packet to ‘N,’
whereas packet dropping is said to occur at the
intermediate node ‘N,’. In order to avoid packet dropping
the Observant Reasoning (OR) algorithm in RFIDD
scheme provides suitable solution to ensure data delivery
with average running formula in wireless network. By
applying OR algorithm, packet dropping nodes are
identified.

In order to construct OR algorithm, a directed graph
‘G = (V,E)’ is designed. Here ‘G’ symbolizes the directed
graph, ‘V’ represents the set of vertices that denotes the
sensor nodes ‘Ny, N, ...,N,,” whereas ‘E’ symbolizes the
set of edges within the radius ‘R’ and is formulated as
given below.

G = (V,E),WhereV = Nj,N,, ..., N, 1)

An edge ‘N;,N, € E’ if and only if ‘N;’ is the neighbor
of ‘N, and vice versa. The packet dropping nodes in the
network using observant model is formulated as given
below.

PD = (t, Nl,Nz) (2)

From (2), the packet dropping is symbolized by ‘PD’,
indicating that the sensor node ‘N;” observes an abnormal
activity (i.e. packet drop) of sensor node ‘N, at time ‘t’.
Therefore, the packet information during each transmission
includes the following, the source node ‘SN, the
destination node ‘DN’, number of data packets ‘DP,’ and
route path ‘Route,,’. The structure of packet information is
provided in figure.
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Input: sensor nodes ‘N; = Ny, N, ..., N,,’,
directed graph ‘G = (V, E)’, threshold ‘§°,
Number of data packets ‘DB,’

Output: Reduced packet drop with improved packet
delivery rate

Step 1: Begin

Step 2: For each sensor nodes ‘N;’ in directed graph ‘G’
Step 3:  Let Neigh; be the number of neighbors of °N;’
Step 4: If‘DB,’ > 6’

Step 5: Occurrence of concession nodes

Step 6: Measure packet dropping nodes using (2)
Step 7: End if

Step 8: If ‘DB’ <&’

Step 9: Normal flow of data packets

Step 10: End if

Step 11:  End for

Step 12: End

Source Destination

ode ‘SN’ node ‘DN’ ‘Route,’ packets ‘DP,’

Route path | Number of data

Figure 3 Structure of packet information

From the above figure, the number of data packets defined
plays a key role in identifying the packet dropping nodes.
If all sensor nodes in wireless network are concession, then
the base station cannot identify which sensor nodes are
concession based on observant reasoning. Therefore, OR
algorithm in RFIDD scheme introduced a threshold ‘8’ so
that the concession sensor nodes does not exceed the
threshold ‘6°. Figure 4 shows the Observant Reasoning
algorithm.

Figure 4 Observant Reasoning algorithm

As shown in the figure, the OR-algorithm identifies the
concession nodes in wireless network. With the objective
of reducing the packet drop rate and ultimately improving
the packet delivery ratio, to start with, a threshold for
concession nodes is derived. Then, for each sensor nodes
in the directed graph, the number of data packets is
checked with the threshold to measure the number of
concession nodes. Followed by this, the concession nodes
are identified by average running formula through
neighbor nodes. As a result, OR-algorithm finds an
optimal result in the sense that it recognizes every packet
dropping nodes without introducing false negative rate.

2.2. Adapted Key Management Routing

(AKMR) protocol

The second step in the design of the RFIDD scheme is the
construction of Adapted Key Management Routing
protocol. The RFIDD scheme combines the Adapted Key
Management Routing (AKMR) protocol to improve the
security level while performing data delivery on wireless
network. AKMR performs the encryption, authentication
and decryption processes to attain higher security ratio in
RFIDD Scheme.

In order to perform encryption, a Pair Key (PK) is
established between the neighbor sensor nodes. Next,
authentication is performed with the aid of Transmission
Key (TK) to secure the data packets sent by a sensor node
to its neighboring nodes.

Finally, Sensor Node Base Key (SNBK) is established to
perform secure communication between the sensor node
and the base station. As a result, only with the help of SNB
key, decryption is performed.
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Figure 5 Block diagram of Adapted Key Management Routing protocol

Therefore, two phases are involved in the design of
AKMR protocol, neighbor discovery phase and secure
communication phase. Figure 5 shows the block diagram
of Adapted Key Management Routing protocol.

As shown in the figure, during the neighbor discovery
phase, the source (i.e. sensor) node broadcasts an ID to the
sensor nodes that lie within the radius ‘R’. Every sensor
node (i.e. intermediate node) receiving the ID responds to
it by sending an ID. In this way the source node identifies
the neighboring senor nodes within the radius ‘R’ and
neighbor discovery phase gets accomplished.

Once the neighbor discovery phase is completed, the
Sensor Node Base (SNB) key and Pair Key (PK) are
identified. The SNBK, PK and TK are mathematically
formulated as given below.

SNBK; = f(SN||i||BS [IDN |IMK) ®)
PK;; = f(SN||min(i, j)|| max(j, D)|| DN|| MK) (4)
Q)

From (3), (4) and (5), ‘||’ symbolizes the concatenation
function, ‘f” symbolizes the function to obtain the sensor
node base key ‘SNB;’with a base station ‘BS’. ‘MK” is the
master key that is distributed to all the sensor nodes in
wireless network. The neighbor sensor nodes (i.e.
intermediate nodes) are established based on the min max
function. Finally, the transmission key is generated to
secure the data packets sent by a node ‘SN’ to the destined
node ‘DN’ respectively. Figure 6 shows the Key
Management Routing algorithm.

TK = f(SN ||i ||DN||MK)

Input: sensor nodes ‘N; = Ny, N,, ..., N,,’,
directed graph ‘G = (V,E)’, threshold ‘4°,
Number of data packets ‘DB,’,

Master Key ‘MK”’,Source Node ‘SN’,
Destination Node ‘DN’, Base Station ‘BS’

Output: Improved security with minimum response

ne

Step 1: Begin

k)

Step 2: For each sensor nodes ‘N;’ in directed graph
Step 3:  Obtain the Master Key ‘MK’

Step 4:  Evaluate Sensor Node Base Key using (3)
Step 5:  Evaluate Pair Key using (4)

Step 6:  Evaluate Transmission Key using (5)

Step 7:  End for

Step 8: End

Figure 6 Key Management Routing algorithm

As shown in the figure, to improve the security during data
delivery on wireless network, the Key Management
Routing algorithm is designed. The Key Management
Routing algorithm performs encryption, authentication and
decryption to attain higher rate of security in RFIDD
scheme. Finally, the integration of data delivery scheme
with security measure with three orders of magnitude (i.e.
Sensor Node Base Key, Pair Key and Transmission Key)
dynamically adjusts security level depending on the
network state.

3. EXPERIMENTAL SETTINGS

In this section, the numerical data obtained as a result of
applying RFIDD scheme is presented. Table 1 lists the set
of input parameter and evaluates performance of RFIDD
scheme via simulation. For example WSN consists of 70
sensor nodes deployed in a square area of A% (1200 m *
1200 m) placed in a random manner in the wireless sensor
network that generates traffic for every 10 m/s.

The nodes are distributed in an area using Random Way
point model for simulation, whereas the link layer provides
the link between two sensor nodes and the design of link is
multi direction. The radio ranges are dynamically adjusted
between 5m and 30m to maintain network connectivity.
The base station collects the data packets of range 9 — 63
and forwards the data packets to the base station with each
data packet size differing from 100 KB to 512 KB. The
simulation time varies from 500 simulation seconds to
1500 simulation seconds.
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Table 1 Simulation Parameters

Parameters Values
Network area 1200 m * 1200 m
Number of nodes 10,20,30,40,50,60,70
Number of data packets 9, 18, 27, 36,
i.e., number of data block 45, 54, 63
Size of data block 100 -512 KB
(i.e., packet)
Range of communication 30m
Speed of node 0-10m/s
Simulation time 1500 s
Number of runs 7

4. DISCUSSION

In this section, the result analysis of RFIDD scheme is
made and compared with two existing methods, such as
Distributed Cache Invalidation Method (DCIM) [1] and
Redundancy Management of Multipath Routing (RMMR)
[2] in WSN. To evaluate the efficiency of RFIDD scheme,
the following metrics like data delivery ratio, packet
dropping probability rate, data delivery security, average
response time in Wireless Sensor Network is measured.

4.1 Impact of data delivery ratio

Data delivery ratio is the ratio of successfully received data
packets by the base station to the total packets being sent
from the source sensor nodes. The mathematical
formulation of data delivery ratio is as given below.

DDR = 2
DP.

s

* 100 (6)

From (6), the data delivery ratio ‘DDR’ is measured using
the data packets received ‘DP.’ to the data packets sent
‘DP;’. It is measured in terms of percentage (%). Higher
the data delivery ratio, more efficient the method is said to
be. The values obtained through (6) is tabulated for
different data packets using the proposed RFIDD scheme
and compared elaborately with the existing two works
namely DCIM [1] and RMMP [2] respectively.

Table 2 Tabulation for data delivery ratio

Data packets Data delivery ratio (%)
(KB) RFIDD DCIM RMMP
9 74.39 64.19 53.17
18 78.73 66.70 55.65
27 80.23 68.20 59.15
36 75.31 63.28 54.23
45 78.16 66.13 57.08
54 81.32 69.29 60.24
63 84.98 72.95 63.90
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Figure 7 Measure of data delivery ratio

Figure 7 depicts data delivery ratio of three methods
RFIDD, DCIM [1] and RMMP [2]. It is found that the data
delivery ratio using RFIDD scheme is increases as the data
packets increases, though not found to be linear. When the
data packets are high, more nodes are available for data
forwarding and this increase the data delivery ratio. On the
other hand, the non-linearity observed in the graph is
because of the different data packets are sent through
various sensor nodes and each sensor nodes has its own
data delivery rate. The proposed RFIDD scheme has
maintained constant data delivery ratio throughout the
simulation scenarios because it uses Observant Reasoning
algorithm to identify concession nodes (i.e.,) packet
dropping nodes. As a result, the concession nodes are
identified by average running formula through neighbor
nodes that results in the improvement in data delivery ratio
using RFIDD scheme by 14.90% compared to DCIM and
27.11% compared to RMMP.

4.2 Impact of packet dropping
probability rate

Packet dropping probability rate is the ratio of number of
packets dropped by the intermediate sensor nodes to the
total packets being sent from the source sensor nodes. The
mathematical formulation of packet dropping probability
rate is as given below.

PDPR =

No.of packets dropped

o7, * 100 )
From (7), the packet dropping probability rate ‘PDPR’ is
measured on the basis of data packets sent by the source
sensor nodes ‘DP;’. It is measured in terms of percentage
(%). Lower the packet dropping probability rate more
effective the method is said to be.

Table 3 Tabulation for packet dropping probability

rate
Data packets | Packet dropping probability rate (%)
(KB) RFIDD DCIM RMMP
9 71.35 78.92 84.16
18 63.27 70.47 76.51
27 66.14 73.34 79.38
36 69.16 76.36 82.40
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45 72.37 79.57 85.61 Table 4 Tabulation for data delivery security
54 75.14 82.34 88.38 Data packet size Data delivery security (pps)
KB
63 68.32 7452 80.56 (KB) RFIDD DCl | RM
M MP
50 42 37 31
In the experimental setup, the number of data packets
ranges from 9 to 63. The results of seven simulation runs 100 88 5 68
conducted to measure the packet dropping probability rate 150 127 104 | 88
are listed in table 3. The packet dropping probability rate 200 184 168 154
obtained using our scheme RFIDD offer comparable 250 235 211 205
values than the state-of-the-art methods.
300 273 249 | 241
350 342 325 | 314
_ 100
o 80 . - .
o2 In table 4, data delivery security is compared for different
5 g 60 sizes of data packets at the base station in WSN. The
S 40 ——RFIDD experiments were conducted using seven data packets with
S é‘ 20 —B—-DCIM an average size of 350 KB and the data delivery security is
3 0 measured in terms of packets per second (PPS).
S RMMP
S 5 9 27 45 63
S
S 400
Data Packets (KB) S
= 2 300
8 =—RFIDD
: . - = > 200
Figure 8 Measure of packet dropping probability rate 8 £ 100 —@-DCIM
©
As shown in the figure 8, the packet dropping probability b= § RMMP
rate of three different schemes RFIDD, DCIM and RMMP [ 0
are analyzed. The packet dropping probability rate is the LESIEIRER
ratio of number of packets dropped to the packets sent. It AN ANO®
shows that using RFIDD scheme, when the number of data Data packet size (KB)

packets increases, the packet dropping probability rate first
rises (9 data packets), then drops (18 data packets) and
again rises (54 data packets). But using DCIM [1] and
RMMP [2], comparatively increases packet dropping
probability rate than that of the RFIDD scheme. This is
because of the application of Observant Reasoning
algorithm, optimal result is identified that it recognizes
every packet dropping nodes in a significant manner. So
that, compared to existing DCIM [1] and RMMP [2],
RFIDD scheme reduces the packet dropping probability
rate by 10.27% and 18.83%. This result shows that RFIDD
scheme has the ability to sustain more number of data
packets even for large node densities.

4.3 Impact of Security

Security with respect to data being collected is measured
on the basis of data packets received at the base station in
WSN. Therefore, security is the difference between the
total packets sent to the packets not received at the base
station.

S(DC) = DP, — DP,, (®)

From (8), ‘DP;’ refers to the data packets (i.e. size) sent
and ‘DP,,’ refers to the data packets not received (i.e. size)
at the base station in WSN. It is measured in terms of
packets per second (p/s).

Figure 9 Measure of data delivery security

Figure 9 depicts the data delivery security with respect to
several data packet sizes in the range of 50KB to 350KB.
From the results shown in the figure, it is observed that the
data delivery security is comparatively higher over the
other methods. When compared to existing DCIM [1] and
RMPP [2], the data delivery security of RFIDD scheme
increases by 11.06% and 18.37%. Such experiments
demonstrate that the data delivery security of RFIDD
scheme is stable and has little impact with the increase in
the size of data packet. This is because of the application
of Adapted Key Management Routing (AKMR) protocol
that performs the encryption, authentication and decryption
process separately to attain higher security ratio on RFIDD
scheme.

4.4 Impact of Average response time

The average response time in milliseconds (ms) is
calculated as time taken to measure the average response,
the product of number of nodes and the time taken to send
the data packets from the source node to destination node.
It is represented as follws,

RT = Number of nodes * Time (DPsy_pn) 9)

Where number of nodes is the nodes processed by the
system, ‘DPsy_py” is the time for data packets to be sent
from the source node ‘SN’ to the destination node ‘DN’
respectively.
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Table 5 Tabulation for average response time

Number of Average response time (ms)
nodes RFIDD DCI | RM
M MP
10 105 118 | 123
20 18.3 206 | 218
30 24.7 269 | 279
40 20.1 224 | 236
50 239 252 | 264
60 225 248 | 253
70 29.3 316 | 326

Table 5 shows the average response time with respect to
70 sensor nodes with a moving speed of 25 m/s. To better
perceive the efficacy of the proposed RFID scheme,
substantial experimental results are illustrated in Figure 10
and compared against the existing DCIM [1] and RMMP
[2] respectively.

Figure 10 shows the impact of average response time with
respect to varying sensor nodes in the range of 10 to 70
and the average response time using three methods differs
according to the size of sensor nodes. The results reported
above confirm that with the increase in the number of
sensor nodes being sent to the base station, the average
response time also increases. From figure 8, the average
response time using three methods differs according to the
size of sensor nodes.

40

£

=1 30 )

@ y [

S 20 /

2% ——RFIDD
°E 10 ¢ —=—DCIM
(@]

S 0 RMMP
>

<

102030405060 70

Number of nodes

Figure 10 Measure of average response time

As illustrated in Figure, the proposed RFIDD scheme
performs relatively well when compared to two other
methods DCIM [1] and RMMP [2]. This is because of the
application of three different keys, Pair Key, Sensor Node
Base Key and Transmission Key that that perform secure
communication between the source sensor and destination
node in WSN. As a result, authentication is performed that
in turn reduces the average response time of RFIDD
scheme by 9.83% compared to DCIM and 14.40%
compared to RMMP.

5. CONCLUSION

In this paper, by following the proposed effective data
delivery on different network environments, a Routing
Function Independent Data Delivery (RFIDD) Scheme is
presented to improve the data delivery ratio and thus
reduce the packet dropping probability rate in wireless
sensor networks. An Observant Reasoning algorithm is
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proposed, which takes the advantage of identifying the
concession nodes (i.e. packet dropping nodes) over
wireless network into account. Next, by applying Adapted
Key Management Routing (AKMR) protocol, the security
while performing data delivery on wireless network is
improved significantly. The correctness and complexity of
the proposed scheme is shown and its performance is
evaluated analytically. Simulations were conducted to
measure the performance of RFIDD scheme and the
performance is evaluated in terms of different metrics to
perform data delivery at the base station in WSN that
include data delivery ratio, packet dropping probability
rate, average response time and security. The results show
that RFIDD scheme offers better performance with an
improvement of security by 14.71% and reducing the
average response time by 12.11% compared to DCIM and
RMMP respectively. The future scope of this proposed
work will concentrate on implementing novel algorithm to
improve data delivery ratio.
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