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ABSTRACT

Video watermarking is the process of embedding watermark
in a video. Watermark in a video is embedding by extracting a
frame from it and then applying certain techniques. Earlier the
conventional techniques of video watermarking like transform
domain were used. All the existing transformation techniques
have various disadvantage like less robust to additive noise,
localization was comparatively poor, not a good quality, less
security, higher computation cost, higher frequency rate etc.
The need of proposing new technique for video watermarking
is to improve the quality and security of watermarked video.
In the proposed scheme, lab color space conversion is used.
To overcome the disadvantages of the conventional
techniques and the security of the system and data
compression needs to be improved, PSNR and SSIM should
be increased using new technique and the BER should be
decreased using this techniques. This proposed technique is
considered to be better and the efficient than the traditional
techniques of watermarking.
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1. INTRODUCTION

Digital data are break down across high speed networks like
the internet and World Wide Web. This data is simplicity
accessible for sharing. The ease of reproduction and
manipulation of digital documents creates problems for
authorized parties that wish to prevent illegal use of such
document [1]. Digital watermarking has appeared as a new
area of research in an essay to prevent illegal copying and
duplication. Digital watermarking is used to secrete the
information or data inside a signal, which cannot be simply
extracted by the third party. Digital watermarking types are:
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1.1 Text Watermarking

In the text watermarking, watermark is used as a watermark
text image. It can be no visible or visible. It can be applied in
the design and background of perspective of the images [18].

1.2 Audio Watermarking
In audio watermarking, additional signal is inserted or
embedded as a watermark into the audio signal [18].

1.3 Image Watermarking

In the image watermarking, watermark is inserted or
embedded none visibly in the host image so that watermark
can be extracted later for the evidence of rightful ownership
[18].

1.4 Video Watermarking

Video watermarking is distinct from image watermarking,
because another data are available here that allows
information to be more redundantly and reliably inserted.
Digital video is a collection of consecutive still images. Video
watermarking approaches can be classified into two main
parts based on the method of hiding watermark bits in the host
video [3]. The video watermarking two parts are: one in
which inserting and detection of watermark are performed by
just manipulating the pixel intensity values of the video frame.
Second alter spatial pixel values of the host video according to
a pre-determined transform and are more robust than spatial
domain techniques since they separate the watermark in the
spatial domain of the video frame making it difficult to delete
the watermark through malicious attacks like cropping,
rotations and geometrical attacks [4]. Existing video
watermarking techniques are divided into different parts as
shown in Fig.
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Fig2: Video Watermarking Techniques [4].

1.4.1 Frequency Domain Watermarking-

Most of watermarking techniques the watermark will be
embedded or inserted into the frequency domain instead of the
spatial domain for the robustness of the watermarking
performance. Discrete Cosine Transformation (DCT),
Discrete Fourier Transformation (DFT) and Discrete Wavelet
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Transformation (DWT) are the three important types of data
transformation in this area [5].

1.4.2 Spatial Domain Watermarking

The spatial domain watermarking techniques inserted the
watermark by change the pixel values of the host image/video
directly. Watermarking in spatial domain determine as a
simplex and low complexity process and usually is
completed in the Iluminance component and color
component. Different watermarking processes in the spatial
domain are, least significant bit modification (LSB),
Correlation based techniques [6].

1.5 Video Watermarking Using Lab

Color Space

Lab color space is a 3-axis color system with attribute or
dimensions L for lightness and a and b for the color attributes
or dimensions. Working with the Lab color space related all
of colors in the spectrum, as well as colors outside of human
seeing. The Lab color space is the most exact means of
defining color and is device independent. This correct and
portability makes it eligible in a number of different industries
such as printing, automotive, and plastics. Although the Lab
color space is the most correct projection of color, it is not the
most commonly used. Lab color is usually converted to less
exact color spaces, such as RGB and CYMK, because
computer monitors and printers use either three or four colors
to define images. One of the most important dimension of the
L*a*b*-model is device independence. This means that the
colors are represented independent of their nature of creation
or the device they are displayed on. The lightness, L*, define
the darkest black at L* = 0, and the brightest white at L* =
100. The color channels, a* and b*, will define true neutral
gray values at a* = 0 and b* =0 [7].

Load the video from the aiven data set

|

Extraction of the frames from the video.

l

Apply LAB Space conversion

l

Embedding of watermarked image into the
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2. METHODOLOGY

The proposed methodology is divided into two sections. One
is the embedding of the data into the video and other section is
the extraction of data from the video.

2.1 Methodology of the Data Embedding

Process
Stepl: Initially the video is loaded from the given set of
video. In this video the data is hide that is send to the receiver.

Step2: After selection of the video, next step is to extract the
frames of the video. These frames are extracted in order to
hide information.

Step3: Next step after the extraction of frames is the
conversion of the extracted frames into Lab color space.

Step4: A watermarked image is loaded that is hided in the
video, after the selection of the watermarked image. An
encryption key is entering for encryption of data. By using
this watermarked image will be encrypted and security of the
watermarked is increased.

Step5: In this step the watermarked image is hided in the
extracted frame of the video by using data hiding process.

Step6: After this the lab color space image is converted into
RGB, the image is converted into RGB format and after that it
is send and the video is reconstructed and is send to the
receiver.

Step7: Finally the calculations of the performance parameters
are done. These parameters will describe the efficiency of the
system.

Selection of watermark image

!

Enter the encryption key

l

Watermarked image encryption

A

frames of video

l

Conversion lab space into RGB

l

Reconstruction of video

l

Calculation of performance parameters

Fig3: Data Embedding.
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2.2 Methodology of the Data Extracting

Process
Stepl: For the extraction of the data the encrypted video is
loaded in which the data is hiding by the sender.

Step2: After selection of the video, next step is to extract the
frames of the video. These frames are extracted contain the
hidden information.

Step3: Next step after the extraction of frames is the
conversion of the extracted frames into lab color space.

Load the encrypted video

N
Extraction of frames from the
video

A 4
Convert the frames into Lab space
format
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Step4: On other side the data encrypted video is selected and
the extraction of the frame is done, that are further converted
into the Lab color space.

Step5: In this step the data extraction is done. By doing the
frames in which the information is hided are obtained.

Step6: Finally the watermark image is recovered that was
send by the user.

Selection of the encrypted video

\ 4
Extraction of the frame is done

\4
Further conversion is done

A 4

Data extraction process

A

Final decoded image

Fig4: Data Extraction

3 IMPLEMENTATION

The proposed work is divided into two sections. One is the
embedding of the data into the video and other section is the
extraction of data from the video.

3.2 Data Embedding Process
Stepl: Initially the video is loaded from the given set of
video. In this video the data is hide that is send to the receiver.
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Fig5: Select a Video to Process

Step2: After selection of the video, next step is to extract the
frames of the video. These frames are extracted in order to
hide information.
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Fig6: Extracted Frames

Step3: Next step after the extraction of frames is the
conversion of the extracted frames into Lab color space. It
will describe a video watermarking technique which is based
spatial domain, such as lab color space. In this section,
introduce the transformation of video watermarking
technique.

RGB to LAB Conversion: Compost images in MATLAB
from RGB to LAB color space. The RGB color space lies of
all possible colors that can be made by the mixture of red,
green, and blue light. It's a democratic model in photography,
television, and computer graphics. RGB2Lab takes red, green,
and blue array matrix, or a single M x N x 3 image, and move
an image in the LAB color space. RGB values can be lies
between 0 and 1 or between 0 and 255. Values for L are lies
in range [0,100] while a and b are about in the range [-
110,110].

Syntax

[L, a, b] = RGB2Lab(R, G, B)
[L, a, b] = RGB2Lab(I1)
12 = RGB2Lab(R, G, B)

12 = RGB2Lab(I1)

Step4: A watermarked image is loaded that is hided in the
video, after the selection of the watermarked image. An
encryption key is entering for encryption of data. By using
this watermarked image will be encrypted and security of the
watermarked is increased.

Fig7: Selected Watermark Image

Step5: In this step the watermarked image is hided in the
extracted frame of the video by using data hiding process.
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Fig8: Embedded Watermarked Images

Step6: After this the lab color space image is converted into
RGB, the image is converted into RGB format and after that it
is send and the video is reconstructed and is send to the
receiver.

LAB to RGB Conversion: Compost LAB images in
MATLAB to RGB. L*ab is defined by lightness and the
color-opponent attributes a and b, which are depends on the
compressed Xyz color space coordinates. Lab is expressly
notable for its use in delta-e calculations. RGB values may be
belonging in the range from 0 to 255 or from 0 to 1. LAB
values range as follows: L values lies between 0 and 100, and
a and b values lie between -110 and 110. Output from
Lab2RGB is given between 0 and 1. The input and output can
be 3 different matrices.

Syntax

[R, G, B] = Lab2RGB (L, a, b)
[R, G, B] = Lab2RGB(I1)

12 = Lab2RGB(L, a, b)

12 = Lab2RGB(I1)
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Fig9: Encoding Watermark Image

Step7: Finally the calculations of the performance parameters
are done. These parameters will describe the efficiency of the
system.

3.3 Data Extracting Process
Stepl: For the extraction of the data the encrypted video is
loaded in which the data is hiding by the sender.
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Fig10: Encrypted Video is loaded.

Step2: After selection of the video, next step is to extract the
frames of the video. These frames are extracted contain the
hidden information.
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Figll: Extracted Frame

Step3: Next step after the extraction of frames is the
conversion of the extracted frames into lab color space.

Step4: On other side the encrypted video is selected and the
extraction of the frame is done, that are further converted into
the Lab color space.
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Figl2: Encrypted Video.

Step5: In this step the data extraction is done. By doing the
frames in which the information is hided are obtained.
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Fig13: Watermark Extracted Images.

Step6: Finally the watermark image is recovered that was

send by the user.
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Figl4: Recovered Image

3.4 Performance Analysis
Video watermarking quality evaluation parameters are as
follows:

To evaluate the performance of the proposed scheme, we used
video with AVI format. This video has least 100 frames which
are available. Video watermarking used for evaluation of the
proposed scheme. The proposed scheme is assess from the
watermark imperceptibility and robustness points of view.
After selection of the video, is to extract the frames of the
video. These frames are extracted contain the hidden
information. Video frames are:
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Fig15: Img100. Figl6: Imgl01.

Figl7: Imgl02. Fig18: Img103.

Fig19: Img104.

Four kinds of parameters are defined as follows:

1) Mean Square Error: The Mean Square Error
(MSE) is the error metrics used to analyze image
compression quality. The MSE express the
cumulative squared error between the compressed
and the original image.

D = abs (double (imge new)-double (imge org)) 2
MSE = sum (D (:)) /numel (imge new)

Tablel: The Results of the Statistical MSE Parameter

Frames Proposed MSE
Figd.1 0.5417
Figd.2 0.5446
Fig4.3 0.5475
Fig4.4 0.5525
Fig4.5 0.5578
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Fig20: Mean Square Error

The above graph shows that the Mean Square Error (MSE)
parameter calculated because the value of MSE is used for the
calculation in PSNR.

2) PSNR: Peak Signal to Noise Ratio: The Peak Signal to
Noise Ratio (PSNR) is the error metrics used to analyze
image compression quality. Whereas PSNR define a
measure of the peak error.

PSNR= 10*l0g10 (Q*Q/MSE)

Table2: Compare the Results of the Old and
ProposedPSNR Parameter

Frames Old PSNR Proposed
PSNR

Figd.1 33.5200 50.8269

Fig4.2 33.6600 50.8038

Fig4.3 33.0400 50.7810

Fig4.4 33.6100 50.7417

Figd.5 33.0400 50.7004

"- Figure 12 lilﬂlg.‘
File Edit View Insert Tools Desktop Window Help L
DSHS |k RRAUBRL- 20 D
Video Peak Signal To MNoise Ratio
52 T T T T T
................ S

s0f

48 1

46 1
M 1
T ol :
2.0 |

38| 1

361 4

for SO e e ]

321 1I5 é 215 é 3‘5 t‘t 4I5 5

Frame Number

Fig21: Video Peak Signal to Noise Ratio.
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In this graph define the Peak Signal to Noise Ratio (PSNR)
parameter values are compared with old values. In this graph
show the less peak error and less noise ratio.

3) SSIM: Structural Similarity Index: The SSIM is a
method for indicate the perceived quality of digital
television and cinematic images, as well as other kinds of
digital images and videos.

SSIM = ((2*mul_mu2 + C1) *(2*sigmal2 + C2)) /((mul_sq
+mu2_sq + C1) *(sigmal_sq + sigma2_sq + C2))

Table3: Compare the Results of the Old and Proposed
SSIM Parameter

Frames Old SSIM Proposed
SSIM
Fig4.1 0.8400 0.9991
Fig4.2 0.8450 0.9991
Fig4.3 0.8190 0.9991
Figd.4 0.8450 0.9991
Fig4.5 0.8190 0.9990
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Fig22: Structural Similarity Index.

In this graph increase the Structural Similarity Index (SSIM)
parameter values as compared to old values. Then also
provide a good quality of the watermark image.

4) BER: Bit Error Rate: BER is a key parameter that
is used in evaluates systems that transmit digital
data from one location to another. The rate at which
errors occur in the sending of digital data. BER is
used to quantify a channel pack data by counting the
rate of errors in a data string.

Table4: Compare the Results of the Old and Proposed
BER Parameter

Frames Old BER Proposed BER
Fig4.1 0.0080 0.0020
Figd.2 0.0070 0.0020
Fig4.3 0.0080 0.0020
Figd.4 0.0090 0.0020
Figd.5 0.0060 0.0020

International Journal of Computer Applications (0975 — 8887)
Volume 146 — No.5, July 2016

Figure 13 = | B i)
File Edit View Inset Tools Desktop Window Help
DS | kA0 RL- |2 0E) D
x10° Video Bit Error Rate
T T T T L——— T
---g-- 0l
8. @ ----- Proposed ||
- g 4
61 4
& st -
4+ 4
3F 4
Do s s o -4
1 1 1 1 1 1 1 1
1 15 2 25 5 35 4 45 5
Frame Number

£

Fig23: Video Bit Error Rate.

In this graph describes the old and proposed Bit Error Rate
(BER) parameter values. It will decrease the BER parameter
values as compared to old values.

4 CONCLUSIONS

Watermarking is a technique of embedding image or data in
an image, video or audio for securing the data that is hidden
or for authentication purposes. Traditional algorithm may
have been proposed for the video watermarking but the results
achieved were not efficient. So in this proposed method for
increasing the security of the watermark, PSNR and SSIM
should be increased using new technique and the BER should
be decreased using proposed techniques, the encryption of the
watermark is done before embedding it into the video and the
frames of the video are converted into lab color space format
before the data is hided. The experimental results show fairly
good watermark imperceptibility since the obtained PSNR
values are near to 50 db and the SSIM is close up to 1, the
BERs of the proposed scheme are smaller than 0.002. From
results it is concluded that this method better than the
traditional method of watermarking as the security of the
watermark is increased.

5 FUTURE WORK

For the results obtained it is analyzed that the proposed
technique is better than the traditional techniques. The security
of the watermarked is increased by encrypting the data before
embedding into video. In future this work can be further
enhanced by increasing the security of the watermarking
process so that it is not access by any unauthorized user. Also
various other data hiding technique can be used for embedding
the data into the video.
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