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ABSTRACT

Since the beginning of the IEEE 802.11 technology its
channel access in ISM bands was governed by simple rules to
ensure fairness and co-existence: such as upper ceiling on
maximum transmitted power, moderate out-of-band emission
masks and requirement for tolerance to interference. However,
over time these rules became outdated and no longer well
suited for current capabilities of devices operating in ISM
bands. In this paper we propose a new channel access model
for IEEE 802.11 and other devices using unlicensed ISM
bands at 2.4 GHz and 5 GHz based on Game Theoretic
principles and Cognitive Radio features. It is shown that the
proposed channel access method can significantly improve the
efficiency of spectrum usage, as well as the quality of service
that is experienced by users of ISM bands. Moreover, it would
allow abolishing constraint on maximum transmission power
and making unnecessary the use of CSMA/CA protocol by
replacing it by more advanced Multi-Polling with Game
Theory (GT) based protocol.
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1. INTRODUCTION

The early steps taken by authorities to open 2.4 GHz and 5
GHz for unlicensed usage has made a worldwide impact to
today’s wireless devices growth, both in commercial and
home premises. In recent years, even higher usage of IEEE
802.11 (Wi-Fi) based devices could have been noticed. As
customers’ demands are still growing, there are many
improvements being introduced of a more advanced version
of IEEE 802.11 protocols. However, not much hope was left
there for more relaxed transmit power rules or the MAC layer
updates, which were still kept the same from the early days
and are not up-to-date with current usage trends.

Since the very first days of IEEE 802.11, its operation was
based on two key mechanisms for accessing radio channel,
namely the DCF (Distributed Coordination Function) and
PCF (Point Coordination Function). The DCF mechanism is
the only one that has been certified by the Wi-Fi alliance and
as of today, it is the access mode of choice implemented in all
the Wi-Fi compatible devices. Currently most of the devices
rely on IEEE 802.11e and Enhanced Distributed Channel
Access (EDCA) mechanism, which additionally adds Quality
of Service Support (QoS) for Wi-Fi systems. DCF or EDCA
works by employing mechanism called Carrier Sensing
Multiple Access/Collision Avoidance (CSMAJ/CA). The
essence of CSMA/CA is that Wi-Fi transceiver senses the
channel before transmitting a packet, and if upon transmission
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it detects that collision did occur (i.e. when two transceivers
tried transmitting at the same time), transceiver waits for some
time before trying to re-send the packet. This simple
mechanism allows fully decentralized and uncoordinated
operation of transceivers and therefore was favored by the
manufacturers.  However, this mechanism exhibits poor
performance in highly interfered environments, especially in
high density of wireless devices where CSMAJ/CA decreases
the overall performance. Over the time that the Wi-Fi standard
has been in place, many attempts have been made to improve
the CSMAJ/CA protocol in a variety of ways [4, 5]. However,
these changes, such as implementing RTS/CTS “handshake”
mechanism, do not offer complete solutions [6, 7], whilst
proprietary changes to the protocols (outside the IEEE 802.11
standard) can further deteriorate performance [8].
Performance gains are highly dependent on the radio
environment and operating in congested environments causes
considerable throughput degradation [9]. The latest thinking
of Wi-Fi industry may be visible in 802.11ac as the most
recent standard in the IEEE 802.11 family. It has introduced
some important improvements to the RTS/CTS mechanism
[10] and signal detection threshold [11], but still retained the
same dated paradigm of radio channel access.

Set against this background, this paper proposes taking more
drastic step towards improving CSMA/CA channel access
mechanism. This paper shows that Wi-Fi devices could
achieve higher aggregate throughputs, increase the range and
quality of the link by allowing the channel access to be
governed by Game Theoretic (GT) models. By following a set
of simple game rules the quasi-cognitive devices should be
perfectly capable of choosing most appropriate transmit
power and effecting the packet transmission while seeking the
optimum compromise between link range/quality, ambient
interference level and its own energy consumption.

The rest of this paper is structured as follows. Section 2
describes the proposed GT-based solution, backed by
feasibility analysis and simulations. Section 3 describes the
results of practical tests, followed by TCP optimization
possibilities in Section 4. Section 5 provides conclusions and
ideas for future research.

2. THE CONCEPT OF POWER
ALLOCATION MODEL

In order to deal with power allocation between devices, game
theory approach was selected, which is more suited to control
the stochastic environment in ISM band. The proposed
framework is used to control the power between connected
clients or synchronized Access Points (AP). In proposed
framework it is assumed that Access Points are considered as
a main entity and transmission power is not limited and is set



statically or depending on the farthest station’s signal level
requirements. The framework controls power allocation
between active stations in order to contain self-interference.
The power allocation is dynamic and highly depends on the
environmental conditions. If interference is detected from
legacy IEEE 802.11 device, a GT based device tries to
increase its signal to noise ratio by increasing transmit power.
The stations which are connected to AP are controlled by
main entity — agent, which is the Access Point in the
framework. AP is the entity, which, depending on the
statistical data, makes decisions to transmit power required for
each station. By exposing this, we have built a system of
quasi-cognitive radios on Wi-Fi physical layer with minor
Media Access Control (MAC) layer adjustments. Let’s
consider a system of N devices, where j is considered a player
with specific Quality of Service (QoS) requirements. The
interference which is created either by other players connected
to the same AP or by other legacy devices, is calculated
according to the formula [12] below:
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where:

j—aplayer,

v; — signal Interference Noise Ratio (SINR),
p; — player’s j power level in dBm,

h; — antenna gain in dBi,

p; — other players power level in dBm,

ng — environment noise level

The capacity for the given player is defined by Shannon’s
capacity formula:

C=Blog(1+v;), @

where:

C — Channel’s capacity
B — Bandwidth
y; — Signal to Noise Ratio (SNR)

The higher throughput is only reached when the device is
operating in near optimal SNR conditions, which in our case
should be between 21 and 28 dB. In order to maximize the
total capacity of the system we evaluate the utility function, so
player j would not increase transmit output power indefinitely:

N
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The Ppay is used to limit user’s power level to prevent the user
from increasing power up to a maximum. Then the player’s j
utility function is defined as [13]:

uj =log(1+v;), ®)

The player’s output power based on SINR requirements is
defined as:
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where:

P; — transmitter power level in dBm,

pj— current transmit power level,

SINRyarget — EXpected SINR target,

SINRcyrrent — current device SINR retrieved from device
registers.
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Fig 1: Total system capacity as function of number of
users in a 100x100m area. Simulation results of a
distributed interference-aware power control game with
the 100mW limit removed, source code available at [14]

Simulation of the proposed GT framework was modelled by
developing Python based software tool, which is available at
[14]. The propagation characteristics during simulation are
based on [15]. The results of these simulations are presented
in Figure 1. From these results, it can be clearly seen that in
this scenario, removing the 100 mW limit and allowing users
to operate up to 1 W EIRP with the proposed channel access
and power control algorithm, does have positive consequences
on the overall capacity of the links sustained in a given
bandwidth as well as better propagation characteristics.

3. EXPERIMENTAL SETUP AND
TESTING

The main particularities of designing a new Media Access
Control (MAC) layer on currently existing of-the-shelf
devices is a requirement for compatibility between IEEE
802.11ac and IEEE 802.11n sub-systems. While 802.11n
main MAC layer is allocated on the single platform, the
802.11ac uses a split system model, where main MAC state
machine code is allocated on offload chipset. The main chain
of elements used in IEEE 802.11ac of-the-shelf devices are:
Operating System (OS) which handles the application layer
specifics for the wireless driver, the host Upper MAC
(UMAC) handles all the connection specifics, including the
AP state machine. The Target UMAC is mainly used for
managing the transmitters and receivers states of the device as
well as handling hardware queue and aggregation. This is the
part where all the management of the connected stations is
performed. Typically in 802.11n based devices a combination
of host and target UMAC is implemented.



In order to verify and further adjust the theoretical algorithm
for practical usage a test setup was built in an outdoor
environment consisting of multiple client premises equipment
(CPEs) nodes and Access Points (APs). Performance tests of
the proposed algorithm was carried out by running
comparison against standard 802.11n protocol with
CSMAJ/CA and as well as Point Coordinated Function (PCF).

Since the proposed algorithm does not incorporate major
changes to the IEEE 802.11 PHY characteristics, it is possible
to implement the algorithm on off-the-shelf IEEE 802.11n/ac
equipment. The proposed power control game model was
combined together with our Multi-Polling functionality.
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Fig 2: Multi-Polling processing flowchart

The CPEs in multi-polling protocol are split into two groups -
active and idle. The active CPEs are considered the ones,
which generates more throughput than predefined throughput
threshold. The idle CPEs are kept in Contention Window
(CW) period, where they equally compete for wireless
medium. The decision is made based on the following
formula:

where:

N; — the number of packets in queue,

P; — the throughput going through station,

A, —the size of the traffic stream from the application,
T; —the station’s activity period.

From Figure 2, it can be noticed that all CPEs are either
polled in Round-Robin method or they are split into two
groups. Power allocation is done only for active CPEs
devices, while keeping idle CPEs with static power levels.
Testing was carried out in an outdoor environment, using
Point-to-Multipoint  (PtMP) scenario with off-the-shelf
802.11n/ac devices. These included 60 CPE devices at 200 m
distance, 23 devices at 5 km distance and additional 2 devices
at 500 m. The AP antenna was 90 degree sector with 18 dBi
gain for AP and 15 dBi gain for CPEs. The signal, depending
on the distance, was in the range from -50 dBm up to -70
dBm. The tests were performed in high interference
environment, over city centre. During the testing, the new
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channel access and power control algorithm worked
successfully in establishing and maintaining the links. The
output power was self-stabilizing in the range of 25-31 dBm.
Performance test of the operating links was done using iPerf
tool and results are shown in Figure 3. In PtMP scenario the
throughput of 802.11n CSMA/CA links decreased due to
having multiple streams from different clients, which causes
high back-off times as well as hidden node problem and
decreases the total throughput. Whereas switching to proposed
GT Multi-Polling based algorithm allowed maintaining solid
throughput performance.
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Fig 3: Performance comparison of different protocols

Additionally, a standard Round-Robin (RR) based protocol
was tested, which is defined as Point Coordination Function
(PCF) according to IEEE 802.11 standard. From results, it can
be noticed, that even with standard RR model, it is possible to
get good throughput figures when there are more active
clients. However, wireless medium is wasted for management
frames, when there are only few active clients out of 82
connected. This is not seen on GT Based Multi-Polling
protocol, which maintains the throughput in both low activity
and high activity conditions. Results confirm that CSMA/CA
has severe limitations when operating in dense environments
and its limitation can be effectively overcome by utilizing the
proposed GT-based channel access and power control
algorithm.

Furthermore, the reason for such a low |IEEE 802.11 EDCA
performance was investigated. While it seems that Downlink
Capacity when all CPEs are just receiving data is high, this is
not the case when the CPEs are sending more data. The Figure
4 displays the Downlink Capacity when number of active
CPEs increases. This might be a result of both fairness
problematic and hidden node issue when network has more
active CPEs. However, both PCF and GT Based Multi-Polling
perform quite well and Downlink capacity is not decreased
when amount of active clients had risen. This allows
concluding, that without power limitations and improved
MAC layer it is possible to handle far higher number of
stations and at the same time increase spectrum efficiency.
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Fig 4: Downlink performance comparison of different
protocols

In the last test a measurement of total system capacity with
the latest IEEE 802.11ac standard was performed. The same
GT protocol was implemented on IEEE 802.11ac of-the-shelf
hardware and tested on 200 m and 500 m distance. The results
in the Figure 5 display aggregated throughput GT Based
solution versus standard IEEE 802.11 EDCA mechanism. The
GT based protocol throughput is quite significant, mainly due
to Multi-Poll solution which handles wireless medium more
efficiently and decreases collisions that usually occur due to
hidden node problem on IEEE 802.11 EDCA mechanism.
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Fig 5: Performance comparison of IEEE 802.11ac with GT
and with standard EDCA wireless medium access
mechanisms

4. TCP OPTIMIZASTION IN GT
PROTOCOL

Due to dynamics of wireless networks, the Downlink and
Uplink capacity might vary. This is called an asymmetrical
link situation, where either Uplink or Downlink is limited due
to interference or other situations. To deal with such cases, a
new TCP ACKs filtering technique was implemented, which
is mainly adopted in satellite communications and in other
type of asymmetrical networks. The TCP ACKs flow
guarantees growing throughput and TCP mechanism requires
a steady and stable flow of ACKs. While usually, this is not a
problem in wired communication in wireless networks we
might have a case, where TCP ACKs are lost or outdated due
to wireless medium occupation.

TCP accelerator mechanism is implemented both in CPEs and
Ap. The TCP ACKs are moved to different queue than all the
data packets. When the CPEs receive token only the up-to-
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date ACKs are sent firstly from TCP ACKs queue. All the
outdated or redundant ACKs, which acknowledge the same
data frames, are dropped. When CPEs receive permission for
transmission, firstly the TCP ACKs queue is sent and later a
data queue. This allows handling jitter and latency, which is
one of the important parameters for steady TCP flow. During
testing on our IEEE 802.11ac devices we have relied on
standard CUBIC TCP implementation [27], which is common

between Linux based systems. The CUBIC TCP provides us
one important capability and allows not to rely on TCP ACKs
to increase the TCP Window size. This allows removing as
many redundant TCP ACKs as possible, thus increasing the
spectral efficiency.

In the first test a simplex traffic was generated by using iPerf
tool. While simplex traffic was running a flow of TCP ACKs
was measured on the device. The results are displayed in
Figure 6, as it was noticed TCP ACKs creates almost steady 2
Mbps traffic from CPE to AP. When TCP filtering technique
is enabled, the number of TCP ACKs decreases and less than
0.25 Mbps is generated from CPE to AP. This decreases
redundant TCP ACKs and allows using wireless medium
more efficiently.
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Fig 6: TCP ACKSs generated throughput with and without
TCP ACK acceleration

In the last test GT Based solution was compared with and
without TCP filtering technique. From Figure 7 it can be
noticed that TCP ACKs filtering allows increasing the overall
throughput up to 10% in different time periods. The
fluctuations which are seen from the figure are caused by the
interference of already deployed nearby wireless devices.
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Fig: 7: Throughput with TCP ACKSs acceleration on GT
solution



5. SUMMARY AND CONCLUSIONS
This paper proposed a novel GT-based algorithm for channel
access and power control for possible evolution of IEEE
802.11 and other wireless devices using ISM bands. Reported
simulations and practical experiments confirm the practical
feasibility of the algorithm and its positive effect on
increasing of efficient utilization of subject band.

It is especially notable that the proposed algorithm allowed
achieving higher throughput compared to standard CSMA/CA
or PCF approaches. This suggests that the proposed intelligent
interference-aware  autonomous  power  coordination
mechanism together with Multi-Poll MAC adaption may be
even used as a substitute for CSMA/CA. Additionally, TCP
sessions handling optimization shows up to 10% higher
throughput with high density of connected nodes.

Furthermore, it is noticed that current strict power limits
might be relaxed for the maximum transmit power in certain
scenarios. This would provide better Quality of Experience
(QoE) for end customers as well as improve connectivity in
outdoor and indoor deployments. The current MAC layer
mechanisms, by using our proposed combinations, might
allow more efficient spectrum usage in PtMP deployments,
while power allocation mechanism would provide benefit for
current and new wireless applications in unlicensed ISM
band.
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