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ABSTRACT 
The most essential asset of any country that can boost its 

development or can destroy it, is electricity. Electricity theft 

prevention or non-technical loss detection has become major 

problem around the globe for every developed or under 

develop country to maintain its status in global society. Every 

month and every year many researchers, scholars and 

university students presented their studies, ideas and proposed 

their electric management system for prevalent of non-

technical energy loss detection in transmission line. The core 

objective of this survey is to highlight the existing solutions, 

their effectiveness in terms of performance and accuracy and 

their applicability. This will help in finding a diverse and 

reliable solution, understanding what others possible 

methodologies and techniques can be adopted in order to 

overcome current transmission supply challenges and improve 

the existing solution that can promptly address electricity 

prevention issues.  
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1. INTRODUCTION 
The rapid revolution in information technology transforms our 

societies and living standards, connects us with the global 

world on our finger tips, changes business nature and provides 

other countless benefits that save time and comfort our lives. 

Although these technological advances have kept us away from 

the Stone Age with the fast and unstoppable speed to cloud 

world, they also make us dependent on electricity. Nowadays, 

our environment, lives and business are highly equipped with 

electrical and electronics devices and everyday works are 

completely depend upon the availability of electricity. 

Today, the need of electricity has become the baseline of every 

single task. The extensive involvement of electric equipment, 

transforming things into electronic devices and their use in day 

to day routine work make it first essential requirement for 

industries, factories, business and educational sectors. 

Similarly, it also has become a significant element which plays 

an important role in country status, development, dealing and 

collaborating with other countries that also have power to 

damage or destroy any country more than to facilitate anyone. 

All generated electricity can never be fully transmitted to end 

users due to the some technical and non-technical loss. In broad 

concept, there are four categories of electricity loss is expressed 

as fraud, directly stealing power, billing irregularities, and 

unpaid bills [1]. The technical loss is the electrical power 

dissipation occurs to due to the internal resistance and emission 

in end points, devices during power generation, transmissions 

and distribution process. This type of loss cannot be easily 

calculated and it is difficult to estimate exactly what amount of 

energy is being destroyed in this process and at which point 

major loss occurs. The technical loss cannot be stopped. While 

the non-technical energy loss, which is also commonly term as 

NTL and considered as T&D loss (Transmission and 

Distribution Loss), can be determined by various type of 

methods. NTL is mainly due to the electricity theft fraud, 

stealing power (by any means or way), billing irregularities, 

and unpaid bills [1].  

Now, in current circumstances, electricity is a key input in 

many production processes. Hence its continuous supply is 

crucial. The biggest challenge for any underdeveloped or 

developed country around the globe is the prevention of 

electricity energy theft [1]. Energy theft not only the rising 

price in electricity charges but also influences on many other 

factors such as inflation, unemployment, load-shading, disturbs 

routine of industries, factories and other businesses, rise in 

debts of power energy companies, as well as having a high 

impact on economical state of country.  
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Every year NTL brutally damage not only the power sector 

company‟s revenue but also significantly effects on energy 

resources and economy of the country.  This NTL costs billions 

of dollars to every country including Pakistan, India, US, UK, 

Brazil, Malaysia and others countries as well. Recently, NTL 

reported that it covers up to 40% of total energy [2]. According 

to the JPS, of the 26.6 percent system losses registered in 2014, 

approximately 17.0 percentage points represent non-technical 

losses [1]. Specifically, in Pakistan, it was recorded around 

17.03% of total energy which costs hundreds of billion dollars, 

as per the financial year 2013 [3]. There are about $25 billion 

of losses annually in the world [4].  In order to overcome the 

NTL loss, the world is spending a huge amount in research 

projects to discover the reliable solution that encounter the 

electricity theft detection and its prevention like smart grid 

system. There were 90 smart meeting project rollouts in Europe 

during the mid of year 2012. Some important projects are listed 

in the Figure 1 [5] [6]. 

According to the JRC report as stated in [7], 459 smart grid 

projects have been developed in 47 countries by 2014, out of 

which 211 of them are R&D (Research and Development) 

projects with a total budget of around €830 million. While rest 

of others include demonstration and deployment projects with a 

total budget of around €2320 million. This is comparatively 

more than 50% of all projects that are initiated in Denmark, 

Germany, Italy, Austria, United Kingdom, France and Spain. 

[8] Performed comprehensive survey on papers(s)/survey(s) 

published on electricity theft issues related topics. It showed 

some interesting stats about researcher or countries concern in 

this area and can easily predict the need to address these issues 

in mean time. Table 1 represents the frequency of publication 

by year and categorical proportion of solutions. 

Table 1. Publication per year since 2010 [8] 

Year Publications 

2000 0 

2001 0 

2002 1 

2003 0 

2004 0 

2005 1 

2006 2 

2007 5 

2008 4 

2009 6 

2010 13 

2011 14 

2012 12 

2013 16 

It can be observed that since 2006 with rapid growth of 

technology, it became an attraction of researchers and a critical 

Fig 1: The 16 countries that plan to rollout smart meters in next 5 years [6] 
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issue such as electricity demand rises along with a large ratio of 

electricity supply wastes in NTL and T&D loss that must need 

to be diminished in mean time.     

In this cause, every year, the researchers around the globe 

present their ideas, solution and design to prevalent illegal 

power consumption by utilizing different tools, techniques, 

methodologies and concepts with incorporating information 

technology. The [7] stated that the universities, research 

centers, consultancies and distribution system operators are the 

best represented in all smart grid, electricity control and 

management related projects. They are the forefront and in 

numbers, in terms of investment, providing workshop for 

experiment and studies, practical environment in such 

researches, ideas, project, their development and 

implementations. 

2. RESEARCH PROCESS 
This research is primary based on the most recent papers and 

surveys from which the comparatively high percentage of 

papers/surveys have been published either in during the present 

year 2016 or the past year 2015, while some of papers/surveys 

are from the years 2010, 2012 and 2014 due to high relevancy 

of their research. 

The search keyword used during this research included; Energy 

Theft, Non-Technical loss, Energy Loss, T&D Loss, Smart 

Grid, Smart Meter, AMI, Challenges/Issues in Electricity 

Monitoring, Challenges/Issues in Smart Grid and Power Theft. 

These research survey(s)/paper(s) are taken from the world 

renowned websites‟ (ResaerchGate, ScienceDirect, IEEE, 

Elsevier and Springer, MDPI) journals and other journals 

including; Cambridge journal, Transactions on Power Delivery, 

IJIRCCE, APSIPA Transactions on Signal and Information 

Processing, JETAE, IOSRJEEE, IERJ, IJEDR, Tsinghua 

Science and Technology, IJETT, IJCEIT, IJRITCC, IJARECE, 

and IJSR.   

3. STANDING METHODS AND 

SOLUTIONS FOR NTL PREVENTION 
The study and solutions are not limited in this research area. 

There are many ways to deal with a single problem.  

The [4] [9], described the advantages of smart meter over the 

electromechanical in terms of electricity theft monitoring and 

usability along with defining data communication process in 

smart meter. [4] also discussed some mathematical models that 

can refine the results using known artificial intelligence model. 

[5] [6] [9] Emphasized the need of smart grid and smart meter 

infrastructure, their trends in the current circumstances.  While 

in [10], the author presented analytical framework with the help 

of three machine learning algorithms by utilizing and focusing 

their studied on untypical load profiling technique. He used this 

technique as standard for detecting, monitoring and 

investigating any irregular and illegal activities by means of 

outlier methods. Authors used two types of load profile as 

normal and abnormal to classify consumer. The profiling 

mechanism, however, has been rejected by many researchers as 

its behavior is not suitable for such purpose and varies by 

profile to profile.  

[1], defined some methods that can be used to measure the 

interruptions cost of electricity in his study:  

A) The Production Loss Approach, this aids in 

calculating the production loss of each unit and easy 

to calculate. 

B) Customer Surveys, these techniques are further 

divided into two section, first is Willingness to Pay 

(WTP) that facilitates to understand the consumer 

nature and the regions those need and afford 

uninterruptable supply. While the other Willingness 

to Accept (WTA) assist in identifying which 

consumers, or region can bear the electricity 

shortfall.  

C) Captive Generation Approach, supports in deciding 

what the alternative source of energy is and how it 

can be utilized to minimized or maintain the 

production cost.  

D) Case Studies, provides the deep insight of the 

historical event and solutions that mitigate in a 

certain situation or scenario.  

[11] [12] [13]Discussed the various reason of illegal use of 

electricity consumptions in Turkey, India and other countries. 

They used constant elasticity model with IV-GMM and 3SLS 

techniques and the Feasible Generalized Least Squares (FGLS) 

regression model for analysis, respectively. They consider 

some particular cases and performed analysis. The analysis 

highlighted some important factors that had high and direct 

influence on electricity theft. This includes education, income, 

social capital, rural population rate, temperature index, and 

agricultural production rate. It is also noticed that privatization 

of power sector companies results in less NTL ratio. According 

to the [12] [13]privatization of electricity sector reduced the 

distribution losses by half in seven years in Chile and only 

three years in Argentina. This also benefits in breaking of the 

link between indulge politicians or political influences and the 

corruption in the power sector. These determinants are not 

restricted to these countries only, but also can be considered for 

other states. 

The [14] discussed three schemes to detect and control over 

electricity theft and by comparing their proposed model with 

other two solutions. Authors presented schemes including the 

AMI or Smart Meter, prepaid energy system, and central 

observer mechanism. The AMI or smart meter is two-way 

communication system that control theft using load 

management system. While the second model proposed the 

interfacing with AMI meter to provide consumer with prepaid 

energy card that needs to be swapped each month and upon 

ending credit, consumer need to recharge it before utilizing 

electricity through meter. If card has no credit or not been 

swapped the meter automatically turn off the supply for that 

consumer until and unless recharge and swap again. Against 

these two existing solutions, authors presented their model as 

“central observer system”. This is a middle ware meter between 

the consumer and distribution point that divide central 

observation of group or number of meters which would be 

easier to monitor and identified specific segment. (Load 

Balancing) 

In [15] [16] both presented hardware based circuit solution 

under the context of theft detection. According to the [15] it is 

stated that by utilizing the presented circuit we can detect the 

power theft done in two various ways like A) Phase By-passing 

& B) Overloading of the system done using different ways and 

the same can be stopped by tripping the supply for overload 

condition and indicating the phase by-pass condition. Both [15] 

[16] are similar in their solutions except [16] utilizing the 

“Tactile Sensing” device to detect any interference in meter. 

(Load Balancing)  

The [17] [18] also proposed a hardware and software based 

solution by interfacing with meter and detecting on the basis of 

power deliver and power consume by utilizing ZigBee and 
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other wireless technologies. Although, the author stated that the 

designed system is fully effective and workable but they did 

not mention any significance results. They also failed to 

mention at what ratio the presented system will detect and 

notify theft. Their prosed work related with each other, seem 

like similar work in different titles. The [19] further continue 

the [17] [18] work with little amendment. While the core 

calculating criteria for [17] [18] and [19] are based on load 

balancing techniques. 

The [20] highlighted the unaddressed and critical point in his 

study that no other noticed earlier. He described that in the 

current electric system, the majority of transmission and 

distribution loss occurs between the distributions and consumer 

end-point or smart meter as shown in Figure 1. The author 

proposed a system designed to integrate indicated hardware 

with a smart grid in order to act accordingly. Instead of supply 

load difference calculation and his solution working on unit 

consumption difference at both hand. This only workable in 

one condition, when the actual load is more than the 

distribution.  

The [21] only work founded during the survey which worked 

on technical loss detection to estimate and find NTL. This 

model calculates the amount of supply at particular time in 

distribution transformer and smart meter that would be easy to 

estimate each user consumption. The proposed algorithm has 

some constraints and was experimented on a typical simplified 

condition. This based on two type user demand profiles, 

seasonal and random; in seasonal all user profile treated as 

equal in nature or in other words static, while in other case is 

generated by random component that taking from the 

autoregressive process. Although the results are considerable, 

but it would differ in the real world as this carried out in the 

absence of actual information and details. 

In [22] discussed the various machine learning algorithms and 

their use, possibilities and what would be more accurate in 

prevention and detection of NTL with smart meter. The [23]  

proposed methodology for electricity tampering detection uses 

the information obtained from the smart meter, in order to 

automate the   detection and localization process. The smart 

metering infrastructure and intelligent substation are considered 

in the topology and are essential for the proposed electricity 

theft detection. 

4. RESULTS 
The researchers discussed several artificial intelligence (AI) 

and machine learning algorithms that utilized different 

country‟s dataset of different power sectors companies with 

different attributes and in different circumstances. The Table 3 

[2], summarized them and reflect some key elements that 

cannot be neglected in determining the NTL preventions in 

future work. 

Table 2. Performance measure of AI in NTL detection [2] 

Model #Cust
a
 Acc

b
 Pre

c
 Rec

d
 AUC

e
 Prop

f
 

SOM 2K 0.93 0.85 0.98 - - 

NN 22K 0.87 0.65 0.29 - - 

SVM (Gauss) 1,350 0.98 - - - - 

Bool rules 700K - - - 0.47 5% 

Fuzzy rules 700K - - - 0.55 5% 

SVM (linear) 700K - - - 0.55 5% 

Bool rules 700K - - - 0.48 20% 

Fuzzy rules 700K - - - 0.55 20% 

SVM (linear) 700K - - - 0.55 20% 

Neuro-fuzzy 20K 0.68 0.51 - - - 

SVM < 400 - - 0.53 - - 

Genetic SVM 1,171 - - 0.62 - - 

SVM + fuzzy 100K - - 0.72 - - 

SVM (Gauss) < 400 0.77 - 0.64 - - 

Decision tree N/A 0.99 - - - - 

OPF 736 0.90 - - - - 

SVM (Gauss) 736 0.89 - - - - 

SVM (linear) 736 0.45 - - - - 

NN 736 0.53 - - - - 

SVM 5K 0.96 - - - - 

KNN 5K 0.96 - - - - 

NN 5K 0.94 - - - - 

Regression 30 - - 0.22 - 1% 

Regression 30 - - 0.78 - 2% 

Regression 30 - - 0.98 - 3% 

Regression 30 - - 1 - 4-10% 

Rough Sets N/A 0.93 - - - - 

Where a, b, c, d, e, and f are Number of customers in the 

database used, Accuracy, Precision, Recall, Area under the 

receiver operating characteristic curve, and NTL/theft detection 

proportion respectively. By the above table it can be easily 

observed that the results are varying by size, attributes and 

algorithm used. Whereas, the detection proportion also differ in 

different approaches with limits from 1 to 20 percent. Most 

common detection ratio is set to be at 5% in majority of 

existing solutions. Furthermore, many solutions and studies are 

missing the accuracy. It is also observed that the same dataset 

by different algorithms produced relatively same results, while 

the results differ with different data sets. These, software based 

solutions (AI, machine learning) will not be able to counter any 

theft if it is within their tolerance level such as 5% loss or theft 

occur in the absence of legitimate consumer. If we narrow 

down this tolerance level to 1% appeared in some solution, it 

will always notify supply theft. All the above mentioned 
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software based AI solution may be feasible within specific 

region and area or for small region but not practically seem to 

be appropriate for city or country level as number of users per 

distribution point is not fix. 

Table 3. Solution Proportion by Type 

Type % Solution Method 

Idea or 

Concept 
23 

Ideas without any practices that 

can be followed to build 

solutions 

-  

Theory 24 

Consists of surveys, case studies, 

prevailing solutions that can be 

helpful in improving existing 

solutions. 

L
o
ad

 B
al

an
ci

n
g
 

Hardware 17 

Proposed electronics, electrical 

and interface based solution for 

supply management and 

monitoring in smart grid system 

(AMI, smart meter). 

Software 36 

It consists of APIs, Tools, 

software based management 

system, desktop and web 

applications with incorporation 

of smart grid system. Mainly and 

mostly working on AI and 

machine learning algorithms  

The statistics of Table 2 is taken from [8], the solutions and 

techniques is based on preceding and current studies. It is 

important to note that almost every mentioned solution of 

monitoring & detecting electricity theft are working on “Load 

Balancing” techniques either by incorporating hardware, 

software (including AI methods) or by interfering (Non-AI 

methods using circuits, sensors etc.) with smart meter, while 

using same data transmission & communication medium.  

5. CONCLUSION 
Electricity management and theft detection is the primary 

concern of every underdeveloped and developed country 

around the globe that directly impact on several factors such as 

country‟s economy, industries and business revenue. The rise 

in NTL and increasing shortfall of electricity energy cost 

billions of dollars every year, which results in discouraging 

investors to do business in Pakistan and downgrading country 

status. In this survey we have reviewed various existing 

proposed solutions including ideas, conceptual model, software 

based scheme, architectural design, interfacing with smart grid 

or AMI meter and hardware based solutions.  

The survey also identified that all discussed solutions that have 

been presented till date are either working on the machine 

learning algorithms or advance circuit based solutions to find 

out the theft or energy leakage in end to end power 

transmission supply on the basis of “Load Balancing” 

technique. The transmission and data communication is done 

by utilizing different wireless technologies and integrating with 

the smart grid or with Advance Metering Infrastructure (AMI). 

All solutions, however, have some threats and limitations in 

terms of accuracy and others factors. Also the existing 

solutions are dependent upon smart grid, which is itself a 

complex network infrastructure and possessing challenges & 

issues in data transmission, communication and cyber security.  

On contrary, researchers accepted that there is still a room for 

better solution and more research is needed in this area for 

appropriate and generic solution that is universally accepted. 

With the introduction of smart grids and distribution utilities, 

the large amount of data is obtained through end users / 

customers and by this we create some model / analytical 

applications. By monitoring abnormalities and utilization 

patterns we can find out the suspicious areas / customers. In 

future, we can also use some classification and clustering 

techniques to find out the usage patterns and non-malicious 

changes in usage pattern that is more generic (implemented 

anywhere) and able to deal with all types of complex problems 

with high level of accuracy and raise maximum performance.  
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