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ABSTRACT

Cloud Computing is a form of distributed computing wherein
resources and application platforms are distributed over the
Internet through on demand and pay on utilization basis. Data
Storage is main feature that cloud data centres are provided to
the companies/organizations to preserve huge data. But still
few organizations are not ready to use cloud technology due
to lack of security. This paper describes the different
techniques along with few security challenges, advantages and
also disadvantages. It also provides the analysis of data
security issues and privacy protection affairs related to cloud
computing by preventing data access from unauthorized users,
managing sensitive data, providing accuracy and consistency
of data stored.
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1. INTRODUCTION

Cloud refers to the network that provides services to network
through internet. It is a model that enables the characteristics
like on demand self-service, pay-as-you-use-service. National
Institute of Standards and Technology (NIST) [1] defines
cloud computing as a convenient, on-demand computing
resources for storage services. Deployment models define
purpose, applications and access to the cloud like public,
private, hybrid and community. Service models are
categorized into the three models like Infrastructure-as-a-
Service (laaS), Platform-as-a-Service (PaaS) and Software-as-
a-Service (SaaS). Cloud is an enormous shared computing
resource which includes Data Storage. It is managed by a
cloud service provider on cloud data servers built on
virtualization techniques known as utility storage. Most of the
storage clouds run on the public internet cloud by well-known
companies like Amazon, Dropbox and Google. A few bigger
associations have discovered esteem in running private cloud
inside their own data centres.

1.1 Cloud Data Storage

Cloud storage is a utility where data is remotely maintained,
managed and backed up in cloud environment and then the
data is accessible to end users over internet. It permits the
client to collect the files through online so that the client these
files from anywhere via internet. Even though there are many
advantages of cloud storage, few companies are still in
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dilemma to use the benefits of cloud computing technologies
for not having proper security. The main objective of the
cloud storage is to store the data safely in the free space and
fetch the data whenever requested by the client.

Security and Privacy are the distinguished methods used to
secure the information from attackers. Third party is used as
service providers to grasp the data sent by owner by offline
mode in cloud environment. Sometimes cloud may reveal the
data by accidentally for unauthorized purpose which strikes
the results of privacy and confidentiality. When there is no
direct link between clients and servers, master server comes
into picture. Chunking operation [2] is used for storing
duplicate records to give data backup from improvements.
Clients performs dynamic data operations to store data as
tokens in master server and the records are filed in slave
servers using token generation and merging algorithms.

Cloud storage service often provides applications, services to
users to access the storage capacity. It is hosted by Storage
Service Provider (SSP) [3] along with the combination of
Storage Servers. This SSP is plotted on storage virtualization
architecture. SSP provides, manages the storage infrastructure
to store the data of third party and is arranged as an online
storage service provider, virtual storage service provider or
cloud storage service provider. SSP has a facility that provides
large storage infrastructure i.e., Storage Area Network (SAN)
and it is distributed between the users/enterprises. A SSP
provides a specific storage capacity that can be scaled
depending upon user requirements. It may be used for various
purposes such as data backup, data recovery, sharing and
collaboration of various consumer/businesses well as with
other applications. Multiple-Replica Provable Data Possession
(MR-PDP) [4] solves the assumption that multiple copies of
data are stored instead of single copy. To overcome this
assumption a protocol is used called a challenge-response
protocol to verify the number of replicas of the file. MR-PDP
is more efficient for storing replicas than a single replica PDP
scheme. Customer driven SLA-based resource provisioning
algorithms is proposed in Linlin et al., [5] to reduce cost by
minimizing resource and improve CSL by reducing SLA
violations.

The rest of this paper is organized as follows. Section 2
describes Cloud Storage Security and Privacy. Section 3
addresses Mobile Cloud Data Storage Security and privacy.
Finally, conclusions are presented in section 4.
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2. CLOUD DATA STORAGE SECURITY
AND PRIVACY

Cloud Computing provides many technologies for security
issues like  Service Oriented Architecture (SOA),
virtualization, Web 2.0 etc., [6]. Virtualization allows multiple
users to share a physical server.

In virtualization environment, storage strengthening at the file
system is desirable, because it enables data sharing,
administration efficiency and performance optimization. Here,
the security requirements in multitenant file systems are
analysed first. Then the Dike authorization architecture is
introduced by Kappes et al., [7], combines access control with
tenant’s namespace isolation that is backwards compatible to
object based file systems.
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Fig 1: Architecture of Owner-Consumer Relationship
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Fig 2: The Architecture of Data Storing Security and
Privacy.

Chintada et al., [8] classifies the security affairs related to
Cloud Computing is broadly into two categories, i.e., Security
issues accepted by cloud providers and the cloud customers.
The Cloud provider must protect their infrastructure, so that
the client’s information and applications are secured while the
customer must satisfy the provider’s infrastructure is secured
completely to secure the customers information.

High Awvailability and Integrity Layer (HAIL) [9] model helps
in developing a tool to improve the security and efficiency.
HAIL helps in managing the file integrity and helps in
availability of file across the set of servers or independent
storage device. HAIL offers some benefits like Strong file
intactness assurance, Low overhead, Strong adversarial
model, direct client-server communication and Static/dynamic
file protection. Spillner [10] explores the life-cycle of
consumer by accomplishing the storage service by optimality
with resource provider. An architecture has been proposed
which contains three components i.e., data processor that
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processes data before it is sent to the cloud, data verifier that
checks whether the data in cloud has been tampered and token
generator that generates the token which helps the storage
provider to retrieve segments of consumer data as shown in
Fig. 1 [11].

Victor [12] developed a Cloud Computing Adoption
Framework (CCAF) to secure the stored data in multi-layered
(Three Layer) cloud: Firewall and Access control; Identity
Management and Intrusion Prevention and Convergent
Encryption. The Architecture of data storage security and
privacy is showed in figure 2.

2.1 Data Security

Data security has become a major problem in IT because of
the data to be stored securely in servers. From the perspective
of data security, Cloud Computing creates new challenges on
security threats for many reasons like external data storage,
multi-tenancy, dependency on internet, lack of control over
data and also internal security. Traditional algorithms will not
be having control over the data that is accepted by the cloud
[13] [14] [15].

Cloud computing shifts the data, software and databases to the
large data centres (server farms) in which repository is used to
store, manage and dissemination of the data. T Boneh et al.,
[16] use digital signature for fine-grained control over user’s
security privileges. Raghavendra et al., [17] proposes an
efficient approach for keyword search to achieve security on
outsourced data by involving index generation method along
with splitting method for keyword splitting. These keywords
are stored using wildcard based techniques that are stored
securely with low cost for storage.

In general, traditional symmetric encryption algorithms, such
as DES and AES provide relatively lower security and
encrypted data are vulnerable to attacks. Danwei et al. [18]
propose a strategy to secure data by splitting the data into
sections by using data splitting algorithm which assures data
reliability. Prakar and Kak [19] splits the stored data and are
stored at distinct places on the network and these pieces are
backed up in a single server. Sometimes the clients forget the
password that are assigned and these leads to brute force
attacks. Mazhar Ali et al., [20] also splits the data in the
DROPS methodology into number of fragments which are
distributed to multiple nodes. These nodes are separated using
T-colouring. The fragmentation and distribution ensures that
no single node reveals the information to attackers. The
performance and security of the DROPS methodology
analysed in terms of retrieval time.

Nayak et al., [21] checks the honesty of the service provider
by using data reading protocol. After verifying the honesty of
the data stored, a system structure has been designed with
three data backups for rehabilitation of data. These backups
are residing in different places of primary server. This
structure uses SHA Hash algorithm for encryption, SFSPL
algorithm for splitting files and GZIP algorithm for
compressing the data.

Hiremath et al., [22] first presents the network architecture to
deploy and evaluating secure data storage issues and then
desired properties of public auditing services which are
depended on cloud data storage are encouraged systematically
and cryptographically. Patel and Dansena [23] have
implemented Trusted Platform Module (TPM) to compute the
Trusted Computing Group (TCG) [24]. TPM is also used to
generate the keys to decrypt the data.
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2.1.1 Data Access

Data access refers to a user’s ability to access or retrieve data
that is stored within a database or other repository. Xu et al.,
[25] developed CeritificateLess Proxy Re- Encryption (CL-
PRE), a new proxy-based re-encryption scheme augmented
with certificateless public key cryptography. CL-PRE is used
for data storage and also to generate secret key and distributed
to users for securely sharing the data. Along with CL-PRE,
symmetric data encryption is used for encryption purpose by
generating proxy re-encryption keys. The data is decrypted
using by using users private key. uses MCL-PKE and
Security Mediator (SEM) to get the key that is used to get
back partial private key information.

Kaitai and Willy [26] proposed a searchable attribute-based
re-encryption system that supports primitives like abilities and
flexible keyword update service. This scheme uses a sharing
policy in which the data owner shares the data to a specified
group of users efficiently that matches to the policy. A
separate search keyword is maintained and updated after
sharing the data. Bala Chandran et al., [27] propose a new
model through distributed auditing mechanism to assure the
data correction of the data stored. Neha and Ganeshan [28]
use Elliptic Curve Cryptography (ECC) for encryption
purpose and connection is established using Diffie-Hellman
key exchange mechanism in order to achieve data integrity,
reduce loss of data and also securely access the data [29].

Mokhtarnameh [30] proposed a key generation technique for
certificateless public key cryptography in order to have one
public key for one private key. By using CL-PRE, Bilinear
Diffie-Hellman problem is solved. Jianghong et al., [31]
propose a revocable-storage identity-based encryption (RS-
IBE) [32], which introduces the operations of user revocation
and updating of ciphertext to provide the forward/backward
security. Hou et al., [33] use the traditional ID-based public
key (IPK) cryptosystem and traditional IPK to achieve an
efficient two party authenticated key agreement protocol
based on certificateless public key encryption scheme. It
achieves both forward and backward secrecy. Melissa [34]
uses multi-authority scheme which identify the attributes by
each user. ldentify Based Encryption (IBE) is used to focus on
the abilities of decryption of ciphertext. Yinxia Sun and Futai
Zhang [35] uses Identity-based Cryptography (ID-PKC)
which eliminates the need for certificate by deriving public
keys for users directly from their human-memorizable
information, such as e-mail address and IP address. The
private keys are fully generated by a Private Key Generator
(PKG) which inevitably introduces the key escrow problem.

Deepa et al. [36] prevents accessing the data from
unauthorized users by proposing a homomorphism based
token system to verify the erasure-coded data. Zebin et al.,
[37] discusses the possibility of exploiting cloud computing
architectures for parallel and distributed dimensionality
reduction and storing of remotely sensed hyper spectral
datasets in large data repositories and presents a cloud
computing implementation of the PCA algorithm on Spark
platform.

Yang [38] proposes a data access control for Multi-authority
cloud storage (DAC-MACS) schemes, a secure data CP-ABE
method that was proposed with attribute revocation method to
attain both forward and backward security [39]. Bottleneck
Problem can be controlled by inter-connecting components of
cloud via peer-to-peer routing and also identifies single point
failure.
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Bremer [41], Heng [42], Garcia [43] and Kavalionak [44] all
four authors combine peer-to-peer computing and cloud
computing. Bermer [41] combines the p2p and cloud that is
able to self -regulate the amount of cloud resources when peer
resources are not enough and it includes backup, storage,
streaming, content distribution and online gaming. Heng et al.,
[42] combines both cloud and p2p computing to offer highly
available storage service. Garcia [43] design a p2p Cloud
model which gives storage service that provides computing
power and flexibility to customers that provide advantages
like scalability, confidentiality, file sharing, data replication
and data management, quality of service, decentralization and
transparency. Kavalionak [44] combines cloud and p2p to
achieve a peer-assisted cloud that makes a symbiotic coupling
between cloud and p2p that maintains most of the quality of
service properties of the cloud and makes use of p2p
functionality to reduce the operational cost.

Babaoglu et al., [45] designs a p2p cloud system (P2PCS) that
makes use of gossip-based protocol to manage a large
unreliable resources pool without any central co-ordinator. Li
[46] makes use of ERC in p2p storage that greatly improves
data reliability and reduce backup server cost. Reed-Solomom
(RS) code is much suited for p2p storage cloud. Sanghamitra
et al., [47] use the existing goal based threat modelling
approach that enables threat modelling for developing designs
for secure systems. Countermeasures of P2P cloud has been
modelled using threat-SIG. Ranjan et al., [48] uses the cloud
peer that generates VMs network to supporting scalable,
selfless service and also load balancing.

Azad and Aftab [49] mainly concentrate on newness in the
data after updating, trust between third party, CSP and also
authorized user. Authorized users do not have the permission
to access the stored data but also can be updated. After
updating, only the authorized users can access the updated
data but not the revoked users. Revoked users cannot see the
updated data; they can access the previous data before
updation. Trusted Third Party (TTP) is used to determine the
dishonest party. Xue and Hong [50] proposes proxy
framework that uses proxy signature schemes to securely
share the data. Digital envelopes are used to secure the session
keys. TGDH scheme is used to update key pair whenever
members leave or joined the group. Proxy re-encryption [51]-
[54] is used to provide forward secrecy and backward secrecy
to reduce the computational overheads.

Internet of Things (1oT) is a platform that anyone can transfer
data over a network without any interaction. While storing the
data, organizations have options to store on cloud. To achieve
this, Jayanth [55] uses role based access policies to provide
secure data storage in the cloud enforcing cryptographic
technique. Zhou et al. Jiang et al., [56] proposes a data storage
framework for storing massive data storage of loT by
combining both structured and unstructured data. This
framework combines different databases and Hadoop is used
to store and manage different types of data collected by
sensors and RFID readers. The different data access
techniques are dicussed in Table 1.

2.1.2 Data Confidentiality

Data confidentiality is attained by encrypting the data. The
dependency on cloud data storage increases the interest in
security is also involved in data confidentiality even after
deletion of data. As the data is stored in different places
(means different copies) in order to maintain reliability, some
data may remain even though a user deletes that data.
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Tang et al., [57] propose File Assured Deletion (FADE) is an
ideal key management system [58] in which there is a secure
channel is established between cloud-client and also between
client managers; the client generates key for data encryption
and virtually stores with key manager and forgets the keys.
This leads to neglecting communication security and impacts
on cloud storage security. Habib et al., [59] propose
Simplified File Assured Deletion (SFADE) that removes
completely the dependency on key managed system and also
assures the deletion of data of the owner to maintain data
confidentiality. Users do not trust the cloud service providers
(CSPs) and it is difficult to provide data security. Hence it is
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critical to develop efficient auditing techniques to data owners
trust and confidence in storing the data in cloud. Hui et al.,
[60] proposes a public auditing scheme combined with
Dynamic Hash Table (DHT) for securing the data.
Homomorphic authenticator along with random masking
based public key to achieve privacy. An entropy based
algorithm is deployed on federated clouds by Wen et al., [61]
to deploy the workflow application, then Bell-Lapadula Multi-
level security model is used to address the security measures.
The different techniques of data confidentiality are discussed
in Table 2.

Table 1. Comparison of Different Data Access Techniques

Author Algorithm Performance Advantages Disadvantages
Mazar Ali et Fragment Full data is Time and
al placement, Improves Retrieval not revealed on Resource
P Fragement Time. attack of single consumption
2015 [20] S -
replication node. is more.
The system enables
Searchable a data owner to
. Attribute based efficiently
Kaitai et al., proxy share his datato a Secure ciphertext
2015 [27] . -
reencryption specified group
system of users matching a
sharing policy.
Conditional CIBPRE allows a
Peng et al., Identitybased sender to encrypt a S
2016 Broadcast message Eﬁégﬁﬁdaigﬁ?ﬁgt
[33] PRE by identifying the '
(CIBPRE) receivers identity.
DaSCE was DaSCE prov_ldes DaSCE
_ evaluated based on high security methodology
Mazhar Ali et DaSCE and . standards can be extended
. the time
al., Shamirs consumption durin and does not to secure
2015 [55] scheme sump 9 compromise group shared data
file upload and
the keys under and secure data
download. ;
outsourced data. forwarding.
Table 2. Comparison of Different Data Confidentiality Techniques
Author Algorithm Performance Advantages Disadvantages
Scheme further
New two- exploits the
Public dimensional data Reduces the aggregate
Durgaetal., Auditing structure used computational BLS signature
[61] Scheme, to verify the data cost and technique from
2016 Dynamic property communication bilinear maps to
Hash Table information for overhead. perform multiple
dynamic auditing. auditing tasks
simultaneously.
Entropy Deployment of
based workflow
Zhenyu et al., algorithm, anolication on More secure and Computation
[62] 2014 Bell- PP less expensive. Overhead.
federated
Lapadula
Clouds.
model
Improve data
availability by Highly available
Zhonglyuan et Cluster Content combining and durable system
Ny Caching centralized with lower
[78] 2016 clouds with client- costs.
side storage system.
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Table 3. Comparison of Different Data Integrity Techniques.
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achieved

Author Algorithm Performance Advantages Disadvantages
By using a .
Cluster stochastic Pienr]forrg\qlzr&cg IS
Zhongyuan et Content geometry-based Effective capacity con?bining tf}:e
al., Caching network and energy designs of RRU
[64] 2016 structure in model, the effective efficiency allocation and
C-RANS capacity can be

RRH association

Advanced

techniques of secret

Design of highly
configurable

private/public
authorization

the performance

Shubhashis et sharing of Storage cost is framework for
al., Data Vaporizer the keys to improve minimum data storage on
[69] 2015 the security level top of cheap
and commodity cloud
reliability storage
A cloud server can
collude with a
revoked
Public user to deceive a Achieve the basic
Yon[%s]t al., inte_g(ity thlrd-pz_arrFt))'/Ae)ludltor property c_)f_ Aforementioned
2016 auditing that a stored file a secure auditing attacks
scheme K L scheme soundness
eeps virgin even
when the
entire file has been
deleted
Reallze_s chec_klng Checking of
Huagun et al. of data integrity of the integrity on Computation
9 ' ID-PUIC both grity put
[74] 2016 clouds improve overhead is more

2.2.3 Data Integrity

Data Integrity is a basic component of security. It refers to the
correctness and consistency of stored data in a database.
Managing integrity of data is an important issue. Third Party
Auditor (TPA) eliminates the involvement of client and Public
Verifiability to check the integrity of data. Proof of
Retrievability model is improved by deploying the Merkle
Hash Tree (MHT) [62] [63] for the construction of block tag
for authentication purpose.

Wang et al., [64] describes a mechanism to securely share the
data efficiently with others by using the aggregate key in the
cloud. To support cloud data storage, combined compressed
secret keys are used in public-key cryptosystems which is
more flexible than hierarchical key assignment. Dong et al.,
[65] propose a strategy know as Intermediate Data
Dependency Graph (IDG) which discusses about the data
which is generated after execution and to store these
intermediate data at minimum cost. Because of fixed nature of
the location, IDG is not applicable to distributed application.
Sengupta et al., [66] propose Data Vaporizer (DV) that stores
the data in multiple clouds or storage zones to maintain data
integrity and confidentiality. Advanced techniques ig secret
key sharing is considered to control fault-tolerance and also to
improve the security from attackers.

Saxena and Dey [67] refer the Cloud Audit to provide a better
and efficient data integrity verification technique that gives
Data as a Service (DaaS). It uses a Homomorphic
cryptography system with homormorphic tag that tags a
special distinct verifiable value to each data block, which

results in releasing data operation on each block. Leena et al.,
[68] combines the GIS software and also the cloud services to
make Cloud GIS to complete Decision Support System (DSS)
which enhances the data integrity verification and accuracy
information related to agriculture stored in cloud.

Wang et al., [69] proposes ID-PUIC in public cloud and also
different aspects of integrity checking like private remote data
integrity checking, delegated remote data integrity checking
and public remote data integrity checking based on the
authorization. The different data integrity techniques are
showed in Table 3.

2.1.3 Data Availability

Minggiang et al., [70] built a CDstore a unified multi-cloud
storage solution for clients to outsource backup data with
reliability and security. CDStore also adopts two-stage
deduplication to attain bandwidth and to prevent channel
attacks. Seungyeop et al., [71] designed, implemented and
evaluated MetaSync, a file synchronization service for
multiple cloud. Paxos is also implemented to provide the
consistency that enables the efficiency of unchanged APIs. It
provides better availability and confidentiality. Yang et al.,
[72] and Zhongyuan et al., [73] show the need to advance the
data availability by amplifying the centralized clouds by
compressing the costs to achieve the efficient storage system.
The servers in data centre and peers at the network edge added
each other resulting in high availability and durable system
with lower costs. As the need for cloud storage system shows
its growth exponentially, Data deduplication can effectively
shorten the size of data by eliminating unnecessary data in
storage systems.
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Table 4. Comparison of Different Data Availability Techniques

Author Algorithm Performance Advantages Disadvantages
Integrates two key
functions
1. selecting
Zhang et al., .
[81] CHARM S;'t?rble C.I(.)Uds Saves cost
. Transition
2015
process to
redistribute
data
Delaydedupe is
combined with
Xuetal, [79] replica management Reduces
2015 DelayDedupe that determines new response time
duplicated
chunks
A unified multi- Guarantees
Minggiang et cloud storage D
. reliability,
al., CDstore solution for -
[75] 2016 users to outsource secunt)_/ qnd
cost efficient
backup data
Provides multiple Provides better
Seungycon et cloud availability,
al., MetaSync synchronization stronger
[76] 2016 services as untrusted confidentiality
storage providers and integrity

Xu and Tu [74] proposed a delayed target-deduplication
scheme based on the chunk-level deduplication and the access
frequency of chunks to decrease the response time. This
method is connected with replica management that regulated
the update policy for the new duplicated chunks achieving
storage load balance. In recent times, most of the storage
systems are designed to store replicated data for high
availability. The storage systems do not provide any
indicating that they are storing more than one copy of data.
Cloud Storage servers look like they are storing more than one
copy but the truth is they will be storing only a single copy.
This problem can be overcome by using multiple-replica
provable data possession (MR-PDP) [75]. It allows users to
store copies of file to audit using a challenge-response
protocol. MR-PDP is more efficient for storing replicas than a
single replica PDP scheme. The fountain-code based cloud
storage system i.e., Luby Transform (LT) has been proposed
to explain the delay that happens during file retrieval by
Chaun [77].

Ping Hu et al., [78] investigate the minimization of storage
cost when the user stores its data in multiple untruthful and
unreliable clouds and derives a jointly optimal coding and
storage allocation scheme, which achieves perfect secrecy
with minimum cost. Banyal et al., [79] propose a system
framework whose main component is proxy server to increase
the data availability service. It manages the performances of
cloud service provider and this proxy server is used as
middleware in between CSP and user. In order to provide
space for large amount of data in less area, Pallavi et.al., [80]
propose a framework that uses the AES data compression
techniques to store huge amount of data in less space.

Zhenyu et al., [81] uses the Bell-LaPadula Multi-Level
security model to achieve communication between clouds,
reduce the computing power cost and also gives security to

the data storage. The different data available techniques under
cloud storage are shown in Table 4.

3. DATA PRIVACY

Securing user’s personal information for any purpose without
permission is called User Privacy [82]. Cui et al., [83]
addresses the issues in privacy-preserving data sharing which
allocates the single key to the client while sharing huge
number of documents. Later, the user submits a single
trapdoor when all the documents inquired by the owner.

Po-Wen et al., [84] achieves user privacy in implementing the
fake user secrets and convince them to use secrets by
proposing a new cloud storage encryption scheme. Wang [85]
proposed XOR secret sharing schemes to propose privacy
preserving data distribution schemes which permits
computation over encrypted texts but difficult to prevent
collusion attacks.

Kalyani et al., [86] improve the present Attribute-Based
Encryption (ABE) [87] [88] to manage deletion or revoking of
the user on demand efficiently. Data is secured and also
access control policy is also achieved. It uses IDEA, Key
Policy Attribute based Encryption(KP-ABE) [89] [90] [91]
that focuses on access control policy and also uses Proxy Re-
Encryption (PRE) [92], [93] to deliver the work of decryption
key distribution to the cloud server.

Jin et al., [94] propose Key-Policy Attribute-Based Broadcast
Encryption scheme (KP-ABBE) which uses double encryption
process using both attribute-based encryption and broadcast
encryption system. Constant-size public parameters is
achieved by imposing no limit on the size of attribute sets
used for encryption and has a large attribute universe. Nabeel
[95] also uses double encryption to reduce the overhead on
users. Lazy Revocation is also used for user revocation.

21



International Journal of Computer Applications (0975 — 8887)
Volume 156 — No 12, December 2016

Table 5. Comparison of Different Data Privacy Techniques

Author Algorithm Performance Advantages Disadvantages
Yongge etal.,, | MDS Code, Achieves privacy Hard to prevent
2015 [90] BP-XOR and reliability collusion attacks

codes, without employing
LDPC secret encryption
sharing techniques
scheme
Shulan et al., Attribute based Confidentiality in High efficiency
2016 [93] data data and privacy is and security
sharing achieved
scheme
Jigco et al, | Keyword Cloud Service Secure against Does not provide
2016 [100] Search Provider performs chosen-plaintext verifiability
Function, partial decryption attack
Outsourced task delegated by
ABE(OABE) data user without
knowing anything
about plaintext and
keywords
embedded in
trapdoor

By combining all these cryptographic techniques a secure data
exchange through cloud is achieved and also minimizes the
overhead on data owner. Fine-grained Attributes-based
Access Control (ASPs) policy is used to select the share
documents in public cloud. ACPs are used to manage the
keys, outsourced the encrypted data.

Sherman et al., [96] uses homomorphic encryption scheme.
Elliptic Curve Cryptography (ECC) is used to encrypt the data
and shared with the TPA. ECC provides efficient that leads to
fast computation time, power reduction. ECC is used to save
the storage and bandwidth. Arockia [97] use the technology of
virtualization that supports virtual machine consolidation and
migration which intern improve the server utilization,
availability, fault tolerance and energy efficiency. The data
Privacy techniques under cloud storage are shown in Table 5.

4. MOBILE CLOUD DATA STORAGE

SECURITY AND PRIVACY

Mobile Cloud Storage (MCS) [98] is the primary file storage
mobile devices. The key element of the cloud is to maintain
the growing amount of work and using the resource
efficiently. Vaquero et al., [99] define cloud as a large pool
where the user can access the virtualized resources. These
resources are randomly reconfigured to permits the optimum
resource utilization. Neeraj et al., [100] propose a Bayesian
Coalition Game (BCG) as a service for RFID-based secure
QoS management in mobile cloud. Khan et al., [101] describe
Smart phones that support many applications which demands
for increasing computational power. To overcome smart-
phone constraints, researchers extends there cloud computing
services to mobile devices also. The main challenge is to
support the development of applications that can absorbes the
features of cloud and requires specialized mobile cloud
application models.

Sun [102] tell about the major challenges that are yet to be
facing while using cloud based services in mobile devices are
code/computation offloading, task-oriented cloud services,
elasticity and scalability, security and cloud pricing. Trust
management is used to support mobile cloud computing [103]
[104] especially for an ad hoc mobile cloud. It has mobile

nodes as resource providers without involvement of remote
cloud.

Awad et al., [105] solves the problem of providing security to
the outsourcing data by using the chaotic fuzzy transformation
method from user devices to the cloud. The scheme also
supports the fuzzy keyword searching. It maintains privacy
and confidentiality of the user data by creating a secure
posting list to rank the matched results and also saves
resources of the user mobile devices. Priya et al., [106]
enhances the existing search by using multi keyword search to
reduce the communication cost. For securing the inner
product computation multi keyword ranked keyword search
(MRSE) [107] has been used. The challenging problem in
applying efficient multi keyword fuzzy search on encrypted
data is discussed in [108]. This scheme removes the
predefined keyword dictionary. Each keyword is connected to
its bigram vector representation and to capture keyword
similarity, Euclidean distance is used.

Yu and Wen [109] propose a model where few functionality
of mobile is moved of-device, so that it significantly reduces
the usage of CPU, mobile resources. Once the functionality is
moved to cloud, more resources are available in mobile. Few
challenges [110] are resource constrain, attack on mobile,
considering particular architecture depending on the platform
used, Insignificance network and platform, mobile usability.
Due to resources scarcity in the smartphone and less
knowledge of security from users, encryption is used and the
authentication between two parties depends on TPA. Zegers et
al., [111] propose a lightweight encryption algorithm and a
security handshaking protocol for mobile devices and data
security is achieved from client side before it is sent to cloud.
This method does not require a third-party authority for
mutual communication and achieves minimum
communication overhead.

When we need to store the data on the cloud, the process
always begins from indexing it and symmetric encryption key
using attribute based encryption. In searchable encryption
scheme [112], the encryption for index is done by using

1) For every keyword, token is given for the encrypted
files that contain keyword pointers that is retrieved
and
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2) The index is hidden when the tokens are hidden.
The one who have the knowledge of secret key can
only generate the tokens.

Searchable encryption uses Boolean keyword searches [113]
for improving the efficiency while searching tree based index
structure and multi-dimensional algorithm have been adopted
that is better when compared to linear search. While retrieving
the data from the cloud, relevance ranking is used. Such
ranking helps in retrieving the information very quickly and it
also removes the traffic in the network by sending only the
relevant data to the user. To make searching more flexible for
the user, Multiple keyword search [114] [115] is used.
Multiple keyword search uses more than one keyword for
searching. While using Multi keyword search, Sun et al.,
[116] makes use of Co-ordinate matching method. It matches
to improve the relevance. The concept of inner query
similarity has been used which provides the number of
keyword that has been queried appearing in the document.
Sometimes privacy is violated by the cloud vendor; vendors
authorized users, unauthorized users or some external
malicious entities. Using encryption methods becomes more
complicated and expensive for mobile devices to manage
privacy of stored cloud data.

Mehdi and Mukesh [117] propose a new light-weight method
and makes use of pseudo-random permutation based chaos
systems to store data in multiple clouds for mobile clients.
The proposed system divides each files into multiple
fragments and distributes each fragment to multiple files
based on chaos system. It achieves low computation
overheads and avoids unauthorized users including cloud
entities.

Tysowski and Hasan [118] propose an efficient and highly
scalable security in a cloud computing, where keys are
managed by the client for achieve trust and key redistribution
is minimized to reduce communication costs on mobile
devices.

5. CONCLUSION

Cloud computing gives many advantages like storage security,
increase storage space and reduce storage cost and decreases
overheads on cloud, users. Proving the security to the data
placed in cloud computing has become major issue in this IT
platform. This paper mainly concentrates on security and
privacy issues and also discusses about the different
techniques used in existing cloud environments. Further, these
different techniques are used in improving the security of the
data stored and also giving privacy to the data.
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