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ABSTRACT

Bent functions play an important role in the designing of S-
boxes. These functions also have significant applications in
coding theory, graph theory and sequence design. In the
literature of bent functions their complete classification and
characterization is still elusive, so the constructions and
characterizations of bent functions are challenging problems.
Many constructions methods and characterizations of bent
functions are discussed in the literature. In this paper we
obtain a new infinite class of bent and semi-bent functions
using few Walsh transform values.
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1. INTRODUCTION

Rothaus [1] had introduced the bent functions in 1976. Due to
the highest non-linearity of bent functions, they have gained
importance in the designing of stream ciphers and block
ciphers. Kumar et al. [2] extended Rothaus's definition of bent
functions to generalized bent functions and also discussed
their properties. Since 1974, bent functions are extensively
studied because of their significant applications in
cryptography (in the design of stream ciphers and in the
substitution boxes of block ciphers) [3], coding theory [4],
sequence design [5] and graph theory [6,7]. The new structure
introduced in the literature of mathematics known as Rhotrix
is gaining importance for making the cryptosystems more
secure, see [8,9,10,11]. Irreducible polynomial play an
important role in the structure of finite fields which is an
essential tool in cryptography, see [12]. Bent functions are not
balanced. A complete classification and characterization of
bent functions is still elusive, so the construction and
characterization of bent functions are challenging problems.
In the recent time most of the research work have been done
on the construction of bent functions. Primary and secondary
constructions of bent functions are the two Kkinds of
construction of bent functions. In the primary construction,
there is no use of previously existing bent functions to
construct new ones, while in secondary construction some
previously known bent functions are used to construct new
bent functions, see [13,14,15,16]. Several constructions of
bent functions are discussed in [17,18]. Some constructions
and characterizations of gbent functions are discussed in
[19,20].

Some new constructions of bent and semi-bent functions are
recently introduced by Xu et al. [21]. We here present a new
construction of bent functions.

Any function f(x):F,n — F, is called a Boolean function.
Let n = 2m be a positive integer and F,» be the finite field
with 2" elements. Let F,» = F,»\{0}. For any positive integer
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n, and r dividing n, the trace function from F,» — Fyr
denoted by Tr™ (x), is the mapping defined for every x € Fyn
as:

1 . 2 _
Trr () = Xi_o x¥ = x+x% +x27 4227

In particular, the absolute trace occurs for r = 1. In deriving
our results we use some known properties of the trace
function such as Tr{*(x) = Tr{*(x?) and for every integer r
dividing n, the transitivity property of Tr"(x), that is
Tri(x) = Tr{ (x) o Tr*(x). The Walsh-Hadamard transform
of a Boolean function f(x):F,» — F, is the function
Xf: Fon — Z defined by

Tr (W) = Tyer,, (1)) forall w € Fn.

The values ¥7(w), for all w € Fpn are called the Walsh
coefficients of f and the multiset {)’(}(w), w € Fon} is called
the Walsh spectrum of a Boolean function f. If n is even, a
Boolean function f:F,» — F, is said to be bent if 77 (w) =

12%, for all we F,n and f is said to be semi-bent if
T w) ={0,42:* ) for all w € Fn.
2. MAIN RESULTS

We discuss the Walsh-Hadamard transform of a Boolean
function f(x) in the following Lemma.

Lemma 2.1 Let n be a positive integer and a, b,c € F)x. Let
g(x) be a Boolean function over F,». Define the Boolean
function f(x) by

) = g) + Tri(ax)Tr{* (bx) + Tr{* (ax)Tr{ (cx), (2.1)

then forall w € Fyn

7 (w) =%[@(w) + LW+ a) +T;w+b+c) -
Xgw+a+b+c)]

Proof. For i,j € {0,1}and a, b € F,., define

Ty = {x € Fon:Tr{*(ax) = i, Tr{" (bx) = j} (2.2
and denote

S W) = Xrer,, w9 G (W) (2.3)
and

QuijyW + €) = e, @I (H0D), (2.4)

For each w € F,n, we have

T W) = e,y (1) WA 00

— erF (_ 1)g () +Tr{ (ax)Tr] (bx)+Tr{ (ax)Tr{ (cx)+Tr{ (wx)
271.



— Z (_1)g(x)+Tr1"(wx)+ Z (_1)g(x)+Tr1"(wx)

XET(O,O) XGT(OJ)

+ ZXET(I 0)(_1)g(x)+Tr1" (cx)+Tr{ (wx)
+ZX€T( )(_1)g(x)+Tr1"(cx)+Tr1"(wx)+1
1,1
= S0,00 W) + Sy W) + QoW + ) — Q1w + ).
(255)

Now
o (W) = e, (-9 0w)

= ZxET(O}O)(_l)g(x)-FTT{I (wx) 4 ZXET(O,l)(_l)g(X)+TTP (wx)

+ ZXGT(LO)(_l)g(xHTn" (wx) 4 ZXeT(M)(_l)g(xHTrl" (wx)

= S0,0W) + So,1(W) + Sq,00W) + S1,1(W).
Therefore,
S0,00 W) + Sy W) = TgW) = Si1,00(W) = Sii,1y(W). (2.6)
Using (2.6) in (2.5), we get

)/(F(W) =XgW) = Sq,00(w) — SanyW) + Quow +¢) —
Qunw + o). (2.7)

To compute, S gy(w)and S 1y(w) solving the following
system

11 1 1 Se,m] | KW

1 -1 -1 -1| S| | x,W+b)
1 1 -1 -1Se,W| | 7 (w+a)
1 -1 -1 1)§,,W)] ;?g(w+a+b)
that is

S0,00W) + S1,00W) + S0,y W) + S, 1y(wW) = 25 (w),

(2.8)
Sw0,0W) = Sa,0W) + So,1n(W) — Sa,nw) =Xy (w + b),
(2.9)
S0,00W) + S1,00W) — Seo.1y(W) — Sii,1y(W) = Xg(w + a),
(2.10)
Sw0,0W) = Sa,0W) = Se,1ny(W) + S,n(w) =
Xg(w +a+ b).
(2.11)
Solving equations from (2.8) - (2.11), we get
SaoW) = {Tew) + Zg(w +b) — Z;(w + a)
Xgw +a+b)} (2.12)

and

SanW) = {Tew) = Zg(w +b) — Z;(w + a) +
Xgw +a+ b)) (2.13)

Substitutingw = w + ¢ in (2.12) and (2.13), we get
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Quow+c) = %{@(w+ &)+ 7Z;(w+b+c) -
TgW+a+c)—x,w+a+b+c)} (214)

and

QunWw+c) = %{)’Q](w +0o)—x;(w+b+c) -
Xgw+a+c)+x;w+a+b+c)} (2.15)

Using (2.12) - (2.15) in (2.7), we get

W) = T w) — 3 (T w) + Ty (w + b) = Zg(w + @) -

Tow+a+b)}—{Z;w) - Z;(w+b) - ;(w+a)+

@(w+a+b)}+%{)’(§(w+c)+)’(E(W+b+c)—

Lw+a+o) - Gw+a+b+oy—{fw+c) -

Xgwt+b+co)—g;(w+a+c)+x;(w+a+b+c)}

= {47, W) - ;W) = ;W + b) + T;(w + ) +
Xgw+a+b)—x,w)+x,w+b)—x;w+a+b)+
XTwr+a)+x;w+o)+x;w+b+c)—x;w+a+
o—xswtatb+o)-x;w+c)+x;w+b+c)+
Yswtat+c)—x;(w+a+b+c)}

= %{zg(w) +27;(w+a) + 27;(w + b +¢) —
2xsw+a+b+c)}
1g — — —
= E{){g(w) +hw+a)+,w+b+c)-x;(w+a+
b+0)}

Theorem 2.2 Let k be a positive integer such that k > 1 and
let a, b, ¢ be three distinct elements in F . such that a + b +

¢ # 0. Let A € Fjq such that 2 + 22 = 1. Define the
Boolean function f(x) as

f&) =
Tr* (A2 +) + Tri* (ax) Tri* (bx) + Tr (ax)Tr* (cx).

Then the function f(x) is bent if
Tritk (A(azkb + b2 a)) = Tritk (A(bzkc + czkb)) =
Tr (A(azkc + czka)) =0

and f(x) is semi-bent if any one of theTr{** (A(azkb +
bzka)), Tritk (A(bzkc + czkb)) and Tr (l(azkc +
czka)) is 1 and the other two are zero.

Proof. Let

g(x) = Tri* (Axk+1),

For each w € Fyn, we have from Lemma 2.1

W) = {Tw) + Zw+a) + Zgw+ b +c) -
Xgw+a+b+c)}

= Al + Az,
(2.16)

where

1

A = E{)’@(W) +xgw + a)}

and

10



Ay = {Tw+b+0)—F;w+a+b+0)}
Using
k
@(W) = 2k (_1)Tr{”‘(/1w2 +1y
to find the values of A; and A,. Therefore,

1 k k
A = E22k {(_1)Tr{”f(zw2 M 4 (=) ey “)}

%sz {(_1)Trfk(,1w2"+1) +

(_1)Tr{”‘(A(wzka+wa2k+w2k“+a2k“))}
= Loz (_qyrri*@aw?h {1 n (_1)Tr{”‘(A(wzka+wa2k+a2k“))}
2
2.17)

and

Az =
%221( {(_1)”{‘(’1(“’%“)2’(“) - (—I)Tr{‘(l(w+a+b+c)2k+l)}

k k k k
Tr‘”‘{ A(Wz b4+wb? +w?" c+wc? }
1 1 k k k k k
= 522’6 (-1) +b2 cbc? w2 Hp2 A1 2041

k k k k
Aw? a+wa? +w? b+wb?
2k 2k | 2k 2k
Trak] +w c+wc® +a® b+ab
1

k k k k
l +a? c+ac? +b? c+bc? J |}

|
_%sz { -1 T (2.18)
Let
e = Tri*{a(w? a + wa?* + a2+, (2.19)

c; = Trfk{/l(wzkb +wb? + w2 c+we? + ¥ 4

c?+1}, (2.20)
t = Tr{”‘{/l(azkb + abz")}, (2.21)
t, = Tri{a% ¢ + bc?)}, (2.22)
and

t; = Tr{“‘{/l(azkc + aczk)}. (2.23)

Using (2.19) — (2.23)in (2.17) and (2.18), we have
Ay = 222 ()t @ 4 (-1 (2.24)

and
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Az =
k
G N A GV
(_1)C1+f1+f2+f3}_ (2.25)

Fort, = t, = t; = 0, we have

k
8y = 2oz ()T (e (Cpyay, (2.26)
If ¢, = 0, then from (2.24) and (2.26), we have

K
W) =A) +A; = %ZZk(—l)Trfk(lwz +1){1 F (=1 +
1—(=1)1}

_ sz(_l)rr{*k(szk“)_
Therefore, f(x) is a bent function.

If c; = 1, then from (2.24) and (2.26), we have

k
)/(?(W) =A 4+ A, = %22"(—1)”14"('1"‘/2 +1){1 + (_1)01 _
1+ (—1)}

= 2k (_1)Tr{“‘ (szk“){(_l)cl}

_ 22k(_1)TT14k(AW2k+1); €= 0

_ZZk(_l)Tr{“‘(szk“); ¢ = 1
Therefore, f(x) is a bent function.
Let us suppose that t; = 1,t, = t; = 0, then
Ay = %22"(—1)”?"““"“>{1 + (=19}
and

k
Ay = Loz (cyT ey (Cqyany

= Lok oy e 4 (e,
Therefore,

TrW) = Ay + 4 = 322 ()P O 4 (-1 4
(=1 + (=1)“r%e2], (2.27)

If ¢, = 0, then (2.27) becomes

k
W) =2 + A, = %ZZk(_l)Trl‘*k(AWZ D 4 (=) +
1+ (=1)}

— 22k ()T aw? g 4 (7)o

4k 32K +1
_ {22k+1(_1)Tr1 aw2+ny (=0 | (2.29)

0; 1 = 1 ’
If c, = 1, then (2.27) becomes

k
W) = Ay + Ay =5 22K (=) AV 4 (—1)e -
1+ (-t}

11



- %ZZk(—l)TTf"Wk“){l + (D~ 1= (D)

=0. (2.29)

From (2.28) and (2.29), it is clear that f(x) is semi-bent and
its Walsh spectrum is {0, +2%*1Y when t; = 1,t, = t; = 0.
In a similar manner, we can prove that f(x) is semi-bent
wheneithert; =t, =0,ts=10rt; =t3 =0,t, = 1.

Example 2.3 Let k = 2 and ¢ be the primitive element of F,s
generated by the primitive polyomial x8 + x* + x3 + x2 + 1.
IfA=¢3,a=_0%8 b= and c = {13, then the function
f(x) defined as

fGO) = Trd(§3*x%) + Tr ((P* ) Tr ((Mx) +
Tr ({**80)Trf ({1 x) (2.30)

is a bent function. If we take a = {248, b = {15 and ¢ = {238,
then we have Tr((a2‘b + ab?‘)) = 0, Trf(A(a®" ¢ +
ac2k)=0and 7r18(1b2kc+bc2k)=1. So, the function /(x)
as defined in (2.30) is a semi-bent function.
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