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ABSTRACT

For past few years, more interest has been focused on
Wireless Sensor Networks (WSN) due to its wide range of
applications in various fields. The WSNs are mainly used for
sensing the pollution, monitoring the traffic; secure homeland,
hospitals, military etc. There are possibilities of attacks in
Wireless Sensor networks. Due to these attacks, there is
possibility of loss of information. To avoid the data loss and
for secure transmission of data, several countermeasures have
been introduced. The main focus of this paper is to provide a
detailed survey on various attacks and the countermeasures
employed to safeguard the network from malicious attacks.
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1. INTRODUCTION

A tiny device called nodes form the basic unit of Wireless
Sensor Networks (WSN). These nodes are low cost tiny
devices which are used in hundreds of thousands in number in
WSN [1]. A node is also called as smart dust and sometimes
as motes. A node comprises a processor, memory, battery,
AJD convertor for connecting to a sensor. A device that senses
the information and sends the information to a node is called
Sensor. Sensors can sense the variations of physical
environment such as Blood pressure, pulse rate, and stress.
These Sensors mounted on a node can be of various types
based on their purpose for which it is used. A sensor and a
node together form a Sensor Node. The Nodes can be placed
in a preferred particular position or by a random positioning in
an area of deployment. These nodes can be moving from
place to place in an area of deployment or fixed (static) in a
place. Static nodes are commonly used in Networks. Wireless
sensor Networks have one or more base stations which are
having more resources and capability than nodes.

The main characteristics of a WSN include power
consumption constrains for energy harvesting, cope with
node failures, Mobility of nodes, Communication failures,
Heterogeneity of nodes , Ease of use, Scalability to large
scale of deployment. The security issues in WSN include the
eavesdropping on the communication, lack of integrity,
message replay attack, failure of authentication. Due to this
attack, the false information is sent to the legitimate user.

2. SECURITY GOALS AND
CHALLENGES

The security goals for reliable communication in WSN [2] are

e Data confidentiality
It is the most important issue in network security, messages
should be hidden from a passive attack. As highly sensitive

R. Sowmiya
Student of M.Tech (IT)
Dept. of Information Technology
Pondicherry Engineering College,
Puducherry

data are being communicated between sensor nodes, it is
extremely important to build a secure channel in WSN.

e Data integrity

It is important to protect the messages that are being tampered
or altered in WSN. An adversary is not just limited to modify
the data that also can change the whole packet by injecting an
additional packet.

e  Data authentication

In WSN, it is always good to ensure that the data received is
from the correct source. Always data received from
destination node must be same as that sent by the source node.

e  Data availability

It is vital to keep the data available for proper functioning of
the network. User should be able to use the resources
whenever they wish.

e  Data freshness
The information received should be current and up-to-date. It
should be ensured that there is no replay of any old content. It
is important for security protocol to detect and discard the
duplicate messages.

The security challenges of WSN are
e  Energy constraint
e Network lifetime
e  Topological changes
e  Hostile environment
e  Security issues

e  Memory constraint

3. ATTACKS IN WIRELESS SENSOR
NETWORKS

In Wireless Sensor Networks, nodes are usually deployed in
an open unattended environment and hence they are prone for
more physical attacks as they are not physically protected in
that dangerous environment where they have been deployed
[3]. The broadcast nature of the transmission medium makes
the WSN more vulnerable to security attacks. As described in
fig.1, attacks on WSN can be classified as Active attacks and
Passive attacks.
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Fig: 1. Classification of attacks in WSN

3.1 Passive Attacks

The monitoring and listening of the communication channel
by unauthorized attackers are known as passive attack [4].
These attacks are mainly against data confidentiality. An
unsecure traffic is observed and looked for clear text
passwords and sensitive information, which are being
captured by a passive attack and these information can be
used in other types of attacks. The information on the network
is not modified or changed in this attack. Decrypting weakly
encrypted traffic, monitoring of unprotected communications,
capturing authentication information and traffic analysis are
passive attacks. Hence without the knowledge of the user
there occurs a disclosure of information or data files to an
attacker.

Some of the more common attacks against sensor privacy are:

3.1.1 Monitor and Eavesdropping

As the name implies it is an attack against confidentiality, a
communication between two or more parties is monitored by
an attacker to get possession of the transmitted data. This
monitoring most commonly happens or done easily in a
wireless network as the messages transmitted onto over the
links are without any physical control. A passive attack,
eavesdropping can be avoided easily by encrypting the data
that has to be transmitted. But encryption cannot provide
security to the data when attacks occur together with other
attack, such as Cryptanalysis. This is the most common attack
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to privacy. The contents of the communication can be easily
found by the adversary by snooping the data.

3.1.2 Traffic Analysis

Though data or messages transmitted with encryption for
security, there is high chance of analysis of the
communication patterns. Acquiring the knowledge about
sensor activities an adversary can grasp sufficient information
to cause malicious harm to the sensor network. Due to strong
encryptions attackers cannot find the data as such but will get
some clues about the data.

3.1.3 Camouflage Adversaries

In this a sensor node in a wireless sensor network is
compromised by an adversary or attacker. This compromised
node which is also called as camouflage node of WSN is used
to masquerade the rest of the normal sensor node in WSN.
The camouflage node then makes a false advertisement about
the routing information in such a way that the further
forwarding of packets from other nodes through the
compromised node. Once the packets are received they are
forwarded to a strategic node where privacy analyses of
packet are done systematically.

3.2 Active Attacks

In active attack, an unauthorized attacker monitors, listen to
and modifies the data stream in the communication channel.
Here the attackers are no longer passive. Active measures are
taken to achieve control over the network. This can be done
by stealth, viruses, worms or Trojan horses. Some examples
of active attacks are DoS, modification of data, black hole,
replay, sinkhole, spoofing, flooding, jamming, overwhelm,
wormhole, fabrication, Hello flood, node subversion, lack of
cooperation, modification, man-in-middle attack, selective
forwarding and false node.

3.2.1 Selective Forwarding

In this attack only certain packets are selectively dropped by a
malicious node. Usually messages received are faithfully
forwarded by nodes in sensor networks. The message or
information received and sent should be same for a reliable
and secure communication. When some compromised node
refuses to forward and this result in loss of important data. In
some cases all the packets are dropped and nothing is
forwarded, called blackhole attack.

3.2.2 Blackhole Attack

The main aim of this attack is to lure traffic to a malicious
part of the network. The compromised node of the sensor
network attracts and fools the neighbor node by false
advertisement. All the data from the fooled neighbor are
forwarded to the lying node, instead of the destined base
station. The specialized communication pattern and multi hop
nature of the sensor network make it susceptible to this attack.

3.2.3 Wormhole Attack

The received messages are tunneled from one part of the
network to another part of the network by an adversary [6]. In
this attack, the tunnel is formed between one or more
malicious node. The distant nodes are made to appear as close
neighbor and so the energy resources of this node are
exhausted quickly. This attack becomes effective when
coupled with selective forwarding and Sybil attack, where it is
very difficult to detect.

3.2.4 Hello Flood Attack
Hello Flood attack depends on the neighbor information to
create routing path [7]. Every node in the network is made to



receive a powerful overhead packet broadcasted by an
adversary announce themselves to the neighbors within a
specific radio range. As long as it is within the same range the
receiver node assumes the packet is uncompromised. Hello
flood attack is an injurious active attack.

3.2.5 Denial Of Service

Denial of Service (DoS) is produced by the unintentional
failure of nodes or malicious action [8]. It is the typical attack
against availability. In this attack the nodes are kept busy by
retransmission of legitimate request from other users or
inserting new messages in the network. Hence the node is
occupied and made unavailable leading to very slow
performance.

3.2.6 Sinkhole Attacks

The sinkhole attack affects the Network layer. By using
attractive bandwidth or path the attackers attracts the nearby
motes. Therefore, the surrounding nodes are bogus done by
the adversaries. It misroutes the information and it leads to
packet dropping. This attack may further leads to selective
forwarding attack or blackhole attack.

3.2.7 Sybil Attack

The attacker fools the neighbor nodes by having multiple
identities [9]. By hacking the identities of the neighbor nodes,
the attackers access the information of that correspondent
node. The Sybil attack mainly focused on fault tolerant
schemes such as dispersity, topology maintenance and
multipath routing. As the adversary occurs in multiple
locations, it confuses the geographic routing protocols.

3.2.8 Spoofed, Altered or Replay Attack

This is the most common attack in which the attacker mainly
focuses on the routing information. By spoofing, altering and
replaying the routing information, the network topology gets
confused and it leads to the packet loss. An attacker archives
the traffic pattern without knowing the details about that, and
it replays that information later to misinform the base station.

3.2.9 Jamming

An attacker attacks the topology by means of the radio
frequencies of the network nodes [10]. The attack is more
effective even in the single transmission of frequency. The
adversary causes unnecessary energy depletion by adding the
malicious packets in the topology. The network traffic is
jammed and so the energy is dropped for the nodes. The nodes
should follow some procedures to switch to sleep mode
during jamming.

3.2.10 Tampering

The tampering attack affects the physical layer. The
tampering replaces the entire node and gain access to sensitive
information. The adversary extracts the cryptographic keys, so
it results in loss of information. By this attack the node gets
damaged physically.
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3.3 Layer Oriented Attacks

WSN has a layered architecture. This WSN are more
vulnerable for various kinds of attacks due to its layered
architecture as shown in table.1. The physical layer attacks
ranging from node capture to jamming of radio channel [11].
The data link layer coordinates the neighboring nodes to
access shared wireless channel.

Table 1. Layerwise Attacks

NETWORK ATTACKS
Physical Layer ° Jamming
e Tampering
e Collision
Data link Layer e Exhaustion

e Unfairness

Spoofed

Replay

Selective forwarding
Sinkhole

Syhil

Wormhole

Hello flood

Network Layer

e Flooding

Transport Layer .
P Y ¢ Desynchronization

e Overwhelm
Application Layer ¢ Repudiation
e Data corruption

Collision, exhaustion and unfairness are the attacks in data
link layer [12]. The network layer is vulnerable to various
type of attack such as spoofed, sinkhole, wormhole and hello
flood attack. In transport layer attack, there occurs the
repeated request of new connections making the resource
exhausted. Flooding and desynchronization are the attacks in
the transport layer. Attacks such as overwhelm, repudiation,
data corruption and malicious code are the different types of
attack in application layer.

4. COUNTERMEASURES
THE ATTACKS

The main challenge in WSNs is to provide efficient security
scheme by means of size of the sensor, memory, processing
power and communication capacity [13]. For secure
transmission over sensor networks, various cryptographic
techniques are used. In order to avoid the attacks that tries to
compromise a node and getting access to the entire network,
various countermeasures and secure routing protocols [14] are
given in table.2.

AGAINST
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Table 2: Countermeasures and Secure routing protocols for various attacks

Secure routing Protocols

e Resource exhaustion
Packets collision

Attacks Effects of attack Countermeasures against Attack used
e Spread Spectrum technique for radio
« Confusion communication
Jamming e Use algorithms that take Radio Signal

Strength Indicator (RSSI) values,
carrier sense time and packet delivery
ratio (PDR) techniques.

e LEACH

o Hardware damage

Attack topology
e Information alteration

Tampering o Can gain access to higher Using tamper-proof packing o Direct Diffusion
level by extracting sensitive e SPIN
information
g Energy exhaustion :
Collision * Error correction codes can be used
o Interference e LEACH
e Discards packet
Selective Packet d i Transmit data through multiple paths
Forwarding * racketaropping g plep o Multipath Routing protocol
o Information loss
o Alter information
) o Drops packet
Sinkhole ¢ Resource exhaustion ¢ Key management e PRSA
Attack o Trigger blockhole, ¢ Authentication e Geographical routing
wormhole ¢ Geographic routing protocol
e Spoofing
¢ Replay old message
_ Threat to geoaraphical routin ¢ Authentication and encryption can
Sybil Attack rotocolsg grep g prevent outsider attack o Merkle hash tree
P e Use of public key cryptography o SIGF
prevents insider attacks
Wormhole « Change in network o Adhoc on Demand Distance

e Authentication
e Encryption

Vector (AODV)
e Dynamic Source Routing
(DSR)

Hello flood

Data congestion
Attack g

To Authenticate two way link before
acting on information e SPIN

5. SECURE ROUTING PROTOCOLS

A key management protocol SPINs (Secure Protocol for
Information via Negotiation) which relies on a trusted base
station for key distribution is proposed. SPINs consists of two
parts: SNEP (Secure Network Encryption Protocol) and
MTESLA (micro Time Efficient Streaming Loss tolerant
Authentication). Many security properties like semantic
security, data authentication, replay protection, data freshness,
and low communication overhead are offered in this protocol
[15]. The Tampering and Hello flood attack is resisted by
means of SPIN protocol.

An authentication scheme Merkle tree has been proposed to
avoid attacks [16]. Merkle tree found a wide application in
cryptography due to its conceptual simplicity and
applicability. It is a complete binary tree where the values of
internal nodes are one way functions of the values of their

children. It has various cryptographic applications such as
certification broadcast authentication protocols, third-party
data publishing, zero-knowledge sets and Merkle hash tree
resist the Sybil attack.

6. CONCLUSION

The Wireless Sensor Networks are widely used in many
applications. The need for security becomes the vital role. The
secure communication is affected by means of various attacks.
The network lifetime is reduced due to the energy drain of the
nodes. To maintain data integrity and authenticity, steps are to
be taken to resist active and passive attacks. The
cryptographic techniques and the protocols are to be made
stronger to avoid the attacks. Therefore, to maintain the secure
network topology, stronger defensive techniques are used.
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