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ABSTRACT
Cloud computing is an arising computational model, where data
and its several services associated with its scalable data centers in
the cloud and can be obtained from the Internet. Computing gives
an added amount of risk as vital services which are usually de-
ployed to any third party, which creates the difficulty to enable data
security, privacy factor, confidentiality, integrity, and authentica-
tion. Most of the users prefer to store their data inside the cloud in
an encrypted/unoriginal format to decrease the security concerns.
However, to perform any operation on data at server, cloud needs
to first decrypt the data. This operation might cause the challenging
issues like - confidentiality along with privacy of confidential data,
stored inside the cloud.
Here, This paper presents state of the art in this Homomorphic En-
cryption (HE) domain, and solve the problems of confidentiality
and privacy of stored data in a cloud. HE is a kind of encryption
mechanism that give ability to users for computations to be prose-
cuted on cipher text itself, thus producing an unoriginal/encrypted
result when decrypted it shows similarity on the result of operations
prosecuted on the plain text. Homomorphic Encryption is generally
of two types i.e. Partial Homomorphic encryption (PHE) and Fully
Homomorphic Encryption (FHE). FHE considered to be as more
secure and efficient in the form of third party computations, since it
gains the advantage of both properties - Additive as well as multi-
plicative homomorphism. Based on the research done in past years,
identification of the problem in the existing system is also presented
in this paper and have given our future research directions.
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1. INTRODUCTION
Cloud computing is having the benefits of centralized large compu-
tational power, space and efficiency, so that the customers/clients
can outsource their complex problem to the cloud for computation
purpose. Also, it suffers from the new security challenges like cus-
tomer’s data privacy, confidentiality and checkability. Cloud is hav-
ing the great potential of robust computational power to the aggre-
gated management of the elastic resources. To protect the client’s
personal data from unauthorized use, customers need to encrypt
their data prior to outsourcing, but further performing the compu-

tations on this encrypted data makes a very hard problem for cloud
server. There exist extremely powerful intention to provide the se-
curity at several levels eg: network, host, application and data etc.
Homomorphic Encryption technique enables to perform the com-
putational functionalities on unoriginal data itself, without the
knowledge private key, the individual customer is the only pos-
sessor of private secret key. Whenever result is decrypted for any
computational function, it is the similar as if we had prosecuted the
calculation procedure on the unanalyzed and unstructured data. In
2010, Gentry has proposed Fully Homomorphic Encryption (FHE)
mechanism [13] allows the user to perform additive and multi-
plicative homomorphic operations on encrypted data. It was an
evolutionary breakthrough in the field of cryptography. Still, it is
not much practical in real time scenarios. Only either multiplica-
tive or additive homomorphic computation is allowed in a partially
homomorphic encryption mechanism. An algorithm is considered
as fully homomorphic encryption, if both additive and multiplica-
tive homomorphism properties are satisfied simultaneously. ”Fully
Homomorphic Encryption” is used to store data in ”DynamoDB”
of ”Amazon Web Service(AWS)” public cloud [1]. ”Amazon Dy-
namoDB” collection is having a fully distributed recovery, NoSQL
database service, entirely proposed by Amazon.com is as part of
the ”Amazon Web Services(AWS)” collection. ”DynamoDB” pro-
duces a similar kind of data model and extracts its name from Dy-
namo but has a different underlying implementation. Users oper-
ational procedures are carried on unoriginal/encrypted data itself
inside public cloud. When results requirement is there, they can be
simply downloaded on the client machine. In this particular sce-
nario, users confidential data will never be stored in form of plain
text on a public cloud.

1.1 Motivation to the problem
In today’s scenario, computing addresses an extra amount of risk
as essential services be normally deploy to a third party, which
makes it challenging to maintain the security outlines like - data
security, privacy, confidentiality, integrity, authentication etc. Most
of the users favor to store their data inside cloud environment in
an unoriginal form to decrease the security concerns. However, to
execute any operation on the data, which is residing at server, cloud
needs to first decrypt the data. This operation might create the con-
fidentiality and privacy issues of data stored in the cloud.
Homomorphic Encryption(HE) is a kind of encryption mechanism
that give ability to users for computations to be prosecuted on ci-
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pher text itself, thus producing an unoriginal/encrypted result when
decrypted it shows similarity on the result of operations prosecuted
on the plain text. [18] Homomorphic Encryption solves the prob-
lems of confidentiality and privacy of the stored data inside the
cloud.

1.2 Organization of the paper
In the remaining of this paper - section 2 presents some prelim-
inaries that are used in this paper. Section 3 presents the related
work, done in this area. Section 4, points out some security issues in
cloud computing. In particular section 5, some cryptographic tech-
niques in cloud computing environment are mentioned. Section 6
presents the overview of homomorphic encryption in cloud com-
puting medium. In section 7, future research directions are given.
Finally conclusions are presented in the section 8.

2. PRELIMINARIES
Some basic preliminaries required in this paper are described as
below:-
Cryptography(crypto = secret + graphy = writing) is a pro-
cess of storing and transmitting data in an unoriginal form, so
that only authorized person(for whom it was meant), can access
and process it. Cipher is a mechanism of writing secret messages,
where original/plaintext is transformed into an unoriginal/cipher
text. Converting the original text into unoriginal text is reffered as
encryption and mechanism of decryption is vice versa.

2.1 Symmetric key cryptography
It is also known as private key cryptography, is kind of encryption
mechanism in which sender as well as receiver, both entities use
to share the similar key. These are realized as either Block ciphers
phenomenon or as Stream ciphers phenomenon. Block cipher takes
entire blocks of plain text as the form of input, whereas individ-
ual characters are taken as input, in case of stream ciphers. Data
Encryption Standard(DES) as well as Advanced Encryption Stan-
dard(AES), both are the well known block cipher design paradigms
that have been selected as cryptographic benchmarks.
Private key cryptosystems utilizes the one same key for both mech-
anisms - encryption as well as decryption of the information,
though a particular message or collection of several messages may
posses different keys. A notable limitation of symmetric ciphers is
that, the key management process becomes intensely necessary to
use them securely. Key management consists of creation, distribu-
tion and refreshing of the secret keys, involved in the communica-
tion.

2.2 Asymmetric key cryptography
It is also called as Public key cryptography. In this mechanism,
sender encrypts the message using public key of receiver and fur-
ther receiver decrypts the information utilizing his own private se-
cret key. Public key cryptography technique can be utilized for im-
plementing the various Digital signature methods. RSA mechanism
and DSA are two most prominent digital sign. mechanisms. Public-
key methods are mostly based on the very large computational
complexity of ”hard problems”. Eg. the hardness of well known
RSA algorithm is based on hard problem of integer factorization,
while hardness of DiffieHellman and DSA algorithms is based on
discrete logarithm problem. Recent times, elliptic curve cryptogra-
phy(ECC) has been evolved, in which security is totally based on
the number theoretic computationally hard problems involving el-

liptic curves. Paillier cryptosystem, invented by Pascal Paillier in
1999, is also an example of probabilistic behavioural asymmetric
mechanism for public key cryptography.

2.3 Ring Homomorphism
Let, P and Q are rings.
A function f : P → Q will be satisfying ring homomorphism, if
∀h1, h2 ∈ P .

—f(h1 + h2) = f(h1) + f(h2)

—f(h1 ∗ h2) = f(h1) ∗ f(h2)

—f(1P ) = 1Q

3. RELATED WORK
Here, in this section, we will review some of existing methods
which have been proposed in past years. Maha Tebba et al. [2]
inspected the core application scenarios of different Homomor-
phic Encryption cryptosystems eg: (RSA, Paillier, El Gamal, Gen-
try etc.) on a Cloud Computing environment. Further, comparision
is being performed based on main four specialities - ”Homomor-
phic Encryption type”, ”Privacy of data”, ”Security applied to” and
”the keys used”. Reem Alattas et al. [3] introduced the application
of Algebraic Homomorphic Encryption mechanism, based on Fer-
mat’s Little Theorem on cloud computing for better security. To fix
the challenging problem of data privacy along with confidentiality
in the cloud, Fully Homomorphic Encryption(FHE) mechanism is
an explication, where the encrypted information can be handled,
and it returns the results in encrypted manner. In spite of, fully
homomorphic encryption mechanism runs in comparatively slower
mode hence, the faster fully homomorphic encryption mechanisms
are very much needed. Gentry’s proposed encryption mechanism is
fully homomorphic but having impediment of slower performance.
Lot of various mechanisms have been suggested in recent years to
remarkably speed up the performance achievement of fully homo-
morphic encryption schemes. Parallel processing of given informa-
tion is one compelling way of executing this. Parallel processing
for Gentrys encryption was presented by Ryan Hayward et al. [4]
in their paper and also tested in a private cloud computing domain.
Frederik A. et al. [5] presented the simplified and structured wide
definitions in the homomorphic encryption discipline, and interro-
gated whether presently existing applications need homomorphic
encryption thought as a explanable solution to their problems, both
in theoritical along with practical approaches. In 1978, Rivest et al.
[6] presented the first homomorphism technique. Rivest et al. [7]
presented the RSA, which gives a multiplicative homomorphism.
Yao [8] proposed partial homomorphic encryption scheme. [9] [10]
[11] [12] presented the work done in past years in homomorphic
encryption mechanism. Craig Gentry [13] has introduced fully ho-
momorphic encryption in his thesis. It was a significant break-
through in cryptographic mechanisms. Homomorphic encryption
on smaller size cipher text is proposed by [14]. Van Dijk et al. [15]
proposed implementations for arithmetic operations over integers.
[16] suggest a faster improvement to Gentry’s model. Ramaiah et
al. [17] has proposed an Efficient public key homomorphic encryp-
tion over integer plaintexts.

4. SECURITY ISSUES IN CLOUD COMPUTING
We have pointed out some security challenges in cloud computing,
which are as below:-

—When customers are outsourcing/transfering their private data to
any third party, then there is much responsibility of both security
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and compliance. Therefore, it is necessary that customers should
fully faith in their cloud service provider.

—Cloud computing consists of several technologies eg. databases,
network structure, operating systems, virtualization scenario, re-
sources and processes scheduling, transaction management, load
balancing factor, memory management etc. So, due to use of
these wide variety of technologies, a small security weakness
in any one of these technologies may knock down the complete
system.

5. CRYPTOGRAPHIC TECHNIQUES IN CLOUD
COMPUTING

Some of the significant and mostly used public key cryptosystems
are presented as below:-

5.1 RSA Cryptosystem[Multiplicative Homomorphic
Encryption]

RSA cryptosystem satisfies multiplicative homomorphic property
or in other words, RSA cryptosystem is an example of partial ho-
momorphic encryption mechanism.
Suppose, CT1 and CT2 are two ciphertexts. msg1 and msg2 are
the plain texts.
CT1 = msge1 mod n
CT2 = msge2 mod n
where, e: is public key exponent; n = p.q: is product of two large
prime numbers p and q.
CT1 . CT2 = msge1 . msge2 mod n
So, multiplicative homomorphic property is: (msg1.msg2)

e mod
n.
So, if the encryption of a message msg is given by - E(msg) =
msge mod n
Homomorphic property is then -
E(msg1) . E(msg2) = msge1 . msge2 mod n = (msg1.msg2)

e

mod n = E(msg1.msg2)

5.2 Paillier Cryptosystem[Additive Homomorphic
Encryption]

In Paillier Cryptosystem, encryption function is additively homo-
morphic -
Given, E(m1) and E(m2),
where, m1 and m2 are plain texts. The computation of cipher text
(encryption method) in Paillier Cryptosystem is as -
c = gm . rn mod n2

we can not get E(m1.m2). We can only get E(m1 +m2)

6. HOMOMORPHIC ENCRYPTION IN CLOUD
COMPUTING

The general mechanism of Homomorphic Encryption in the cloud
computing is presented as figure below:-

Fig.1

Homomorphic Encryption mechanism is an special form of en-
cryption that allows the various computations to be performed on
non-plain text itself, thus producing the result in an encrypted form
which, when decrypted, matches the result of operations performed
on the plain text. There are numerous partially homomorphic cryp-
tosystems as well as fully homomorphic cryptosystems. Fully ho-
momorphic encryption(FHE) is considered to be more secure than
partially homomorphic encryption.

6.1 Partially Homomorphic Encryption
A cryptosystem is thought as partially homomorphic, if it mani-
fests either additive or multiplicative homomorphism property, but
not both. Some examples are: RSA(based on multiplicative ho-
momorphism), Paillier(based on additive homomorphism), ElGa-
mal(based on multiplicative homomorphism).

6.2 Fully Homomorphic Encryption
A cryptosystem is thought as fully homomorphic, if it mani-
fests both additive and multiplicative homomorphism property. The
first(and currently only) before mentioned system is a lattice-based
cryptosystem which was in 2010, proposed and developed by Craig
Gentry.[13] FHE is considered as far more powerful and a great
way to secure the outsourced data in an efficient manner.
Gentry’s proposed scheme has three significant components:-

(1) A somewhat homomorphic encryption scheme(SWHES)
(2) A bootstrappable encryption scheme(BES)
(3) A combination of above two components

This scheme was possesing the capability of performing the ho-
momorphic computaion on the polynomials with low degree. The
research community is trying to figure out possible scenarios on
malleability property for homomorphic encryption mechanisms.
Consider, the fully homomorphic scheme, where -
the encryptions on the plain text M1 and M2 can be Encr(M1)
and Encr(M2). Now, since FHE acheives both additive and multi-
plicative properties, so both Encr(M1+M2) and Encr(M1∗M2)
can be computed in a secure and efficient manner.
Various researchers are also trying to find out the practical scenar-
ios and to finding ways for tackle big issues of fully homomor-
phic encryption, also to think about - what tools we have with
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us and what amount of computations can be perfomed with exist-
ing power. Though the evolutionary step of Gentry’s proposal left
whole research community with the huge number of significantly
open questions and practical issues.

7. RESEARCH DIRECTIONS
The problem identification and further future research directions
are presented as follows:-

7.1 Problem Identification
Today, data privacy and security becomes an essential part of vari-
ous cloud based applications, multiparty computation scenarios etc.
Homomorphic Encryption is a recently evolved technique, which
solves the problems of confidentiality and privacy of the stored
data. Still, there exist many complications to practically apply these
Homomorphic encryption mechanisms. The core problems, which
we have identified in the present existing system are as below -

—For some cryptographic algorithms, after applying the encryp-
tion algorithm on plain text data, the size of cipher text is more
as compare to original plain text. The reason may be due to
some padding procedure. So, to perform computations on this
encrypted data, will take more computational time.

—Cipher text may comprise some noise elements in it that becomes
relatively massive with the subsequent homomorphic multipli-
cation computations, and only those cipher texts, whose noise
estimation remains within a certain threshold value, can be de-
crypted accurately.

7.2 Future Research Directions
It has been always the dream of researchers to go in cloud environ-
ment. Security and privacy of data, specially in clouds, has become
most essential part for various applications in present scenario.
Our future research directions will be as follows:-

—The development of the fully homomorphic encryption by Gen-
try in 2010, is a revolutionary advancement in cryptography,
greatly broadening the scope of the computations which can be
correlate to process the encrypted data homomorphically. With
fully homomorphic encryption the cloud entity can operate the
computational procedures on behalf of the user and return only
the encrypted result. However, it is not practical from a perfor-
mance point of view.
Our further research directions are to implement the fully homo-
morphic encryption scheme and compare it with different exist-
ing cryptographic algorithms, which are following partial homo-
morphic properties in their operations.

—Another limitation is - FHE does not support for multiple users.
The practical applications which involve the running of enor-
mously large and complex algorithmic computations homomor-
phically, fully homomorphic encryption (FHE), have a massive
computational overhead, which makes the intermediate complex
functional computations impractical. We will see the possible
ways to solve this problem.

8. CONCLUSION
In any outsourced computing or third party computations, there ex-
ist a powerful thrust to provide security at infrastructure - network
level, host level, application level and data. Homomorphic Encryp-
tion technique enables computing on encrypted data itself inside
the cloud. It means one can perform the operations of this data

without converting into the plain text. In 2010, Gentry proposed
the Fully Homomorphic Encryption mechanism, which was a great
breakthrough in cryptography. This paper presents an overview of
Homomorphic Encryption and state of the art in this area. The prob-
lem identification in this domain is also discussed in this paper and
have given our future research directions.
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