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ABSTRACT

Because of the huge number of users, Facebook becomes the
largest social network on earth. Although, Facebook is
continuously developing its features but doesn’t provide yet a
suitable mechanism to protect the content copyright in an
automatic way.

This paper suggests a framework proposal to protect the
copyright of photos in Facebook. This will be done by adding
a watermark to photo that will be uploaded. The watermark
contains the name of the profile that uploaded photo and date
of posting it. This profile will be considered as the owner of
the photo on Facebook. If the uploaded photo already contains
a Facebook watermark, the profile that already owned the
photo will be notified by Facebook that there is another
profile trying to upload the same photo. The original owner
will decide to give the permission for the photo to be posted
again on Facebook or not. If the photo’s owner allows the
photo to be posted the watermark information will be
displayed in the post. The system doesn't allow the new user
to put his/her water mark on the photo. In this way, even if a
profile posted a watermarked photo it will be clear to
everyone who is the original owner and when the profile
posted it.
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1. INTRODUCTION

Because of its popularity, Facebook as a social network is the
largest country on earth due to the huge number of its users.
Worldwide, there are over 1.79 billion monthly active
Facebook users which is a 16 percent increase year over year.
Five new profiles are created every second. Photo uploads
total 300 million per day. Every 60 seconds on Facebook:
510,000 comments are posted, 293,000 statuses are updated,
and 136,000 photos are uploaded. 4.75 billion pieces of
content shared daily as of May 2013, which is a 94 percent
increase from August 2012 [1]. 97% of the Interbrand Top
100 Global brands have dedicated Facebook accounts, and
93% posted content in the month of May 2016 [2].

From the previous numbers, it is clear that Facebook became
the main social network for business and individuals.
Although, Facebook keeps continuously updating its features
in order to remain in the forefront, but protecting the content
copyright is one of the biggest issues for Facebook users.
Facebook relies on reporting by users to protect the copyright

of content. With the enormous amount of content, Facebook
need an automated process to protect the copyright. One of
the best ways to protect copyrights is by using watermarks.

2. DIGITAL IMAGE WATERMARK
CONCEPTS

With the tremendous usage of the Internet and its applications
and with the massive amount of digital content that is posted
every day, digital watermark becomes one of the most
important topic in the field of information security. Digital
watermark is a part of information hiding and it considered
one of the effective means of digital products copyright
disputes.

Research on digital watermark for copyright protection has a
great significance. If the digital image watermark was robust,
it will have a great practical value in the copyright protection
of digital image. For that reason, digital watermarks can be
useful in protecting the copyright of digital products, and that
will have a very broad commercial value [3].

Digital watermark in images is the process by which a discrete
data stream is hidden within an image imposing imperceptible
change in the image. It can be classified into different
categories, the first category depends on the type of the
domain in which the data embedding take place, the domains
can be spatial or transform. The second category is the
resistance of watermark against attack; fragile watermarks
will be destroyed by image processing methods, and the
change in the watermark is easy to be detected, this will give
information about image completeness; robust watermarks are
robust against most of image processing methods, so the
watermark can be extracted from a strong attacked
watermarked image. The third category depends on the type
of information needed for retrieving watermark in the
extraction process [4].

The following are the requirements for a successful digital
image watermark [5]:

e Imperceptibility is defined as the similarity
between the original image and the watermarked
image.

e Robustness means a digital image watermark
should survive against various distortions or attacks.

e  Fragility is the ability to detect an alteration of the
watermark due to tampering attempts.

e Information rate means the amount of information
for a digital watermark that achieve the appropriate
rates for a given distortion constraint and a set of
attacks.



3. COPYRIGHT IN FACEBOOK

Facebook generally protects the copyright content by allowing
the user to report any issue related to copyright.

Facebook wrote in its copyright section “the FAQs will
provide some information about copyrights, including how
you can protect your own copyrighted works and avoid

Copyright Report Form
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infringing the copyrights of other people when posting to
Facebook. As well as how Facebook addresses reports of
copyright infringement. If you believe that someone is using
your copyrighted work without your permission, you can fill
out the Copyright Report Form [6] to report the incident”.

Figure 1 shows Facebook reporting form:

Use this form to report content which you believe violates or infringes your copyright.

To be sure you're in the right place, what best describes your issue?

Ifound inappropriate or abusive content
lam being bullied or harassed

COCOQCOCQOCOOC

My account has been hacked

llost access to a group or Page | used to manage
Ifound a fake account that is pretending to be me

Ifound content which | believe violates my copyright

lappear in content that | do not want displayed

Ifound content which | believe violates my trademark

My child {or someone | am legally responsible for) appears in content that | do not want displayed

(_ My name {or the name of my organization) is being used without my permission

Fig 1: Facebook Reporting Form [6]

Facebook also mentioned that laws in different countries may
vary, and if you need more information on copyright law, you
can visit the website of the U.S. Copyright Office or the
World Intellectual Property Organization (WIPO). And they
made it clear that Facebook can’t provide legal advices.

About reporting a copyright infringement, Facebook clarifies
it’s a manual process and it must be done by the copyright
owner:

“If you believe someone is infringing your copyright, you can
report it to us by filling out this form. You can also contact
our designated agent. If you contact our designated agent,
please be sure to include a complete copyright claim in your
report.

Before you submit a report of copyright infringement, you
may want to send a message to the person who posted the
content. You may be able to resolve the issue without
contacting Facebook.

Remember, only the copyright owner or their authorized
representative may file a report of copyright infringement. If
you believe something on Facebook infringes someone else’s
copyright, you may want to let the rights owner know" [8].

So, it is very clear from the previous that although Facebook
is keeping developing its features, but the copyright protection

process still need more improvement. The copyright owner
must discover the copyright infringement and reported to
Facebook, and this is very difficult to implement because of:

(1) The huge amount of content that is published every day by
users.

(2) The nature of Facebook that depends on connecting
friends with friends, so if the content that had been posted
wasn’t public there is a big chance that the copyright owner
will not know about it.

4. THE PROPOSED FRAMEWORK

The aim of the proposed framework is to protect photos
copyright in Facebook; this will be done by embedding an
invisible Facebook watermark to any photo that will be
uploaded and doesn’t contain a Facebook watermark. The
watermark will include the following information:

1. The profile name that will upload the photo (the profile will
be considered as the owner of the photo.)

2. The date when the photo will be posted.

For example, if profile X uploaded a photo on 1/1/2017 the
watermark will be (Posted by: X, 1/1/2017)

Figure 2 illustrates posting a photo for the first time on
Facebook by profile X:



X
Justnow - @ v

Relaxing and drinking my coffee

iz Like 1 Comment ~»
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Fig 2: The photo is uploaded for the first time by profile X

If the uploaded photo already contains a Facebook watermark,
the owner of the photo who had published the original photo
on Facebook will be notified that there is another profile
trying to upload the same photo. The owner will decide to
allow the photo to be posted or not. If the owner allowed the
photo to be posted, it will be posted by the other profile and

ify Like 7 Comment »» Share

the owner watermark information will be displayed with the
post. Figure 3 illustrates that, there is another profile trying to
upload the same photo that been posted by profile X on
1/1/2017. If profile X allows the photo to be posted by the
other profile, the watermark information will display with the
post:

Photo watermark

N _‘-'\_\“\__‘\\:‘\\ | |

Fig 3: Another profile posted the same photo that been post by profile X on 1/1/2017

There are many information hiding tools that can be used
successfully to hide information in Facebook photos like
Stegobot and Secretbook [9]. These tools can embed
watermarks to photos and extract them later if there is a need
for that.

4.1 Framework Flow Diagram
Figure 4 clarify the flow diagram of the proposed framework
for photos copyright protection in Facebook:
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Fig 4: Framework Flow Diagram

4.2 The Framework Steps

The framework will consist of the following steps:
Input: Photo to be uploaded
Output: Decide to post a Facebook watermarked photo or not
Stepl: Upload photo
Step2: Check photo if it contains a Facebook watermark
If photo contain Facebook watermark
Notify owner
If owner allow photo to be posted

Post photo and display watermark information
with the post

Else
Delete photo
Else
Embed Facebook watermark to photo
Post Photo
Step3: End

5. CONCLUSIONS

The proposed framework will protect the copyright of photos
that will be posted on Facebook. This will be done by
embedding a suggested invisible Facebook watermark in any
photo that will be posted on Facebook. If a Facebook profile
is trying to post a photo that already have a Facebook
watermark, the original owner of the photo (the profile who



published the photo first on Facebook) will be notified that
there is another profile trying to post the same photo on
Facebook without sharing it by using the regular sharing
process, the profile who own the photo will decide to allow
the photo to be posted or not; in this way, every photo on
Facebook will contain a watermark that describe which profile
is the owner of the photo and when the photo has been posted.
The suggested framework is necessary for Facebook because
of the following reasons:

1. Facebook profiles will be responsible about the photos
that they will post; this will enhance the quality of the
content because profiles owners will think twice before
posting any an appropriate photo.

2. The source of the original photo (the profile who posts
the photo first), and the date of posting will be always
known by extracting the watermark information.

3. It will be easy to prosecute judicially any profile posted a
photo without having the right to post it because the
watermark contains the needed information for that.

4. The profile who owned the photo will be notified if there
is another profile trying to post the same photo; this is a
critical point because without using the suggested
framework, it will be d for the profile who own the photo
to discover that there is another profile on Facebook
trying to post the same photo in the middle of hundreds
of millions of photos that are being posted every day.

5. The owner of the photo will have the right to give the
permission to allow the photo to be re-posted again or
not on Facebook, and at the same time the watermark
will protect the copyright of the photo.
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