International Journal of Computer Applications (0975 — 8887)
Volume 163 — No 3, April 2017

Review on QoS and Security of Database System using
Genetic Algorithm

Arun Kumar Roop Lal Gurpreet Singh, PhD
M.Tech Scholar Dept of Assistant Professor, Dept of Professor, Dept of Computer
Computer Computer Science & Science & Engineering

St. Soldier Institute
of Engineering & Technology,

Science & Engineering
St. Soldier Institute

Engineering
St. Soldier Institute of

of Engineering & Technology, Engineering & Technology Jalandhar
Jalandhar Jalandhar
ABSTRACT

Both network security and quality of service (QoS) used up
computational reference connected with IT procedure thereby
could unsurprisingly influence the application form services.
When it comes to confined computational reference, it is
essential to type your communal impact concerning multi-
level protection as well as QoS, which may be concurrently
run optimization procedures to be able to give you a greater
operation underneath the disposable computational resource.
In this review has shown that the Genetic algorithm and
Pareto-optimal security policies not only meet the security
requirement of the user, but also provide the optimal QoS
under the available computational resource. The overall
objective of this paper is to analyze QoS and security of
database system using Genetic algorithm.
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1. INTRODUCTION

Databases tend to be significant element in the modern laptop
or computer systems. Those are the technique path for saving,
preparing, plus getting at data. A lot of central company
expert services plus online business internet sites employ a
data source technique with his or her back-end. Uses getting
at all these directories have become additional available with
the expansion regarding on the internet expert services plus
clouds computing to aid a lot more company activities. Facts
located of these directories consist of personal data plus
financial trades to help healthcare information plus
professional secrets. Database system is put in place to receive
retaining and even having specifics in several employ
services. The newest works by using not at all simply have to
keep significant amounts of shared specifics, although
maintain the knowledge relaxing towards the transactions. To
acquire standard directories method, these individuals is
enabled to method this particular durable, reliable specifics,
and even include the durability and even stability pertaining to
data. This contains the operation objectives frequently target
the significant throughput along with inexpensive pertaining
to system. Collection as being a Support (Dbase) monetarily
allows absolutely free themes using constrained options for
you to contract out large-scale directories towards the cloud.
On the other hand, it will become an exceptionally demanding
trouble in which the best way to carry out SQL about offsite
directories although guarding a privacy connected with offsite
directories all at once [2].
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Figure 1: Enterprise application environment with real-
time database

1.1 Features Of Digital Watermarking

Both network security and quality of service (QoS) take
computational learning resource regarding IT technique.
Therefore may perhaps unsurprisingly have an effect on the
applying services. In the example of reduced computational
learning resource, you have to product the particular shared
have an impact on amongst multilevel safety measures as well
as QoS. Community safety measures as well as QoS may be
concurrently improved as a way to produce a greater
functionality within the free computational resource. QoS
could be described concerning capabilities for example selling
price, reply occasion, accessibility, as well as reputation.
Furthermore, they is feasible to get several domain-specific
QoS capabilities: such as, images control services might have
QoS capabilities for example picture decision as well as range
of colors. Upon QoS capabilities an end user might indicate
restrictions around the prices associated with several
capabilities — e.g., the retail price should not be above a
particular cost — which often can have an impact on the
particular choice. On the flip side, the particular supplier
could estimation runs for that QoS credit prices contained in
the commitment using likely customers, i.e., the particular
Assistance Place Deal (SLA). Security and QoS inconsistent
specifications since basic safety things will need additional
means which inversely customize the QoS [15, 16]. A fully
safe and sound repository use might not be practical whether
or not it tremendously violates the essential QoS goals.
Besides programs which service equally QoS and also basic
safety, the whole owner will need to designate and also keep
track of the essential QoS and also basic safety guidelines
separately. Consequently leaves remarkable demand in
method staff that, most of the time, seem to be at a loss for the
duties involving the installation of, correctly sustaining, and
also making their particular programs in a manner that gives
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maximum performance. Typically, basic safety and also QoS
are already typically resolved separately. Nevertheless, an
info method will have to target equally difficulties effectively.
Consequently, there exists should layout and also put into
action autonomic method functionality which will combine
equally basic safety and also QoS specifications with database
applications.

1.2 Basic Architecture Of Qos

The basic architecture presents a few of the standard bits
regarding QoS implementation. QoS is usually detection and
also paying attention to processes for matching QoS coming
from finish to get rid of among community elements.

1. QoS in a particular community part (for case in
point, lining up, arrangement, and also traffic-
shaping tools)

2. QoS insurance policy, managing, and also human
resources features to regulate and also provide end-
to-end visitors over some sort of network.
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Figure 2: A Basic QoS Implementation

1.3 Why Security In Database System
Security is a vital difficulty to be considered seeing that an
elementary qualification around facts methods improvement,
especially around database design. Thus stability, seeing that
yet another good quality property or home associated with
program, has to be handled in any respect periods from the
development. Essentially the most expanded protected
database type will be the multilevel type, which allows the
actual explanation of real information based to the secrecy, as
well as takes compulsory admittance control [4]. With a
popular make use of databases solutions, they will are in
contact with increasingly more bodily and mental threats.
When your data residing in directories constantly contain
significantly vulnerable data, like personalized solitude, loan
company data in addition to private secrets. Increasingly more
real-time products and services inside databases are essential,
that could very impression the quality of service (QoS). Thus
the database system needs the security service and QoS
simultaneously.
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Figure 3: Security in database system

1.4 Genetic Algorithm

Genetic algorithms are a global optimization method, which
suggests these people meet to help the world alternative
somewhat rather than to an area solution. Having said that,
this specific variation gets not clear when you use multi-
objective search engine marketing, which can consists of
some alternative points. Mathematically, an individual world
way to your adjustable goal dilemma would not are present
until the actual paradise position actually is attainable. Your
denoting function connected with adjustable goal search
engine marketing techniques which entail world search engine
marketing is because decide options which have been
internationally Pareto best, not merely in the area Pareto
optimal. The idea describes ancestral algorithms which have
been utilized in this different volume because ancestral multi-
objective algorithms. Most of these algorithms contest with
gradient-based options for your posteriori articulation
connected with preferences. Having said that, the actual
computational genetic algorithms often similar organic
progression plus derived from Darwin's concept connected
with organic selection. The actual aspects of your algorithms
entail the word what connected with microbiology plus, inside
establishing innovative possibilities options, imitate ancestral
operations. Any populace delivers a small grouping of
possibilities alternative points. An era delivers a algorithmic
iteration. Any chromosome is similar to your pattern position,
plus a gene is similar to your ingredient of your pattern vector.
The techniques intended for multi-objective search engine
marketing introduced at this point include included
exceptional treatments which have been sorted out utilizing
normal search engine marketing search engines (single-
objective search engine marketing method). Having said that,
additional techniques including genetic algorithms is often
designed to resolve adjustable goal difficulties directly.

2. LITERATURE REVIEW

Xuancai Zhao et al. (2016) [1] represents an evaluation model
is is definitely keeping that in mind given to identify the
actual good effect associated with community basic safety
along with QoS, and after that the multi-objective innate
formula NSGA-I11 is definitely adjusted so that you can boost
the actual multi-objective model. Tao Xiang, et al. (2016) [2]
present a novel protocol to enable secure and efficient
database outsourcing and proposed protocol supports various
SQL queries, including selection, update, insertion, and
aggregate queries. Hababeh, 1., Khalil et al. (2015) [3]
proposed three-fold strategy determined by details
fragmentation, data source web pages clustering plus wise
details distribution. This method cuts down the number of
details transformed in between web pages while in software
‘enactment; attains cost-effective emails while in software



‘producing plus helps software ‘result a serious amounts of
throughput. Peter Fruhwirtet al. (2014) [4] present a formal
description, a prototype implementation in MySQL alongside
and a comprehensive security evaluation with respect to the
most relevant attack scenarios. Kashif, K et al. (2013) [5]
proposed system provides better secure communication, Sybil
attack detection, secure data aggregation and resilience
against node capture attacks and replication attacks. Al-
Sayid, N, et.al (2013) [6] represents databases must be
secured well than any other systems in the organization. They
allow data to be retained and shared electronically and the
amount of data contained in these systems continues to grow
at an exponential rate. So, the need to insure the integrity of
the data and secure the data from unintended access is
emerged. To secure a database environment, many database
security models are developed. Alomari, F et.al (2013) [7]
describe the implementation of an autonomic operator using
combinatorial seek procedures in addition to lining up
multilevel types in order to dynamically quest for a near-
optimal safety configuration. Alomari, F etal (2012) [8]
specializes in making a great autonomic game controller to
get data bank which combines the safety wants by using QoS
wants if you wish to relieve the managing problem involving
technique facilitators simply by immediately differing
protection styles which satisfy the technique operation as well
as protection objectives. Woochul, K, et al. (2012) [9]
implement and evaluate the proposed scheme on a modern
embedded device. The experimental results show that our
approach supports the desired timeliness of transactions while
still maintaining high data freshness compared to baseline
approaches. Taneja, N.et.al (2011) [11] proposed technique
preserves the scalability property of the encoder and provides
high data security without adversely affecting the
compression efficiency. Two new edge based parameters,
edge ratio and edge differential ratio are also proposed to
measure the degradation in the encrypted image. Huang, B
et.al (2010) [12] proposes a new multi objective feature
selection approach for churn prediction in telecommunication
service field, based on the optimization approach NSGA-II.
The basic idea of this approach is to modify the approach
NSGA-II to select local feature subsets of various sizes, and
then to use the method of searching none dominated solutions
to select theglobal non dominated feature subsets. Kamra, A
et.al (2009) [13] key issue of SQLIA detection framework is
how to represent the internal query tree collected from
database log suitable for SVM classification algorithm in
order to acquire good performance in detecting SQLIAS.
Jabbour, G., etal (2008) [14] presents a framework that
embeds autonomic capabilities into database systems to
provide self-protection features in case of unauthorized,
inadvertent, or intentional change in security parameters. This
is achieved by embedding into the database the capability to
compare each security configuration parameter change
attempt (or request) with an embedded predefined security
policy before allowing or rejecting the change.

3. GAPS IN LITERATURE

By conducting the review, it is found that the existing
researchers have neglected many issues.

1. The use of multi objective optimization is ignored in
the most of the existing literature.

2. The Genetic algorithm suffers from poor
convergence speed.
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3. The Genetic algorithm does not guarantee the global
optimum solution.

4. METHODOLOGY
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Figure 4: Methodology
5. CONCLUSION

This paper has shown the real-time solutions within databases
are important, which can very result the products services
(QoS). Real-time collection method is one of the reasons for
organization data facts platform. While using the raising
using the real-time multilevel software solutions that have
delicate data, that has to provide you with the sufficient safety
measures services regarding having safety measures and QoS
to meet the actual real- occasion requirements. The use of
multi objective optimization is ignored in the most of the
existing survey. The Genetic algorithm suffers from poor
convergence speed. In near future we will propose multi-
objective particle swarm optimization for enhancing the QoS
and security of database system.

6. REFERENCES

[1] Xuancai Zhao, Qiuzhen Lin, Jianyong Chen, Xiaomin
Wang, Jianping Yu, Zhong Ming, Optimizing security
and quality of service in a Real-time database system
using Multi-objective genetic algorithm, Expert Systems
with Applications, Volume 64, 1 December 2016, Pages
11-23.

[2] Tao Xiang, Xiaoguo Li, Fei Chen, Shangwei Guo,
Yuanyuan Yang, Processing secure, verifiable and
efficient SQL over outsourced database, Information
Sciences, Volume 348, 20 June 2016, Pages 163-178.

[3] Hababeh, 1., Khalil, I, & Khreishah, A. (2015).
Designing high performance we- b-based computing
services to promote telemedicine database management
system. IEEE Transactions on Services Computing, 8
(1), 47-64.

[4] Peter Friihwirt, Peter Kieseberg, Katharina Krombholz,
Edgar Weippl, towards a forensic-aware database
solution: Using a secured database replication protocol
and transaction management for digital investigations,

10



Digital Investigation, Volume 11, Issue 4, December
2014, Pages 336-348.

[5] Kashif, K., Madjid, M., Shi, Q., & Sohail, A. (2013).
Component-based security system (COMSEC) with QoS
for  wireless sensor  networks.  Security and
Communication Networks, 6 (4), 461-472.

[6] Al-Sayid, N., & Aldlaeen, D. (2013). Database security
threats: A survey study. In 2013 5th International
conference on computer science and information
technology (CSIT) (pp. 60-64).

[71 Alomari, F., & Menasce, D. (2013). Self-protecting and
self-optimizing database sys- tems: Implementation and
experimental evaluation. In Proceedings of the 2013
ACM cloud and autonomic computing conference,
Acrticle No. 18.

[8] Alomari, F., & Menasce, D. (2012). An autonomic
framework for integrating security and quality of service
support in databases. In 2012 IEEE sixth international
conference on software security and reliability (SERE)
(pp. 51-60).

[91 Woochul, K., Son, S., & Stankovic, J. (2012). Design,
implementation, and evaluation of a QoS-aware real-time
embedded database. IEEE Transactions on Computers,
61 (1), 45-49.

[10] Martins, F., Carrano, E., Wanner, E., Takahashi, R. , &
Mateus, G. (2011). A hybrid multiobjective evolutionary
approach for improving the performance of wire- less

IJCA™ : www.ijcaonline.org

International Journal of Computer Applications (0975 — 8887)
Volume 163 — No 3, April 2017

sensor networks. IEEE Sensors Journal, 11 (3), 545-554.

[11] Taneja, N., Raman, B., & Gupta, I. (2011). Chaos based
partial encryption of spit compressed images.
International Journal of Wavelets Multiresolution and
Infor- mation Processing, 9 (2), 317-331.

[12] Huang, B., Buckley, B., & Kechadi, T. (2010). Multi-
objective feature selection by using NSGA-II for
customer churn prediction in telecommunications. Expert
Systems with Applications, 37 (5), 3638—3646.

[13] Kamra, A., & Bertino, E. (2009). Survey of machine
learning methods for database security. In Machine
learning in cyber trust (pp. 53-71). Springer.

[14] Jabbour, G., & Menasee, D. (2008). Policy-based
enforcement of database security configuration through
autonomic capabilities. In International conference on
au- tonomic and autonomous systems (pp. 188-197).

[15] Kang, K., Oh, J., & Son, S. (2007a). Chronos: Feedback
control of a real database sys- tem performance. In
Proceedings 28th IEEE international conference on real-
time systems symposium (RTSS) (pp. 267-276).

[16] Amirijoo, M., Hansson, J., & Son, S. (2006).
Specification and management of QoS in real-time
databases supporting imprecise computations. IEEE
Transactions on Computers, 55 (3), 304-319.

[17] Eduardo Fernandez-Medina, Mario Piattini, Designing
secure databases, Information and Software Technology,
Volume 47, Issue 7, 15 May 2005, Pages 463-477.

11



