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ABSTRACT

With the rapid growing of internet and networks applications,
data security becomes more important than ever before.
Encryption algorithms play a crucial role in information
security systems. In this paper, we have a study of a popular
encryption algorithm: Triple DES. We overviewed the base
functions and analyzed the security for the algorithm. We
have succesfully sent mails from one user to other and if a
suspicious word is encountered then the mail is being sent to
the admin instead of that user.
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1. INTRODUCTION

Suspicious email detection

Suspicious email detection is a kind of mailing system where
suspicious users are identified by determining the keywords
used by him/her. The suspicious keywords are found in the
mails which are sent by the user. All the blocked mails are
checked by the administrator and identify the users who have
sent such mails.

Triple DES

The DES algorithm is popular and in wide use today because
it is still reasonably secure and fast. There is no feasible way
to break DES, however because DES is only a 64-bit (eight
characters) block cipher, an exhaustive search of 255 steps on
average, can retrieve the key used in the encryption. For this
reason, it is a common practice to protect critical data using
something more powerful than DES. A much more secure
version of DES called Triple-DES (TDES), which is
essentially equivalent to using DES three times on plaintext
with three different keys. It is considered much safer than the
plain DES and like DES, TDES is a block cipher operating on
64-bit data blocks. There are several forms, each of which use
the DES cipher three times. Some forms of TDES use two 56-
bit keys, while others use three. TDES can however work
with one, two or three 56-bit keys. With one key TDES =
DES. The TDES can be implemented using three DES blocks
in serial with some combination logic or using three DES
blocks in parallel. The parallel implementation improves
performance and reduces gate count.

Basic Terms Used in Cryptography

Plain Text- The original message that the person wishes to
communicate with the other is defined as Plain Text. In
cryptography the actual message that has to be send to the
other end is given a special name as Plain Text. For example,
Alice is a person wishes to send “Hello Friend how are you”
message to the person Bob. Here “Hello Friend how are you”
is a plain text message.

Cipher Text- The message that cannot be understood by
anyone or meaningless message is what we call as Cipher
Text. In Cryptography the original message is transformed

Tarun Garg
Computer Science Department
GCET, Greater Noida

Bhawna Mallick, PhD
Professor & Head at GCET,
Greater Noida

into non readable message before the transmission of actual
message. For example, “Ajd672#@91ukl18*"5%” is a Cipher
Text produced for “Hello Friend how are you”.

Encryption- A process of converting Plain Text into Cipher
Text is called as Encryption. Cryptography uses the
encryption technique to send confidential messages through
an insecure channel. The process of encryption requires two
things- an encryption algorithm and a key. An encryption
algorithm means the technique that has been used in
encryption. Encryption takes place at the sender side.

Decryption- A reverse process of encryption is called as
Decryption. It is a process of converting Cipher Text into
Plain Text. Cryptography uses the decryption technique at the
receiver side to obtain the original message from non readable
message (Cipher Text). The process of decryption requires
two things- a Decryption algorithm and a key. A Decryption
algorithm means the technique that has been used in
Decryption. Generally the encryption and decryption
algorithm are same.

Key- A Key is a numeric or alpha numeric text or may be a
special symbol. The Key is used at the time of encryption
takes place on the Plain Text and at the time of decryption
takes place on the Cipher Text. The selection of key in
Cryptography is very important since the security of
encryption algorithm depends directly on it. For example, if
the Alice uses a key of 3 to encrypt the Plain Text “President”
then Cipher Text produced will be “Suhvighqw”.

Purpose of Cryptography

Cryptography provides a number of security goals to ensure
the privacy of data, non alteration of data and so on. Due to
the great security advantages of cryptography it is widely
used today. Following are the various goals of cryptography.

Confidentiality- Information in computer is transmitted and
has to be accessed only by the authorized party and not by
anyone else.

Authentication- The information received by any system has
to check the identity of the sender that whether the
information is arriving from a authorized person or a false
identity.

Integrity- Only the authorized party is allowed to modify the
transmitted information. No one in between the sender and
receiver are allowed to alter the given message.

Non Repudiation- Ensures that neither the sender, nor the
receiver of message should be able to deny the transmission.

Access Control- Only the authorized parties are able to
access the given information.

Classification of Cryptography

Encryption algorithms can be classified into two broad
categories- Symmetric and Asymmetric key encryption.



Symmetric Encryption- In symmetric Cryptography the key
used for encryption is similar to the key used in decryption.
Thus the key distribution has to be made prior to the
transmission of information. The key plays a very important
role in symmetric cryptography since their security directly
depends on the nature of key i.e. the key length etc. There are
various symmetric key algorithms such as DES, TRIPLE
DES, AES.

2. EXISTING METHODOLOGY
TRIPLE DES

In cryptography, Triple DES (3DES), officially the Triple
Data Encryption Algorithm (TDEA or Triple DEA), is a
symmetric-key block cipher, which applies the Data
Encryption Standard (DES) cipher algorithm three times to
each data block.

The original DES cipher's key size of 56 bits was generally
sufficient when that algorithm was designed, but the
availability of increasing computational power made brute-
force attacks feasible. Triple DES provides a relatively simple
method of increasing the key size of DES to protect against
such attacks, without the need to design a completely new
block cipher algorithm.

The earliest standard that defines the algorithm (ANS X9.52,
published in 1998) describes it as the "Triple Data Encryption
Algorithm (TDEA)" — i.e. three operations of the Data
Encryption Algorithm specified in ANSI X3.92 — and does
not use the terms "Triple DES" or "DES" at all. FIPS PUB 46-
3 (1999) defines the "Triple Data Encryption Algorithm
(TDEA)", but also uses the terms "DES" and "Triple DES". It
uses the terms "Data Encryption Algorithm" and "DES"
interchangeably.

The TDEA is commonly known as Triple DES (Data
Encryption Standard).

While none of the standards that define the algorithm use the
term "3DES", this term is used by some vendors, users, and
cryptographers.

ALGORITHM

Triple DES uses a "key bundle" that comprises three DES
keys, Ky, K, and Kj, each of 56 bits (excluding parity bits).
The encryption algorithm is:

ciphertext = Exs(Dka2(Ex:(plaintext)))

l.e., DES encrypt with K;, DES decrypt with K,, then DES
encrypt with K.

Decryption is the reverse:

plaintext = Dy1(Eko(Dks(ciphertext)))

l.e., decrypt with Ks, encrypt with K, then decrypt with K;.
Each triple encryption encrypts one block of 64 bits of data.

In each case the middle operation is the reverse of the first
and last. This improves the strength of the algorithm when
using keying option 2, and provides backward compatibility
with DES with keying option 3.
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Fig 1 : Encryption and Decryption
3. PROPOSED SYSTEM

In this paper, we will detect the suspicious mails sent from the
users who are already registered on this website. Firstly new
users sign up themselves on the site to sent the mails to those
users who already registered and then view the messages from
the registered users. Triple DES Algorithm used by admin to
encrypt the messages sent to the users or sent some warnings
about the other users suspicious activity.

In this research, suspicious words dictionary is used to detect
the suspicious words which are not actually used in the
normal messaging or communication.

1. Admin Login

In this project, admin can enter the username and password to
authenticate himself to access the account panel modules.

2. User Login

In this module, users can enter their username and password
to authenticate themselves to access their account panel
modules.

3. User Registration Module

In this module, users can enter their username and password
and address, mobile, email id to register themselves to access
the account panel modules.

4. Create Message Module for Admin

In this module, admin can select the username and then enter
the message along with the subject and also the input
encryption key which is used for encrypt the message as well
as the subject and then send it to the selected user and
message and subject are both stored into the user inbox.

5. Check Suspicious Mails for Admin

In this module, admin can check the suspicious mails which is
not actually stored into the user inbox instead of marked as
suspicious status and sent it to the admin as suspicious mails
with the user details.

6. Data Dictionary for Admin

In this module, admin can add the suspicious words into
existing data dictionary to detect more precisely and
accurately the suspicious mails sent by the users.
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7. View Data Dictionary for Admin

In this module, admin can view the suspicious words exists
into the data dictionary and also has access to delete the
suspicious words from the existing data dictionary of
suspicious words.

8. View Users List for Admin

In this module, admin can view the registered users and their
full details and has access to delete the users if any of the
registered users are found to do the suspicious activity on the
website.

9. Create Message Module for Users

In this module, users can select the other users and then enter
the message along with the subject and then send it to the
selected user and message and subject are both stored into that
inbox of receiving user and at back end of the website
Suspicious mail detection module is worked which is detected
the sent mails marked as suspicious or normal.

When the message status sets to normal then it will sent to
selected user but if sent message status found to be suspicious
then it will sent to the admin inbox instead of the selected user
inbox.

10. Inbox Module for Users

In this module, users can view the inbox messages which are
sent by the users those who are already registered if the user is
any registered user then this message will be viewed without
any decryption module and also has access to delete that mail.

But if the user is admin, then user has inbox messages as the
encrypted messages which are to be decrypted by the user by
supplying the decrypting key which is to be decrypted the
required message and then turns back into the encrypted
message after viewed by the user.

11. Sent Box Module for Users
In this module, users can view the sent mails to the selected

users and has access to delete those mails as needed.

4. SYSTEM DESIGN

Platform

To implement a system, we have used Programming
Language Advanced Java; NetBeans 7.3.1 as a front end IDE,
MySQL Server as a database for storing data and supported
Operating System are WINDOWS XP & its above versions.
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Fig 2 : System Architecture
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5. CONCLUSION AND FUTURE WORK
The proposed System solves the problem definition by
detecting the suspicious mails. Admin creates the data
dictionary of suspicious words and this data dictionary helps
in detecting the suspicious activity of the users. Admin further
will be adding the suspicious words into the existing
Suspicious Words data dictionary.

(i) Email has been an efficient and popular
communication  mechanism as the number of
internet user’s increase.

(i) In many security informatics applications it is
important to detect deceptive communication in
email.

(iif) The following project has been proved helpful for
identifying the suspicious email and also assist the
investigators to get the information in time to take
effective actions to reduce the criminal activities.

FUTURE WORK
(i) Adaptation to other services like Facebook,
LinkedIn etc.

(if) More scalability and coverage.
(iii) Develop more features which cannot be fabricated.
(iv) Handle multiple redirections.

FUTURE ENHANCEMENTS

(i) According to the emerging changes and new
versions, further work can be done to improve the
appliaction since project is designed in a flexible
software.

(if) This application is a web based standalone
application. This can be implemented on Internet by
buying the network space and by creating a website.

(iif) The present application when implemented on
internet requires a large database as backend; this
can be done by using the MySql database as
backend.

AES ENCRYPTION

AES is supposed to be the holy grail of Encryption. It is
meant to improve on DES and 3DES and last as a standard for
the next 20 to 30 years.

The AES algorithm is very complex, but basically, it works as
follows:

(i) The sender has a stream of data, and the data is
separated into blocks of data of n bits.

(ii) The blocks of data are combined with a cipher key.

(iii) Arrays of data (matrices) are created using a series
of functions.

(iv) Before transmitting the data, a series of iterations
called "rounds" are applied to the arrays. The
number of rounds performed depends on the key
length. For example, 128 bits uses 10 rounds, 196
bits uses 12 rounds, and 256 bits uses 14 rounds.

(v) The 4 functions performed on the arrays for each
round are: SubBytes, ShiftRows, MixColumns, and
AddRoundKey.

(vi) When the data is received, decryption is
accomplished by a reversed sequence of inverse
round functions. Of course, both sender and
receiver must know the cipher key.
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