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ABSTRACT 

The fifth-generation (5G) network supports many systems 

such as reliable communication in potential applications that 

require maximum security. Advancement in Software-Defined 

Networking (SDN) is growing with the emerging network 

architectures targeted from many servers with the various 

types of Distributed Denial of Service (DDoS) attackers. 

When malicious users send DDoS attacks, the SDN based 5G 

networks face security problems and challenges.  Despite the 

security solutions for preventing DDoS attacks in SDN, 

securing the SDN controller is one of the challenging 

problems. The purpose of this research is to analyze the 

suitable machine learning (ML) for securing the SDN 

controller targeted by DDoS attacks. This paper proposes a 

security scheme that includes the ML algorithm, adaptive 

bandwidth mechanism, and dynamic threshold technique. 

Therefore, the main focus is on the mitigation scheme of 

DDoS attacks considered in SDN controller through the ML 

trained model. In this scheme, the proposed approach uses the 

best ML as a method for finding security solutions that 

enhance the security of the SDN controller and network 

performance. In this method, the Extreme Gradient Boosting 

(XGBoost) and other ML algorithms were used, which not 

only enhance the accuracy of the security solutions but also 

improve the overall network performance. 

General Terms 

In this paper, the security of the SDN based 5G network is 

considered as a general term. Throughout this research, ML 

and detection technique of DDoS is considered to improve the 

security solutions of SDN based 5G networks. 
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1. INTRODUCTION 
Advancing technology with SDN has introduced and created a 

new era of managing network and securing SDN based 5G 

network. Recent advances in security solutions have secured 

the existing network and have made a huge demand for 

securing the 5G communication network and beyond. 

Combining SDN technology and ML techniques not only 

provide the programmability but also enhances the accuracy 

of security solutions. With the recent DDoS attacks in the 

existing and SDN based 5G network, the demand for security 

solutions has become high. Although users expect the SDN 

based 5G network with low-cost security solutions, DDoS 

attacks and their mitigation process take more bandwidth. It 

means that bandwidth usage has increased exponentially when 

developing efficient security solutions. Regarding the network 

traffic classification, ML algorithms and SDN play an 

important role with a large number of network resources and 

features. Therefore, in this research, traffic classification 

based on ML is considered in the security solution, which 

supports securing SDN based 5G networks. Although many 

possible security solutions are available, ML-based security 

enhances the performance of SDN based 5G network affected 

by the DDoS attacks.  

Studying and investigating the existing security issues and 

solutions for SDN based 5G networks are considered in much 

recent news through the industries’ white papers. These 

demands motivate us to improve the security solutions in the 

potential systems related to all SDN based 5G networks.  

Thus, DDoS attacks are increasing from various resources 

because all systems connect with many resources and servers. 

So, a DDoS detection system is developed using ML and an 

adaptive bandwidth mechanism. Also, it is found that the 

SDN itself needed some security solutions for securing SDN 

controllers. In this research, multiple SDN controllers are 

employed for improving overall security solutions with the 

XGBoost algorithm. In the ML techniques, XGBoost 

enhances the accuracy of the adaptive bandwidth and DDoS 

detection.   

Based on the study and investigation of security solutions, the 

ML classification for DDoS attacks and trained models for 

testing security solutions are established. Existing datasets 

helped us to analyze the model and improve security 

solutions. SDN has become a powerful paradigm due to the 

tremendous traffic growth and technology evolution, such as 

5G, IoT, and big data. However, the main limitation of such a 

paradigm is the security aspect caused by the centralization 

point of SDN architecture. The primary threat to SDN is 

DDoS attacks, which occur in many security challenges of 

5G. They are between the 5G access networks and edge 

clouds, links between the gateways and application servers, 

etc. Therefore, the scope of this research is to propose a robust 

security solution that protects the SDN based 5G network and 

emerging 5G network environment from the DDoS attacks 

created by DDoS attackers with minimum overhead. 

Many network hosts and servers try to avoid DDoS attacks 

and abnormal network traffic. Identifying such traffic within 

the public web servers and individual 5G network hosts are 

not easy. In this situation, developing ML techniques within 

the SDN controllers will enhance the accuracy of finding 

abnormal traffic and the security level of the SDN-based 

security solutions.    In this paper, a DDoS attack detection 

system has been presented using ML and SDN controllers.  

In this research, the focus is on security issues of DDoS 

detection techniques through the following contributions. The 

main contribution of this paper is to develop a security 

solution influenced by adaptive bandwidth mechanism and 

dynamic threshold technique based on the ML technique, 

which supports the DDoS detection methods with SDN.  

Moreover, an SDN-based 5G network is prepared with the 
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dataset to build and test the proposed ML model. In this 

contribution, the XGBoost algorithm is considered as an ML 

technique.  

 

Fig 1: Types of DDoS attacks at different layers of SDN 

As shown in Figure 1, SDN has to face many types of DDoS 

attacks targeted in all three planes of SDN [1]. Although four 

layers are considered for DDoS attacks, the communication 

between the controller and switches allows the DDoS attacks 

to attack three planes of SDN through the communication 

links.   

The rest of the paper focuses on the detection technique of 

DDoS attacks for securing SDN based 5G networks with the 

following sections. Some literature reviews and approaches of 

ML are discussed in section 2. After that, section 3 provides 

the proposed solution, which is the ML for securing SDN. 

Section 4 introduces the idea of managing traffic classification 

models for ML algorithms through the datasets influenced by 

ML. Also, the selected ML algorithms are elaborated in this 

section. Analysis of the proposed solution with ML in section 

5. In this analysis, the performance of security solutions is 

covered. Section 6 summarizes the points as conclusions and 

includes future work of securing the SDN controller. 

2. LITERATURE REVIEW 
This section discusses the four different approaches used for 

analyzing the ML, securing the SDN controller, and some 

attacks involved in this research.  According to [1], the DDoS 

attacks in SDN and cloud computing environments allow us 

to learn the evolving DDoS attacks and SDN based 

technologies during the heavy traffic and massive data in 

modern network architecture and applications. Regarding the 

SDN based on architecture, issues, and challenges of securing 

SDN controllers, it is very important to analyze the limitations 

of traditional and SDN-based networks [2]. Here, SDN plays 

an important role in improving security and controllability, 

limiting the level of security through SDN properties such as 

programmability, logically centralized control, and simplified 

management. An evolutionary Support Vector Machine 

(SVM) model for DDoS attack detection in SDN is introduced 

in [3] to secure and analyze the emerging network architecture 

influenced by SDN control and data planes. According to [4, 

5], deep learning, and other ML approaches for intrusion 

detection in software-defined networking allow us to 

understand SDN controllers' detection techniques where 

DDoS attacks are increasing in the emerging networks. 

Although many detections and mitigation techniques are 

available, paper [6] provides early detection of low rate DDoS 

attack to SDN based data center networks using information 

distance metrics. This technique improves and controls the 

traffic securely with efficient SDN based traffic management, 

which not only secures the data center but also prevents DDoS 

attacks. These days SDN supports improving the emerging 

network and novel dynamic framework [7 – 10] where many 

detection approaches are focused on detecting DDoS. They 

are SDN using metaheuristic clustering, joint entropy-based 

DDoS defense scheme, an attacks detection system for 

OpenStack-based private cloud, etc. In addition, SDN based 

cloud computing environment is secured by DDoS attacks and 

detected by one of these detection techniques.  

Distributed Denial of Service (DDoS) attack is an attempt to 

cripple the targeted service or network by flooding the target 

with massive internet traffic. Such an attack uses a set of 

compromised network sources such as computers (bots) to 

simultaneously send the malicious traffic to the target to 

prevent access for the legitimate traffic to the network 

resources [10, 11]. DDoS attacks can be classified into three 

main categories [12], namely: volume-based attacks, protocol-

based attacks, and application-layer attacks. Machine learning 

is a subfield of Artificial Intelligence (AI) that enables system 

algorithms to learn and improve through the experience 

without human intervention [13].  Security threats in SDN are 

categorized into three categories based on the SDN 

architecture, which are threats to the application layer, threats 

to the control layer, and threats to the data layer [14, 15]. In 

the SDN environment, the communication between the 

controller and the switches is vulnerable to the man in the 

middle attack due to the indirect connection between the 

controller and switches. Thus, the attacker can place an agent 

node between the controller and switches to perform several 

attacks such as session hijacking, DNS spoofing, 

eavesdropping, and black hole attack [16]. In the SDN data 

layer, the DoS attack overflows the buffer flow and the flow 

table by sending a large number of packets to the switches. 

The buffer flow and the flow table of the switches have 

limited space; thus, the attacker exploits this weakness to 

perform such an attack. As a result, the flow table of the 

switches as well as the buffer flow will be overloaded, and the 

coming legitimate packets get dropped [17]. Solutions [18] 

that have been proposed under this approach are based on 

some predefined rules on the traffic flow.  

According to [19, 20], the ML techniques are focused to 

improve the security solutions in the SDN based emerging 

networks. Here, the detection system of HTTP DDoS attacks 

in a cloud environment based on information-theoretic 

entropy and random forest (RF) is introduced. In addition, an 

adaptive DDoS attack detection method based on multiple 

kernel learning is considered for analyzing security solutions. 

Papers [21, 22] focus on threshold approaches to improve the 

security solutions which detect and minimize the DDoS 

attacks. Here, Dynamic Controller Scheduling (DCS) Strategy 

can be considered to enhance controller robustness against 

DDoS attacks. Initially, switches and controllers are assigned 

to each other by performing bidirectional selection mapping 

through preference lists that are based on some metrics of 

both controllers and switches. Then, DCS applies an optimal 

mapping algorithm to finalize the controller-switches mapping 

since the bidirectional selection mapping forms an initial 

mapping only. DCS works along with the defense scheme to 

reduce the controller's overhead and optimize the controller 

response time.  

Although many ML approaches for analyzing SDN 

controllers were investigated, some ML examples through 

these papers [23- 27] are considered.  They are ML-based 

DDoS attacks detection, ML-based modern type DDoS 

detection, advanced support vector machine- (ASVM-) based 

detection, applied computing, and informatics HTTP flood 
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attack detection in application layer using ML metrics and 

bio-inspired bat algorithm. 

Paper [28] focuses on the defense method for securing the 

SDN-based cloud with 3 ML approaches. They are ML-based 

on SOM and SVM, enhanced history-based IP filtering 

scheme (eHIPF), and hybrid scheme, which is the 

combination of ML-based and eHIPF. A Safe-guard scheme 

(SGS) for protecting the control plane against DDoS attacks 

in software-defined networking not only improves the security 

solutions but also enhances the overall protections [29]. Here, 

the controller dynamic defense module plays an important 

role in detecting the anomaly traffic in the multiple controllers 

located in the control plane of SDN. In this module, SGS uses 

the controller’s clustering method for minimizing the effects 

of DDoS attacks.  

According to [30 – 34], ML techniques minimize the effect of 

DDoS attacks and increase the accuracy of security solutions. 

Here, the authors used four supervised ML algorithms and 

training models with the dataset; they are DT, SVM, Logistic 

Regression (LR), and KNN. Further, ML supports to develop 

a flexible SDN-based architecture for identifying and 

mitigating low-rate DDoS attacks. Hybrid ML techniques 

enhance the security solution and allow us to analyze the 

detection of DDoS attacks on the SDN control plane. The 

authors used the CICDoS 2019 data set to analyze the 

performance of some ML algorithms; they are Random Tree 

(RT), REP Tree, RF, SVM, etc. In the ML, XGBoost 

Classifier and an interpretable learning algorithm based on 

XGBoost support to analyze the DDoS attacks and fault 

predictions in the optical network, respectively. Also, the 

XGBoost algorithm improves the security performance of 

security solutions with maximum accuracy, high speed, low 

false rate, etc. 

In order to effectively learn the measurements of the DDoS 

attacks, ML algorithms will require a considerable amount of 

data. In the ML, evaluation metrics with the dataset and data 

representation obtained from the DDoS attacks will allow us 

to analyze the performance of the SDN based 5G network 

with the different ML algorithms. Regarding the 

measurements, the ML algorithms (LR, RF XGBoost) and the 

entire dataset to analyze the precision, recall, and F1 measure 

is considered [35]. According to [36], the NSL-KDD dataset 

is evolved from the KDDCup’99 dataset, and it supports to 

solve various types of DDoS attacks during the traffic 

classification. Regarding the cross-validation, these datasets 

are copied and used for testing the DDoS problems. Also, 

some copies are used in the ML approaches as a training set of 

ML trained models.  

An intelligent trust model for hybrid DDoS detection in SDN 

enhances the trust management and security solutions of SDN 

based 5G networks [37]. Without an efficient protection 

mechanism, the SDN controller is flooded with unsecured 

traffic, which damages the function of the SDN controller and 

degrades the performance of the SDN based 5G networks. 

The depletion of bandwidth and other SDN based 5G network 

resources depend on the secured traffic damaged by the 

adversary who attacks using massive forged packets and 

traffic. 

Although many techniques of DDoS detection are available, 

ML is becoming a popular technique for detecting DDoS 

attacks in 5G, SDN-based 5G networks, 5G+, etc.  Table 1 

shows some examples of ML-based DDoS detection used for 

SDN based 5G networks. The SDN based 5G technology 

supports to develop secure emerging networks that enhance 

the secure communication services within the 5G and 5G+ 

systems and applications. Features of 5G and beyond, such as 

user-centricity, flexibility, scalability, etc., depending on the 

SDN controllability and other properties. When DDoS 

attackers target the SDN controllers, traffic involved with 5G 

features and services will be affected.   

From the security perspective, the SDN controller handles the 

rules securely and keeps all security policies set by the 

network manager. Although security policies are changeable, 

the SDN controller handles dynamically according to the 

security problems considered in the adversary model of the 

underlying network or requirements of the business 

applications. 

Table 1. DDoS detection in SDN based 5G using ML 

DDoS attacks in SDN based 5G 

network 
ML methods 

SDN based traffic affected by 

DDoS attackers. To detect DDoS 

attacks  

Neural network 

model, SOM 

Collected flow entries with fixed 

time intervals at the SDN 

controllers 

Periodic flow-based 

detection 

Bloom filter used in switch 

memory to manage the DDoS 

traffic 

Load balancing, 

Bloom filter 

Lower down the burden between 

control-plane and data-plane. 

Interface mitigation. 

Semi-supervised  

to detect anomalies in SDN. 

SVM anomaly 

detection 

 

The detector of the security solution depends on the 

supervised classifier. In the ML techniques, the classifier must 

be trained before starting to detect the DDoS attacks. In order 

to train the classifier, labeled samples of the dataset obtained 

from the DDoS related traffic can be used. Normal and 

abnormal network traffic can be guessed from the previous 

behaviors of a fixed period of network data. Collecting these 

previous data allow us to build the training database and ML 

trained model for identifying and analyzing the network 

traffic.    

Some DDoS attacks spoil the SDN based on 5G networks 

dynamically when using the 5G based autonomous systems. 

In the 5G network systems, some examples of the 5G security 

challenges are as follows:  

 The link between the access network and users or IoT 

when flash network traffic occurs. 

 During the radio interfacing, DDoS attacks are networked 

through connected devices. 

 DDoS prevention is essential for managing virtual 

services user plane integrity. 

 Mandated cybersecurity, cyberattacks, DDoS protection in 

the network involved with SDN and IoT core functions 

 DoS attacks on the infrastructure and end-user devices. 

 Application services of SDN based 5G+ network targeted 

by the signaling attacks. 

When employing the ML to detect DDoS attacks during these 

challenges, ML with suitable algorithms improves the 

accuracy of security solutions through the trained model and 

dataset. 

3. PROPOSED APPROACH WITH ML  
This section discusses the detail of the proposed system 
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design, including the detection method of system design, the 

threshold technique, and the theoretical model. In the 

detection method, the adaptive bandwidth control mechanism 

and the traffic classification model are used. Here, the 

workflow of the proposed solution is illustrated to show the 

integration between the proposed system components in 

detecting and mitigating attacks in SDN. Finally, the detection 

method with ML in the theoretical model is integrated.  

3.1 Detection Method 
As shown in figure 2, SDN organizes all types of traffics into 

three categories. The default threshold is set, which allows the 

detection modules to detect the behavior of the traffic. Based 

on the rate of traffic, these three modules detect the DDoS 

attacks using adaptive bandwidth. Heavy, medium, and light 

traffic allows the model to detect the DDoS attacks.    

Fig 2: Process of setting the adaptive bandwidth 

The proposed model identifies the DDoS attacks through the 

bandwidth measurements depended on the characteristic of 

the traffic. Although bandwidth is proportional to throughput, 

heavy, moderate, and light traffic use large, medium, and 

small bandwidths, respectively. Dynamic threshold setting can 

be used for improving the DDoS detection ratios, and it 

allows the attacked or abnormal traffic to distinguish the 

levels of the DDoS attacks. Although three profiles are set for 

the threshold limits, the dynamic threshold enhances the 

number of the profiles.  

3.2 Threshold Setting  
According to the nature of the traffic and 5G network service, 

the threshold can be set manually or dynamically. From the 

traffic analysis and theory, the default threshold was used, but 

SDN can reset the threshold according to the nature of the 

traffics dynamically. The success rate of DDoS attack 

detection depends on the selection of the threshold, ML 

algorithms, trained model, and techniques. Mitigation of 

DDoS attacks also may rely on the same detection procedures 

known as the workflow of the proposed solution. Workflow 

depends on the following 3 phases.  

 Monitoring: In this phase, traffic flow with the set 

threshold, SDN rules with the threshold violation counter, 

and bandwidth  

 Bandwidth controlling: This phase works with the 

minimum bandwidth limits, which filter the DDoS attacks 

and count the threshold violations.  

 Detection: In the bandwidth controlling phase, if threshold 

violation is above the set threshold limit, this phase will 

detect the DDoS attacks.  

The traffic classification supports tracing and mitigate the 

attacked traffic, which includes the DDoS attacks detected 

through these 3 phases with selected dataset and ML trained 

model. In the DDoS mitigation, the quantitative ability of the 

ML trained model supports to ease of the mitigation. In this 

detection and mitigation, trained SVM algorithms and models 

enhance the success rate of a security solution, which supports 

to improve the accuracy of DDoS detection. The SVM models 

are responsible for extracting the particular characteristics 

values of the received network traffic.  

3.3 Proposed Theoretical Model 
As shown in figure 3, this paper has proposed the theoretical 

model. In this proposed system, securing the SDN controller 

depends on the DDoS attack mitigation scheme and SDN that 

is composed of an adaptive bandwidth mechanism and a 

trigger-based learning model based on the XGBoost 

algorithm. As shown in figure 3, the 5G system can be built 

with a DDoS security solution, which uses the ML with the 

XGBoost algorithm. Here, the ML-based security solution 

converts weaker classifiers of signals into a high-performance 

stronger classifier. 

 

 

 

 

 

 

 

 

 

 

Fig 3: The proposed model with ML and SDN 

Advancements of autonomous systems based on SDN and 5G 

networks depend on efficient security solutions. The proposed 

model provides many benefits, including protection for 

securing SDN based 5G networks. In this model, SDN and 

ML play excellent roles, such as programmable traffic 

monitoring. It means efficiency in detecting DDoS attack 

patterns increases through the programmable SDN controller 

and specific ML algorithm.  

During the DDoS detection, the ML algorithm monitors the 

interactions of flow dynamically. These interactions are 

 

In traffic Out traffic 

 

 

 

 

 

 

SDN Controller  

 

OpenFlow Switch  

Process of setting adaptive 

bandwidth and ML for 

detecting DDoS attacks 
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representing the abnormal behavior of flow between the 

starting and endpoints. When more interactions occur, the 

time of the flow within these points will increase sharply. In 

each flow, ML not only monitors the interactions but also 

calculates the time for identifying DDoS attacks. In the SDN-

based 5G networks, the DDoS detection and mitigation by 

utilizing SDN controller, which includes the ML techniques 

allow the proposed solution to provide reliable network 

security solution.   

Regarding the DDoS attacks and attacked 5G networks or 

infrastructure, the SVMs algorithms are firstly trained on the 

dataset. Once the ML model is trained based on the selected 

SVM algorithm, the proposed model should be able to 

identify the normal and abnormal traffic influenced by the 

DDoS attacks. Here, differentiation of the normal and 

attacked traffic depends on the efficiency of the SVM 

algorithm. Also, the use of an SDN controller monitors the 

packets of OpenFlow protocol obtained through the link layer 

between the north and south bounds. These monitored packets 

are sent to SVM algorithms for identifying the legitimate 

network traffic and DDoS attacks. The security solution based 

on the XGBoost algorithm enhances the ability of the solution 

against DDoS and service disruption attacks. 

4. CLASSIFICATION AND RESULTS  
Although employing a real-time traffic classification method 

for SDN based 5G network, the proposed method will allow 

researchers to enhance the security solution when DDoS 

attacks affect emerging networks such as 5G and beyond. This 

research focuses on investigating the network traffic classify 

DDoS attacks in the SDN based 5G networks for analyzing 

the classification accuracy. The ML strategies support 

classification problems with different models, such as SVM, 

which allow researchers to handle multi-stage training. Here, 

the proposed approach improves the performance of 

classification accuracy, which reaches 100% when using the 

selected classification model, which requires a dataset and 

correct trained ML model. Investigating DDoS attacks in 

short and long sliding windows is one of the strategies 

considered through the traffic classification of the trained ML 

model.   

4.1 Classification with XGBoost Algorithm 
Studies of algorithms for detecting DDoS attacks based on 

classification techniques allow us to explore the best ML 

algorithms such as XGBoost. To address the behavior of the 

traffic, whether they are normal or abnormal, there is a  need 

for an efficient classification algorithm. In this paper, the 

XGBoost algorithm is selected to be used because it classifies 

the traffic flow efficiently when the SDN controller sets the 

dynamic threshold according to the situation of the traffic 

flow. Classifying DDoS attack detection based on an adaptive 

bandwidth mechanism is one of this algorithm’s roles because 

it distinguishes the DDoS attack and normal traffic accurately 

with low processing overhead. Classification model based on 

the XGBoost algorithm allows us to develop trigger-based 

detection, which supports to detect the DDoS attacks when 

traffic flow exceeds the limit of the set threshold. In order to 

evaluate the DDoS detections with the SDN environment, the 

XGBoost algorithm enhances not only the security solution of 

the 5G networks but also reduces energy consumption and 

latency. In addition, it provides many benefits SDN based 5G 

networks; they are such as high speed, high classification 

accuracy, algorithmic simplicity, etc. It supports real-time 

classification techniques, as well. 

4.2 Results with Selected Datasets  

In this paper, the recent datasets were used, which consist of 

the various DDoS attacks that happened in 5G network 

applications. According to the proposed DDoS detection 

solution, figure 4 confirms that CPU utilization of the 

proposed approach is better than other ML approaches. The 

first approach is without any defense. The second approach is 

the machine learning approach based on a sliding window 

manner with a time interval of 5 seconds. The third approach 

is machine learning based on a sliding window manner with a 

time interval of 1 second. The last approach is the proposed 

approach. To conduct the above evaluation, all the 

abovementioned approaches ran for 60 seconds. In the first 25 

seconds, no attack is launched to monitor the overhead of 

each approach in the normal status of the network (no attack). 

Then, both normal and attack traffic are generated afterward 

to measure the CPU utilization of each approach during the 

attack mitigation. 

It can be observed from the figure that when there is no attack 

launched during the first 25 seconds, the CPU consumption of 

the proposed approach is a little higher than that of the no 

defense approach due to the design of the proposed 

mechanism. Therefore, the overhead of the proposed approach 

is reasonable and tolerated as opposed to both machine 

learning approaches based on the sliding window method. 

After launching the attack, the overhead of the no defense 

approach exponentially increased and peaked CPU utilization 

because the DDoS attack aims to overwhelm the network 

resources. Therefore, with the absence of a protection 

mechanism, the maximum capacity of the CPU is consumed. 

On the other hand, other approaches produced little overhead 

due to the protection mechanism. However, the proposed 

approach achieved the lowest overhead among all approaches 

during the attack owing to the algorithms and techniques used 

as well as the trigger-based approach. Both machine learning 

approaches based on sliding window manner with different 

time intervals produced higher CPU consumption than the 

proposed approach due to the detection loop approach and the 

continuous statistics collection from the data plane devices.  

 

Fig 4: CPU Utilization of the SDN Controller 

It can be observed that XGBoost achieved superior results in 

all performance metrics in terms of binary and multiclass 

classification with both datasets. In binary classification, 

XGBoost gained a rate of 99.7%-100% for all metrics with 

the CICDDoS2019 dataset, while it attained 99.2%-100% 

with the NSL-KDD dataset. RF and LR achieved lower 

performance metrics values than XGBoost with a rate of 

98.5%-99% and 80%-85%, respectively, with the 
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CICDDoS2019 dataset, while they recorded a rate of 99.5%-

99.7% and 93.5%-94%,  respectively, with the NSL-KDD 

dataset. In multiclass classification, XGBoost achieved higher 

performance metrics with both datasets with a rate of 91.3%-

93% and 96%-99.9%, respectively. In contrast, LR recorded 

the lowest performance metrics among all algorithms being 

evaluated with a rate of 31%-40% with the CICDDoS2019 

dataset and 31%-58% with the NSL-KDD dataset.  

The performance of LR, RF, and XGBoost is attributed to 

their operational procedure and the ability to select the best 

parameters, as well as the correlation of the features used 

from the dataset. Thus, the LR algorithm has the lowest values 

in all performance metrics compared to other algorithms. LR 

is a linear algorithm that results in poor performance in 

multiclass classification, and it is not flexible to adapt to 

complex data. XGBoost attained a superior performance 

compared to other algorithms due to the use of additive 

learning techniques, which keeps improving weak learners' 

prediction. Also, XGBoost overcomes the overfitting problem 

and attains full utilization of computational resources. 

In Table 2, binary and multiclass classification is compared 

with the following matrices given in percentage (%); they are 

accuracy (Acc), precision (Pre), Recall (Rec), and F1 measure 

(F1). With two datasets (CICDDoS2019 and NSL-KDD), 

three ML algorithms are compared; they are LR, RF, and 

XGBoost (XG), respectively [38]. 

Table 2. Performance of Classifiers 

  Binary 

Classification 

Multiclass 

Classification 

  LR RF XG LR RF XG 

C
IC

D
D

o
S

 

2
0
1
9
 

    

Acc 80 98.5 99.7 35 83 91.3 

Pre 85 99 100 38 88 93 

Rec 80 99 100 40 88 93 

F1  80 99 100 31 88 92 

N
S

L
-K

D
D

 

 

Acc 93.5 99.5 99.2 52 93 99.9 

Pre 94 99.6 100 56 88 99 

Rec 94 99.6 100 58 89 96 

F1  94 99.7 100 32 88 97 

 

Using ML algorithms (LR, RF, and XG), performance is 

compared for evaluating normal and DDoS attack classes. 

Thus, labeled classes such as binary and multi-class 

classification are considered. Further, the approach of 

evaluating the overhead of the proposed system in SDN is 

illustrated. The DDoS attacks are serious threats to many 

autonomous systems involved with SDN based 5G networks. 

The DDoS attacks block the availability of smart 

infrastructure services considered in the autonomous system. 

Here, a combination of ML and SDN approaches the detection 

rate of a DDoS attack in a smart service.  

Table 3. The False-Positive Rate of Each Classifier 

 CICDDoS2019 NSL-KDD 

LR 0.0176 0.015 

RF 0.0015 0.0008 

XG 0.0005 0.0003 

 

Table 3 shows the results of false-positive rate, which allows 

us to validate the DDoS detection. In this comparison, the 

results of the proposed model are obtained using 2 different 

datasets. The lowest rate indicates that the XG model 

enhances DDoS attack detection and mitigation with high 

accuracy [38].  

 

Fig 5: Packet drop ratio vs. dynamic threshold with ML 

As shown in figure 5, DDoS detection depends on the packet 

dropping ratio, which influences the dynamic threshold.  

When packet drops decrease, the 5G network will improve 

from the DDoS attacks. In this result, the XG algorithm plays 

an important role in enhancing the ability of the DDoS 

detection rate because the algorithmic simplicity of XG is one 

of the benefits considered in the ML technique. When XG is 

used for training the ML model, the building and testing time 

of the model is very quick.  

5. ANALYSIS OF SECURITY WITH ML 
This section discusses the detail of the proposed solution with 

the necessary security analysis, which includes the ratio of the 

DDoS detection and performance of the SDN-based 5G 

network involved with the SDN controller. Also, it provides 

an analysis of the proposed solution with ML, SDN, and a 

comparison of other approaches when employing different 

ML techniques. 

5.1 Analysis of security issues  
The performance evaluation was conducted using two 

different datasets allowed for analyzing the various types of 

DDoS attacks. The evaluation of all algorithms was 

performed based on the classification report metrics to 

measure each classifier's performance.  Table 4 shows the 

ML-based security issues for analyzing the SDN based 5G 

infrastructure.  The proposed DDoS mitigation system showed 

an outstanding performance in detecting high volume-based 

DDoS attacks. However, further researches are needed to 

tackle the low-rate DDoS attack, which is very difficult to 

detect. One possible solution to this limitation is enhancing 

the proposed adaptive bandwidth threshold technique to have 

upper and lower thresholds. Hence, the upper bandwidth 

threshold detects the high volume-based DDoS, while the 

lower one deals with low rate DDoS attacks. Another solution 

to the low-rate DDoS attack can be achieved by developing 

another module to the proposed design to monitor the 

outgoing connections. The major aim of low rate attack is to 

leave connections open on the targeted victim for a long time.  

In the analysis of the proposed model, SDN may use more 

separate modules inside the SDN controller. These modules 

enhanced the efficacy of DDoS detection and mitigation when 

SDN based 5G networks face varied traffic with DDoS 

attacks. In the DDoS detection analysis, mitigation modules 

work immediately according to the policy and rules set in the 

SDN controller. In the security analysis, the flow table of 
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DDoS attacks is increasing with heavy traffic of SDN based 

5G network and SDN-enabled cloud environment.  

Table 4. Security issues of SDN based 5G network 
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When attackers send a large number of violated packets on 

random occasions, the correlation of data traffic becomes 

abnormal attacked by the DDoS attacks. When they send the 

small-sized packets, identifying correlation is not easy, but its 

standard deviation is much lower than the legitimate packets. 

During the DDoS attacks, not only this standard deviation will 

be lower, but also packet drops will increase.     

5.2 Security Issues and Challenges 
Identifying normal and abnormal burst-data behaviors of SDN 

based 5G network is very challenging when developing the 

trained model of the dataset for ML techniques. Both classes 

of network traffic have similar intrinsic characteristics. In this 

section, some research limitations and challenges that need 

further researches in the future are discussed. These 

limitations and challenges can be summarized as follows: 

Implementing the proposed solution in a single controller 

SDN environment yielded good performance in DDoS attack 

mitigation. However, with large-scale networks, the single 

controller SDN architecture becomes a bottleneck problem in 

which can be addressed by distributed multiple controllers. 

Nevertheless, the distributed controller demands a method of 

sharing information between controllers, which might result in 

computational and communication overhead in the control 

plane. Researchers can look forward to finding lightweight 

information coordination between controllers.  

Another limitation of implementing the proposed defense in 

the distributed controllers’ environment is the controller’s 

placement and the assignment of devices in the data plane to 

each controller. If a set of data plane devices is assigned with 

the closest controller, then controller failure would cripple this 

subnet due to a single point of failure. Such limitations can be 

resolved by master-slave controllers’ assignment. Each set of 

data plane devices is assigned with a master controller and 

backup (slave) controller in case of failure. Researchers can 

also investigate and develop a master-slave controllers’ 

assignment mechanism to assign the switches in the data 

plane with the best controller. 

The trade-off between the performance of defense techniques 

and resource consumption is a significant challenge since the 

DDoS attacks put massive pressure on the target resources. 

Therefore, it is essential to ensure that the defense mechanism 

consumes as low as possible of the targeted system resources 

while mitigating DDoS attacks.  

Zero-day attack detection is always the most challenging of 

any security solution. DDoS attackers utilize an advanced 

method for launching attacks with high power and 

complexity. Thence, zero-day attacks detection is considered 

a promising research area to enhance the DDoS defense in 

SDN based applications. 

6. CONCLUSION AND FUTURE WORK 
In this paper, a security solution is proposed which detects 

DDoS attacks for securing SDN controller using suitable ML 

algorithms. In this research, SDN based on an adaptive 

bandwidth mechanism played an important role in securing 

the SDN controller, where the XGBoost algorithm was used 

for mitigating DDoS attacks. In this analysis, a dataset 

influenced by ML algorithms was used which supports 

enhancing the security solutions with the adaptive bandwidth 

mechanism. Although three profiles are set to compare the 

results, the adaptive bandwidth and dynamic threshold setting 

control the DDoS attacks; the XGBoost algorithm enhances 

the accuracy of the security performance. Also, XGBoost 

overcomes the full utilization of CPU and other resources 

with minimum energy cost and complexity. In future works, 

essential improvements will be conducted on the performance 

of the SDN based security solutions and prevent DDoS 

attacks using dynamic threshold set by ML. This approach 

will enhance the ability of security solutions with the different 

dynamic thresholds for securing the emerging 5G+ networks. 

The use of this approach with adaptive bandwidth algorithm 

and ML technique will enhance the accuracy of security 

solution and reduce the packets drop ratio.     
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