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ABSTRACT

The development of mobile device technology is very rapid in
this global era, This has an impact on the increase in
cybercrime such as narcotics transactions using the Instant
Messenger application. IMO Messenger is an Instant
Messenger application that can be used as a medium for crime
because it has increased the number of users every year. This
study used three stages of the Digital Forensics Research
Workshop (DFRWS) method, namely identification,
preservation, collection. This study uses two smartphones
with root and non-root conditions that have the IMO
application installed. The case used in this research is
narcotics transactions based on previous case scenarios.
Evidence from the criminal case will be acquired using four
forensic tools, namely, MOBILedit forensic express, DB
Browser for SQLite, AccessData FTK Imager, and Belkasoft
evidence center. This research produces digital evidence in the
form of chat files, images, audio, video, perpetrator's
accounts, and chat times that have been deleted from a
smartphone device in root condition. Calculation of the
percentage index number from the evidence obtained on a
smartphone with root conditions using MOBILedit forensic
express tools at 100%, DB Browser for SQLite at 33.33%,
AccessData FTK Imager at 33.33% and Belkasoft evidence
center at 83.33%, smartphones with non-root conditions, no
digital evidence was found.
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1. INTRODUCTION

The development of information technology from time to time
has increased very rapidly, one of which is the development
of social media. The results of a survey conducted by
Wearesocial HootSuite stated that the number of active users
of social media via mobile devices in Indonesia reached 130
million users as of January 2019 [1]. The growth of social
media and Instant Messenger messaging applications have
facilitated the development of many serious cybercrimes and
malicious activities [2]. IMO Messenger is an Instant
Messenger application that offers real-time data transmission
over the internet which allows users to send group chat text
messages, share photos, videos, videos, and audio calls. IMO
Messenger has the potential to be used as a means of criminal
acts such as cyberstalking (the use of the internet or electronic
devices to harass a person, group of people, or certain
organizations), sextortion (sexual extortion in cyberspace),
drug trafficking (drug trafficking crimes) [3]. Forensic
methods are an important factor that supports a more effective
and efficient crime investigation in handling a criminal case
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[4]. Mobile forensics or mobile phone forensics is the
application of science to recover digital evidence from mobile
devices by methods that are generally accepted and pay
attention to illegal aspects [5]. Digital Forensics Research
Workshop (DFRWS) is one of the methods used to carry out
the stages of digital forensic analysis. This method helps
obtain evidence and a centralized mechanism for recording
the information gathered.

1.1 Study Literature

1.1.1 Previous ResearcherStudy Previous

The researcher's study referred to research by Asyaky,
Widiyasono, and Gunawan (2018) conducted a study entitled
"Analysis and Comparison of Digital Evidence on Instant
Messenger Applications on Android”. This research was
conducted to obtain a comparison of the results of digital
evidence using scenarios through the Whatsapp, Telegram,
Line, and IMO applications. [5].

Mukti, Masruroh, and Khairani (2017) conducted a study
entitled "Analysis and Comparison of Forensic Evidence on
Facebook and Twitter Social Media Applications on Android
Smartphones”. This study was conducted to find and compare
forensic evidence on social media applications Facebook and
Twitter accessed on an Android smartphone using simulation
methods and several scenarios were carried out to get the
results [6].

Suryana, Akbar, and Widiyasono (2016) conducted a study
entitled "Email Spoofing Investigation with the Digital
Forensics Research Workshop (DFRWS) Method". This study
examines digital forensic investigations on e-mail spoofing
and the results of e-mail spoofing can be sent using web
hosting services that provide e-mail sending facilities using
the programming language PHP [8].

Larasati and Hidayanto (2017) conducted a study entitled
"Analysis of Live Forensics for Comparison of Instant
Messenger Applications on the Windows 10 Operating
System". This study examines the comparison of the Instant
Messenger application on the Windows 10 operating system
by involving 3 social media applications, namely Facebook,
Instagram, and Twitter. The results obtained are data
comparison and system design [9].

Akbar, Nugraha, and Alaydrus (2016) conducted research
selling "WhatsApp Forensics on Android Smartphones: A
Survey". This study examines a survey of various methods
from WhatsApp forensics researchers using internet protocol
and live memory methods to obtain the required information
data. The results of this study are from several surveys that
have been conducted, obtained various kinds of results [10].
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1.1.2 Digital Forensics

Forensics is a science and technology in the field of
computers that aims to obtain, collect, and analyze digital
evidence that can be used in an information technology crime
[11]. Digital forensics is simply the whole process of
retrieving, recovering, storing, checking information or
electronic documents contained in electronic systems or
storage media, based on methods and tools that can be
scientifically justified for evidentiary purposes [12].

1.1.3 Mobile Forensics

Forensics or mobile phone forensics is the application of
science to recover digital evidence from mobile devices with a
method that is generally accepted and takes into account the
illegal aspects [13]. Mobile phone forensics itself not only
aims to fulfill the need for digital evidence in court (litigation
process) but can also be used for non-litigation processes.
Regardless of the ultimate goal, all procedures and
implementation of mobile phone forensics must be based on
methods commonly accepted by digital forensics.

1.1.4 Digital Evidence

Evidence is Electronic Information and/or Electronic
Documents that meet the formal and material requirements
stipulated in Law No. 11 of 2008 concerning Electronic
Information and Transactions [14]. Digital evidence adheres
to three main principles in the collection process, these
principles refer to the Indonesian National Standard (SNI),
namely I1SO / IEC / 27037: 2014. The main principles of
digital evidence include the relevance of the evidence to
cases, the process that can be audited and repeated means that
there is no damage to the evidence, and the evidence was
taken is sufficiently large and precise in material [15].

1.1.5 Android

Android is a Linux-based operating system for mobile phones
such as smart cell phones and tablet computers [16]. As an
open application, Android is an open platform for developers
to create applications that can be used by a variety of mobile
devices.

1.1.6 IMO Messenger

IMO Messenger is an Instant Messenger application that
offers real-time data transmission over the internet that allows
users to send group chat text messages, share photos, videos,
videos, and audio calls. IMO messenger also allows users to
talk to all contacts in the user's instant messaging account,
including Facebook, Google Talk, Skype, MSN, ICQ, AlM,
Yahoo! Messenger, Jabber, Hyves, Vkontakte, and even
Steam.

1.1.7 Cybercrime

Cybercrime can be defined as a criminal act that violates the
law by using computer technology as a criminal tool.
Cybercrime occurs because there are advances in computer
technology or the world of IT, especially internet media [17].

1.1.8 Digital Forensics Research Workshop

The Digital Forensics Research Workshop (DFRWS) method
is one of the methods used to carry out the stages of digital
forensic analysis. The DFRWS investigative model includes
six stages that can help obtain evidence as well as a
centralized mechanism for recording the information collected
[18].
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Figure 1. DFRWS Method

1. Identification
The identification stage is the stage for determining
needs including the research tools and materials
needed for the investigation.

2. Preservation
The maintenance stage is carried out to maintain the
authenticity and validity of the digital evidence that
has been obtained and to refute claims that the
evidence has been sabotaged by irresponsible
parties.

3. Collection
The collection stage is the stage for identifying
certain parts of digital evidence and identifying data
sources in the smartphone database.

4. Examination
The inspection stage is carried out to determine the
filtering of data in certain parts of the data source
from smartphone devices.

5. Analysis
The analysis stage is the stage for determining
where, by whom, how, and why the data was
generated and obtained.

6. Presentation
The presentation stage is the final stage carried out
to present the information generated from the
analysis stage.

1.1.9 Hashing

Hashing is a data identification method aimed at maintaining
the integrity of data [19]. Hashing is not decodable so the user
has to hash to see if the initial data is different from the
current data. The way hashing works is more about matching
the initial hashing result with the final hashing result.
Examples of hashing are SHA-256 (Secure Hash Algorithm),
MD5 (Message Digest), and Whirlpool. The SHA-256
algorithm can be used to check data integrity, create digital
signatures, and others [20].

1.1.10 Rooting

The root is a system account that has the power to access and
execute all files, commands, systems, in a Linux-based
operating system [21]. Root has unlimited access which can
give users the right to change, delete, add, or modify files or
data located on the Android system. If analogous to the
Windows computer operating system, the root function of
Android is to grant administrator rights to the user.
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2. METHODOLOGY

2.1 Research Scenario

The case scenario in this study uses two connected
smartphones on the IMO Messenger application to make
conversation interactions between two actors. Figure 2
illustrates the research scenario that occurs, where two
perpetrators are suspected of committing crimes in the form of
narcotics transactions using the IMO Messenger application.

Exchange messages

@ Using IMO Messenger ﬂ .
= i
SELLER BUYER

(Chat Delete) (Chat Delete)
Phone is rooted «— ;¥ Phone is not rooted

Al )
I Investigator Investigator B%p

L J Data

Result

Figure 2. Research Scenario

Flow The scenario flow begins with the seller user
communicating with the buyer user using a smartphone to
exchange messages via Direct Message. Both users use the
IMO Messenger application as a medium for communication
and the results of their conversations will be stored in their
respective device databases. The communication made by the
two users is then deleted to leave a trace. The investigator will
take over the second user's cellphone to examine the
communication that has been deleted by the perpetrator user
which contains cybercrime crimes.

The investigation process on the seller's user's smartphone is
carried out a root process first using the TWRP tool to get
data access rights on the device and on the buyer's user's
smartphone, the root process is not carried out. The data
backup process on both smartphones is carried out using the
MOBILedit Forensic Express tools simultaneously when the
data extract process. The data extraction process used four
forensic tools, namely MOBILedit Forensic, DB Browser for
SQLite, AccessData FTK Imager, and Belkasoft Evidence
Center.

2.2 Research Stages

The research stage is a process where investigators carry out a
forensic process through a predetermined procedure. The
search for digital evidence is carried out by referring to the
DFRWS steps. DFRWS steps can be seen in Figure 3.

Identification —¢
Preservation I

Collection

Figure 3. The stages of the research method

2.2.1 Identification
The identification stage begins with preparing the tools that
will be used by investigators or investigators in the process of
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searching for digital evidence. The evidence used by
investigators is secured to maintain the integrity and
authenticity of the evidence found. Software and hardware is a
tool that needs to be prepared for the process of finding digital
evidence that can be seen in Table 1.

Table 1. Tools and Materials

Acer Swift 3 SF315-41 series OS
Windows 10, 64 bit, AMD

Laptop RYZEN™ 5 2500U Quad-core
Processor
Kabel USB Connect a smartphone with a laptop

Lenovo A2020a40, root condition,

SmEme Android OS, v5.1.1 (Lolipop)

Meizu U20, no root condition,

Smartphone 2 Android OS, v6.0.1 (Marshmallow)
MOBILedit
Forensic Express Forensic Tools
Pro
DB Browser

SQLite Manager Forensic Tools

AccessData FTK

Forensic Tools
Imager

Belkasoft Evidence

Forensic Tools
Center

IMO Messenger Messaging App

Hash Tool Hashing Tools

Evidence used in research as a medium for drug transaction
crime in the form of two smartphones and one micro USB
cable can be seen in Table 2.

Table 2. Evidence

Smartphone 1

. Smartphone | Lenovo
1 E _ A2020a40, root

: condition
g * | Smartphone 2
2 Smartzphone : 4 Meizu U20, no

root condition

Micro USB is
used to connect
a smartphone
with a laptop

3 Data Cable
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2.2.2 Preservation

The maintenance phase begins by rooting the smartphone 1 to
give full access rights to investigators. The root process is
carried out using TWRP tools and a smartphone that has been
rooted can be seen in Figure 4.
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Root Checker Basic <
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UPGRADE

Lenwo WA Business  SIM Toolkit
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ase of Root Install Rank: 5216
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Figure 4. Smartphone root conditions

The next step is to create an imaging file or physical image on
a smartphone 1 that is already rooted using the MOBILedit
Forensic tools to maintain authenticity and integrity. data
from the analyzed evidence. The imaging file process can be
seen in Figure 5.

MOBILedit

Figure 5. Display of the imaging file

The Imaging process on smartphone 2 using MOBILedit
Forensic tools cannot be done because the create physical
image menu does not appear as seen in Figure 6.

Figure 6.The initial appearance of MOBILedit

They create a physical image menu option that does not
appear because the smartphone 2 status is not rooted.
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2.2.3 Collection

The collection stage is the stage of the acquisition and data
extraction process on the perpetrator's smartphone to seek and
obtain digital evidence. The data acquisition process is carried
out by extracting the physical image file that was previously
created using the MOBILedit forensic tool. At this stage,
investigators carry out the data acquisition process using four
forensic tools, namely MOBILedit forensic, DB Browser for
SQLite, AccessData FTK Imager, and Belkasoft Evidence
Center.

2.2.3.1 MOBILedit Forensic

The data acquisition process begins by analyzing the physical
image that has been previously created. After the physical
image is opened, a selection of applications (IMO) will appear
that will be extracted. Application options can be seen in
Figure 7.

MOBILedit

Figure 7. Display application options

The next process is data extraction in the selected application
which can be seen in Figure 8.

MOBILedit

Starting export... OK
Preparing report data... OK
Processing application descriptions... OK (1 apps, 2 files copled)
Reading files... OK (263 files succeeded, 0 files falled)
Data extraction finished

All 14 archive files were successfully extracted

All 1 audio files were successfully extracted

All 1 image files were successfully extracted

All 27 JSON files were successfully extracted

All 5 sqlite databases were successfully extracted

All 2 video files were successfully extracted

All 27 XML files were successfully extracted

All 186 other files were successfully extracted

All 1 applications were successfully extracted
Creating MOBILedit backup... OK
MOBILedit backup created
Preparation for exports... OK

Analyzing com.imo.android.imoim application... OK
Creating PDF report.... OK
PDF report created
Creating MOBILedit Export... OK
MOBILedit Export created

All processing done

Figure 8. Data extraction process

The report file will be formed after the data extraction process
is complete. The contents of the report file in PDF form show
the results of a chat that was deleted by the perpetrator which
was successfully restored by the MOBILedit tools. The
contents of the chat that the perpetrator deleted can be seen in
Figure 9.
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Mr.X
© Updated 2020-11-17 18:10:37 (UTC+7)
& Participants Mr Y, Mr. X
Source File phone/applicationsd/com.imo.android.imoim/live data/databases/imofriends.db : 0.
Malam bos
lUntuk kurir saya sudah dapat 2 orang I
MK e [ ]
M) [ Barang ready ? ]
Barang sudah ready bos, siap dikirim
Mr. X (. 2) ISegera proses untuk pengiriman, nanti uangnya saya segera tf ]
[N Audic ]
Mr. X (Mr. ) [oeese ]
[E video ]

Mr. X (Mr. X)
b [Mantap, segera hilangkan jejak |

Siap bos

Saya menggunakan fitur baru, mohon perbarui ke versi terbaru untuk
menggunakannya.

Figure 9. The appearance of the chat that the perpetrator
deleted

Figure 10 shows other evidence files in the form of media
files, namely images, audio, and video that can also be
recovered and captured on the MOBILedit report tools page.

IMG_R_20201117_180811_0.webp

B Filename IMG R 1 1
path

p - datatcache!
IMG_R_20201117_180811_0.webp

Size 4298

20201117 18:08:12 (UTC+7)
20201117 18:08:12 (UTC+7)
20201117 18:08:12 (UTC+7)
800 px

524 px

webp

o i i lrve_datarcache/
IMG_R_20201117_180811_0.webp

audio1476329937.mda

W Filename 47 71

A Patr phone/applicationst/corm.imo.andreid.imoimylive_datasfilesrautior
audio1 476329937.mda
Siz 201 KB
2020-11-17 18:09:33 (UTC+7)

2020-11-17 18:09:36 (UTC+7)
2020-11-17 18:09:33 (UTC47)

VID_172281702.mp4

B Filename VID 172281702.mpd.
A Path i d he/VID_172281702.mpd
Size 43.1K8
© Modified 20201117 18:10:08 (UTC+7)
@ Accessed 2020-11-17 18:10:08 (UTC+7)

Figure 10. Display of image, audio, and video media files

2.2.3.2 DB Browser for SQLite

The process of analyzing evidence in the DB Browser for
SQLite tools begins by opening the database file extracted
from the data using the MOBILedit tools. The database file
can be seen in Figure 11.

I Choose a database file

applications) » comimo.androidimoim » live data » databases

Figure 11. Display the database file "'imofriends"

The next process is to open the database file “imofriends"
with the DB Browser for SQLite tools which can be seen in
Figure 12.
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last_message r?

[Fitter

Barang ready ?

Barang sudah ready bos, siap dikirim
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Hi,Mr. YY, welcome to imo! You can find lots of friends here and hope you will enjoy this app....
Malam bos

Mengirim...

Oke sip

Pesan audio terkirim

Saya menggunakan fitur baru, mohon perbarui ke versi terbaru untuk menggunakannya.
Segera proses untuk pengiriman, nanti uangnya saya segera tf

Siap bos

Untuk kurir saya sudah dapat 2 orang

Video

Figure 12. Display the contents of the database file
"imofriends"

Figure 12 shows the appearance of the conversations carried
out by the perpetrators listed in the table messages.

2.2.3.3 AccessData FTK Imager

DataThe process of data acquisition on the FTK Imager tool is
done by opening the physical image file that has been created
using the MOBILedit tools. The next process is to find the
keywords used by the perpetrator on the Find menu as shown
in Figure 13.

aooi

oood F0d

pood e

pood  Findwhat: | Fd | |-

ggg' Tope Direction

0001 . Cancel | |-

0001 O Binary (hex) Ol === 0

000i ® Tent ®) Down

000 2
Wl

0001 [~ Unicode Owee |70

oood [ Match Case

oood Moo

sog) [JRegular Expression 7

aon -

000000020 |00 00 00 00 OO 00 00 00-00 00 00 00 00 00 00 00| ---------

Q0000000£0 (00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 OO f----vv---

000000100 |00 00 00 00 00 00 OO0 0O0-00 00 00 00 00 00 00 00

000000110 |00 00 00 00 OO 00 00 00-00 00 00 00 00 00 00 00| ---------

Figure 13. Display of conversation text search using the
Find menu

The text search will be detected and appear if the entered
keywords match one of the chats conducted by the perpetrator
such as which can be seen in Figure 14.

39 30 33 36 32 39 32 32-31 36 38 4D 72 2E 20 58 |590362522168Mr. X
69 6D &F 2F 2E 38 41 75-50 &F 4C 43 4D 4D 43 5% |imo/.S8RuPolHMMCY
SR 78 45 €B 5% 63 55 52-65 44 4D 41 £4 €1 &C 4L | ZxTkYcURe[MAdalJd
31 30 30 78 31 30 30 47-6F €F €4 1€ 48 46 EF 3B |100x100Good -HFL;
8F F5 00 SA Bé 59 BO 07-16 48 46 EC D3 &F 97 CO| -8 -Z9Y° - -HFigo-A
16 48 46 EF 3B 62 2E 40-81 07 13 18 00 08 20 17| -HFi;b.@------—-
00 00 00 00 37 55 06 00-08 01 0% 05 08 03 06 09 ----TU---- -0 --
0% 0€ 1D 33 30 30 33 37-3% 30 33 36 32 3% 32 32| ---3003790362922

31 3& 3% 4D 72 2E 20 58-7B 22 €D 73 €7 S5F €9 €4 | 168Mr. X{"msg id
22 41 47 79-51 4% 22 7D

uk kurir saya su
ldah dapat 2 oran|
“HFi@o -A- -HFCT -

Figure 14. Display of text that has been successfully
detected based on the entered keywords

Figure 14 shows the results of the searched text read on the
FTK Imager tool. The text is one of the conversations carried
out by the perpetrator.

2.2.3.4 Belkasoft Evidence Center

The data acquisition process in the tools is carried out by
analyzing the physical image folders generated by the
MOBILedit tools. Figure 15 shows the analysis process on the
physical image folder.
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JEAcd data source

Selecting afolder for analysis
Enter a pathtoa folder in the text box orselect it using dialag to search for the profiles and their analysis

Add existing data source

RAM image

‘ [ Mobileimage |

The full path to the folder:

[ Folder

D:\BB FORENSIK\Physical image - LENOVO A2020a40

Acquire and analyze

Drive |

‘ [J mobile |

¢ Cloud |
Figure 15. Display of physical image analysis

After the analysis process is complete, Belkasoft tools will
display the results of the report on the dashboard page which
can be seen in Figure 16.

Bomatoars | FEjcuse tporer @ ) 000wemen [} e rmeane @) |- (K ssoimancsi® | {ipree system @) 1 . Task snage (£ il remose acqueston s ) § reisent imestgation

Case Lenovo

Case falder

Data'Roaming\Belkasoft\Evidence CenteriCase Lenovo

gisting Created at:
Created by: AR Nur lchsan

Data sources (1 of 1)

Recent cases Physical image - L... (447)

Case Lenovo
(S —

Predefined search
~ 08
L F L B
[ . Ta =
v P addems
Application types

Figure 16. Display of report results on the dashboard page

More detailed data extraction results can be seen on the case
explorer page where this page displays data that has been
recovered in the form of conversation files, audio files, and
files that have been deleted by the perpetrator as seen in
Figure 17.

(®Dastoosrd ) T3 Case Explorer x| 00 Overview ) | ste Timeline ) | (R Bookmarks 3 ) (@ file System 3 ) A- Task Marages ) | & Ren
© (1 Case Lenovo (426) O | rletype

© © Physical image - LENOVO A202040 (426)
© 9 Audios (2 =] o |audiors

® Audios (2) 0 o  audiotd
© B Documents (5

File name. 7

® B Documents (5]
B @ Instant messengers (26)

@MY (13)

@ Mr.vY(13)

© & Pictures (393)

Figure 17. Display of conversation files, audio, and images

2.2.4 Hashing

Hashing is used to determine the authenticity of the data from
the evidence obtained by matching the initial hashing result
and the final hashing result using the Hash Tool. Evidence
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obtained in the form of a conversation file is used as a sample
of several other evidence files obtained during the data
extraction process. The hashing process in the conversation
file begins by looking for the source file contained in the PDF
file reporting results using the MOBILedit tool which can be
seen in Figure 18.

Untuk kurir saya sudah dapat 2 orang
From MY (e YY)
L Y Mr.X

[p imo.android.imoimlive

b : OxbdfB (Table: messages) |

Figure 18. Display of the conversation source file

Figure 18 shows the information from the conversation that
was deleted by the perpetrator with the source file located at
the database file "imofriends.db™ which can be seen in Figure
19.

Figure 19. Display of the conversation database file

The next process is to look for the hash file information
contained in the Excel file "fileHashes" as a result of data
extraction using MOBILedit forensic tools which can be seen
in Figure 20.

R

R s T U v w X Y z
127 JLA37 E15E233963060DB4229C71D3763A9851BD7D22E8874AASFF1EALOE2560F2C |
128BF94F6E6287268,E70A9D4028D29709ABI5949FA40ALAREEB239F645F83C9AT49CA3970251

Figure 20. Display of the database hash file in the excel file

The next step is to show the hashing results in the database
file "imofriends.db” using the Hash Tool software with the
SHA-256 algorithm as shown in Figure 21.

4 HashTool 12

File Options About

@ =* Select File(s)
Results

Last file hash; | 337¢1502339630600b4229¢71 437632985 1o 742200874 an5H 1 ea 100256072 || | ooy

Input File(s) Hash type
elect file(s) or drag from Windows Explorer SHA-256

'as,elsezugasubudhqu9.:;1di.'bsags>de:duessm.'a:wneamezsuufz:.u:'an FORENSIK\Physical image -
w. android. imoim 5.

LENOVD
42020a40'backup_f1les\phone\applications0\ com. d. i Tive_data\databasesimofriends. db

Figure 21. Display of conversation hash file results

Figure 21 shows the hashing results have the same or match
with Exel file "fileHashes" with the algorithm code
""a37e15e233963060db4229c71d3763a9851bd7d22e8874aa
S5ffleal0e2560f2¢ .

2.2.5 Results

Data extraction process on a root condition smartphone using
MOBILedit forensics express, DB Browser for SQLite,
AccessData FTK Imager, and Belkasoft evidence center
obtained differences in results. Evidence obtained on the
perpetrator's smartphone with root conditions includes chat
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files, image files, audio files, and video files that have been
deleted by the perpetrator, and several other additional files
which can be seen in table 3.

Table 3. The Results Data Extraction

Forensic Tools
Results MOBIL biE Belkasoft
SQLite
Chat v v v v
Image v X X v
Audio v X X v
Video v X X X
Chat Time v X X v
Doer
Account v v v v

Based on table 3, percentage The index number from the
evidence obtained on the smartphone at the root using
MOBILedit forensic express tools is 100%, DB Browser for
SQLite is 33.33%, AccessData FTK Imager is 33.33% and
Belkasoft evidence center is 83.33%. Smartphones with non-
rooted conditions do not get results because the imaging file
process cannot be carried out to extract data on the
smartphone.

3. CONCLUSION

The data acquisition process carried out at the collection stage
using forensic tools produces findings of digital evidence in
the form of chat files, images, audio, video, the perpetrator's
account and chat time that has been deleted from a
smartphone device in root condition. Smartphones with non-
root conditions do not get the evidence they are looking for
because the imaging file process cannot be carried out to
extract data on the smartphone. The calculation of the
percentage index number from the evidence obtained on the
smartphone at the root using the MOBILedit forensic express
tool is 100%, DB Browser for SQLite is 33.33%, AccessData
FTK Imager is 33.33% and Belkasoft evidence center is
83.33%. This research is expected to provide insight into the
general public about the mobile forensic process so that they
can be careful in using social media to avoid crime.
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