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ABSTRACT

Increased use of digital banking poses a risk to the security of
its transactions. As result the system more vulnerable risks
faced by digital banking stemmed of cyber-attacks. This study
reveals blockchain technology algorithms that encrypted
through RSA cryptography and SHA-256 hashes, to enhance
digital banking security and reduce the risk of cyberattacks
over the banking transaction. The level of blockchain data
accuracy and completeness tested through the mathematics
permutation method to find out which data-combination that
may lead to wvulnerable. However, this study is very
promosing. The most significant parameter in influencing the
validity of the transaction is Value with an accuracy
percentage value of 88%, and then followed by Sender
Address with an accuracy percentage value of 70% and the
last is the Recipient Address with a percentage value. an
accuracy of 62%. In other hand, the study reveals that the use
of key pairs improves system reliability by implementing of
SHA-256 hash on the blockchain.
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1. INTRODUCTION

The rise of digital banking technology increases the risk of
banking transaction security in the form of cyberattacks. One
of the cyber attacks that occur in digital banking is data
tampering. Data tampering is one of the acts of cybercrime in
which the perpetrator modifies valuable data or documents
covertly to obtain purposes. In digital banking, this action
causes financial losses and reduces customer trust in the
bank[1]. A way to prevent this threat is by fulfilling three
cybersecurity  principles, confidentiality, integrity, and
availability. Blockchain is a technology that fulfills these
three principles.

Blockchain is a decentralized distributed system used for
online transactions where transactions occurred without a
third party acting as an authority or an intermediary in a
transaction.  Every transaction that occurs within the
blockchain will go through the stages of verification and
validation by all participants involved in the Blockchain.
There is a consensus mechanism to increase transparency
between transaction participants on the Blockchain. This
consensus mechanism is necessary because there is no central
authority on the Blockchain. Each participant has data from
transactions on the Blockchain where, if there is an attempt by
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one party to tamper the data, all participants on the network
will be aware of this. Every piece of data on the blockchain
has a value to identify the data, which is called a hash value.
The hash value on the blockchain serves to detect changes in
data because if it is modified even if it's only 1 bit, the hash
value will change according to that data. Each block stores the
hash value of the previous block, so changing one block
affects other blocks. This is what makes the blockchain
immutable, which means if a data/transaction has been stored
in the blockchain, it cannot be changed anymore.

This research analyzes Blockchain technology on digital
banking transaction data using the RSA key generation
algorithm and 256-bit SHA cryptographic hashes. The data
used in this research is banking transaction data totaling 60
transaction records, where one plaintext line of transactions
does not have a maximum character length. The level of
accuracy of the data on the blockchain will be tested through
the permutation method. This research was conducted to
prevent damage to digital banking transaction data so that data
integrity is always maintained.

2. LITERATURE REVIEW

Jasvinder Kaur research [2] states that the use of blockchain
schemes in cloud services can improve data integrity. He
created a system for blockchain-based data integrity
management that every transaction in the system will be
encrypted using the MD5 method integrated with inverse
multiplication so that the integrity of every file stored in the
cloud is guaranteed. The existence of these features increases
system reliability and reduces security threats as much as
66.7%.

A Study conducted by Zyskind, G., Nathan, O., & Pentland,
AS [3] in 2015 using a blockchain with Distributed Hashtable
and asymmetric cryptography, which is defined by three
tuples, namely Generator, decryption, and encryption using
the ECDSA and SHA-256 algorithms. This system ensures
that the user has full control over the data, and the
decentralized nature of the blockchain, combined with
digitally signed transactions, guarantee the security of user
data.

Research conducted by Shangping wang [4] using blockchain
in the medical field to increase control by data owners and
guarantee data privacy and integrity. Each medical record is
encrypted and generates a hash value, then stored on the
blockchain. Each hash value has an index stored in the smart
contract. This scheme, increasing tamper-resistance and the
control and privacy of medical record owners.

Lukman et al [5] in 2019 implemented blockchain technology
to prevent data tampering in one of the petroleum industry in
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Nigeria. This study uses a public permissioned blockchain
with the SHA-1 cryptographic hash algorithm to protect and
monitor the distribution data of Petroleum products. This
crypto-blockchain implementation increases resistance to
tampering with transaction data within the petroleum industry

Research conducted by Hsin-Te Wu and Chun-Wei Tsai [6]
applies blockchain to an intelligent agricultural system. Data
containing factors affecting agricultural cultivation stores on
the blockchain, and each entity that will access the data must
pass the authentication stage using the appropriate session
key. The authentication process on the blockchain in this
system uses asymmetric cryptographic keys to verify the data
source. This system is proven to ensure data integrity, the
confidentiality of information, and prevent cyber attacks.

Based on research conducted by Diego Romano and Giovanni
Schmid in 2017 [7], Blockchain is currently used in Financial
Institutions and proved to help organizations save resource
use by reducing inefficiencies caused by the presence of third
parties, reducing network security risks, and several other
issues.

3. RESEARCH METHODS

This research begins by collecting banking transaction data,
creating nodes, generating keys pairs with the RSA
cryptographic algorithm, storing digital banking transactions
into the system, generating blocks wherein the process the
data will go through a hash process, and then the block
validity will be tested through the Proof of Work algorithm
before broadcasted to the blockchain network. The final step
is to test the accuracy of digital banking transaction data on
the blockchain using the permutation test method by grouping
transaction data into five parameters, Transaction ID, Sender
Address, Recipient Address, Value, Timestamp.
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Fig 1: Research Metodology

.1 Data Collection

This study uses Digital Banking Transaction Data from an

anonymous

Private Bank containing 60 records of

transactions with the following fields:

Trans id: The identity of the transaction.
Account id: The account identity of the customer.

Trans amount: The amount of money to be sent to the
receiving customer.

Balance after trans: The remaining balance after a
transaction.

Trans bank partner: the recipient bank of the transaction.

Trans account partner: account of the recipient of the
transaction. Trans type: type of transaction.

Trans operation: procedures performed by the bank for a
successful transaction.

Table 1. Sample of Digital Bank Transaction Data

Trans | Accoun Trans Balance Trans Trans Trans Trans
Id tid amount after bank account Type Operation
Trans partner Partner
36254 2872 44.6 29556.1 NaN NaN Credit Credit_in_
59 cash
84372 2872 1135 48990.3 NaN NaN Credit Credit_in_
6 Cash
41001 2872 4900.0 12393.6 NaN NaN Credit Credit_in_
0 Cash

3.2 Generate Nodes

Data exchange on the blockchain is carrying out through a
peer-to-peer network where the network consists of nodes.
Nodes are representations of participants on the blockchain
network. Nodes function to validate block transactions, store
validated blocks and, broadcast them on the blockchain
network so that other nodes can update and synchronize data.
The node topology on the blockchain in this study is shown in
Figure 2.

127.0.0.1:4000

127.0.0.1:5000 127.0.0.1-2003 }-—»{ 127.0.0.1-5000 ‘
1270013044 | o & | 127.0.0.1-2410

Fig 2: Node Topology
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3.3 Generate Keys Pair

Each transaction in this study is protected by an asymmetric
cryptographic key consisting of a private key and a public
key, and the two keys are mathematically linked. These keys
are formed using the RSA Cryptography algorithm with a key
length of 1024 bits in hexadecimal form. Public Key is used to
encrypting transaction data and generate transaction
signatures that are used in the transaction validation process
and Private Key is used to identifying entities regarding the

Blockchain Client
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ownership of transaction data and the accuracy of the
transaction data[8].

At this stage, a Transaction ID is also generated as the identity
of the transaction. These keys are useful for verifying and
maintaining the integrity of transactions and increasing the
confidence of transaction participants in a blockchain. Users
are required to have these keys before making digital banking
transactions, the keys generate process can be seen in figure 3.

Key Generator M

Key Generator

Click on the button below to gensrate your Transaction |D and Keys

Generate Key

Transaction ID:

a4861e016f5f4cd80d902404a6088bebabfIadib8al5a8aefob2925fdd74dbc82cee2f2decfo03f784dab54195cad/c773cddd2%

620c706c39c6593808240abfadd47374c5f4cf212a50502406b600132dealdf4fdff98581774%f4fcBed 7 14fc3fcdd5d2bBa2bbdfE -
21d0800b820974ac847df8041301fd0a%352e2d 1ce0c3d6cd9ffbed5150237ff304b06S5 %

Public Key: 30819f300d06092aB64886f70d010101050003818d00308189028181003ed5a033d527d7a7fee5b139d458cbf75df778d219433e1
08a11fa053a36fd9af1bbcbféf929c7fb07bBaaaBde4d0dd5cbc7b23eb11464089905c844e3f0febcdd4easf79aa5032a34378bad30
7dbed890274c0c14a0332783df116b356c05300a3176882a592c9a63fff1cdacf0cf2d016961b9d 1cb8ed2b%a15202feac042502030

10001

Private Key: 3082025¢020100028181002ed52033d527d7aTfee5h139d458chf75df778d2194332108a11fa053238fd9af1bbcbfSfa29cTib0Th
8aaal8dedd0dd5chc7623eb11464089905c8443f0fe5 cdd4ea5f79aa5032a34378bad307d6ed890274c0c14a0332783df1 16035
£c05300a317688aa59ec9ab3fff1cdacficf2d016961b9d 1chBed2b9a15202feac04a502030100010281802999b736de 1 f4ed7307
5a307e998ff5f6ac279¢33433a5cef5ab755¢4d104677d9d 1 1faSac53debbc28894421e32437a7c83f0c2820c16095dafdc8957db
7e0a3f40adebfbaabed 105691253950 1112f93e4a538%hedB9ebf8 1133615631807 706dd205d0e8164bd0068cf9d207dde5b4as

Fig 3: Generate Key Process

3.4 Storing Transaction Data

In this study, digital banking transactions are carried out on a
web-based application by filling out transaction information
consisting of the Transaction ID, the Sender's address, the
Sender's Private key, the Recipient's Address, and the
Transaction Amount. The Transaction ID is a random
character consisting of letters and numbers generated
automatically by the system as the transaction's identity. The
Sender's Address is the public key generated at the keys
generated stage. The private key of the sender is used to
encrypt transactions so that the confidentiality of the
transaction is protected. The Recipient's address is filled with
the Recipient's Public Key. The Transaction Amount is filled
with the amount of money sent to the recipient. The
transaction data is first validated before it is sent to the
recipient of the transaction and will be stored temporarily in
the transaction table before the data is stored in the
blockchain. Validation process is shown in figure 4.

Confirm transaction details, enter a blockchain x

node url on “Confirm Transaction” to

ction.

Blockchain Node URL:

Fig 4: Validation Process

3.5 Generates Blockchain

Banking transactions carried out in the previous stage will be
permanently stored on the blockchain. The blockchain will
store transactions grouped by the time they occurred.
Transactions carried out at the same time by several nodes
(participants), will be collected into one block. A block is then
linked with other blocks and arranged linearly based on the
order of time. Each block stores the hash value of the previous
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block, so changing one block affects other blocks. This is
what makes the blockchain immutable, namely if a data
transaction has been recorded on the blockchain, the data
cannot be changed anymore. At this stage, there is also a
hashing process to maintain consistency and accuracy of
transaction data. Transactions that go through the hashing
process will produce a unique output that functions as an
identity marker of the transaction data (digest). In this
research, the hash algorithm used is SHA-256, so the digest
size produced in the hashing process is 256 bits. Sample of
Digest Value from digital banking data transaction, is show in
table 2.

Table 2. Sample of Digest Value from Digital Banking
Data Transactiom

N Trans id Account Trans Digest Value

0 id amount

1 843716 2872 200.0 cbae66631609dbd30ccd82
3dff4dc6a92229a2556bdb
7f3e62148e726504fcdb

2 843725 2872 12149.0 a934d32bf6a3189d7b619a
da5469568ce69edb7ad3cd
923e0dbbbf4e693712e7

Digest value generated in the hashing process will be stored
on the blockchain and inserted in the header block, each block
on the blockchain stores the hash value that the previous block
has so that the data in the modified block can be detected
immediately. Transaction data stored on the blockchain can be
seen in figure 5.

Transactions on the Blockchain H

Show (Z2_) entries sercn:[ ]

Transaction ID Recipient Address Sender Address Value  Timestamp Block

3082025602010002818100de...  119f300d060922864886¢7.

1191300d060922864886f7... 308 12149,

Fig 5: Transaction Data stored on The Blockchain

3.6 Permutation Tests

The permutation test in this study was conducted to test the
statistical significance by rearranging it based on several
parameters in the data studied. The input test parameters were
sourced from the School of Business, Brunei. The test data is
transaction simulation data consisting of 8 parameters, namely
date, day, month, hour, transaction, debit, credit and, balance.
The parameters are then normalized, to eliminate and reduce
data redundancies. The normalization process produces 5
parameters consisting of Transaction Id, Recipient Address,
Sender Address, Value, Timestamp. The permutations of
these parameters will be tested based on the predetermined
numbers. The value generated from the permutation test stage
is used as a representation of the accuracy of the data
provided by the user, as well as the significance of the data in
determining the validity of the transaction. Permutations are
carried out by forming 5 groups, in which there are values
used for the permutation test for each existing parameter.
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Table 3. Permutation Group (Source: School of Business,

Brunei)
Parameters
T TP .
Group tionld Addr Addr Value Timestamp
ess ess

All 90 50 40 30 20
A21 80 40 30 20 50
A3l 70 30 20 50 40
A4l 60 20 50 40 30
A51 55 50 40 30 20
B11 50 90 40 30 20
B21 40 80 30 20 50
B31 30 70 20 50 40
B41 20 60 50 40 30
B51 50 55 40 30 20
C11 50 40 90 30 20
Cc21 40 30 80 20 50
C31 30 20 70 50 40
ca1 20 50 60 40 30
C51 50 40 55 30 20
D11 20 50 40 90 30
D21 50 40 30 80 20
D31 40 30 20 70 50
D41 30 20 50 60 40
D51 20 50 40 55 30
E11 30 20 50 40 90
E21 20 50 40 30 80
E31 50 40 30 20 70
E41 40 30 20 50 60
E51 30 20 50 40 55
4. RESULTS

Permutation tests are performed by forming 5 groups in which
values are used for the permutation test for each parameter,
namely group A, group B, group C, group D, group E. The
value generated at the permutation test stage is a
representation of the percentage accuracy of the data provided
by the client, as well as the importance of the data in
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determining the validity of the transaction. The permutation
test was performed ten times in each group to determine the
significance of the existing parameters to find the validity of
transactions by selecting the three parameters with the highest
accuracy value for each experiment.
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Fig 6: Permutation test results for group A
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Fig 7: Permutation test results for group B
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Fig 8: Permutation test results for group C
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Fig 9: Permutation test results for group D
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Fig 10: Permutation test results for group E

The permutation test results can be seen in the bar graph as
shown in Figure 6 to Figure 10. The results of the five-group
permutation test show that the most significant parameters for
determining the validity of transactions by clients are the
address of the recipient, the address of the sender, and the
value with the highest accuracy of the data value, which is as
much as 100 % generated by the group A permutation test.

The results from the permutation test of the five groups were
then combined to determine the final accuracy of each
parameter. The combined value concludes that the most
significant parameter affecting the validity of the transaction
is the value with an accuracy percentage value of 88 %,
followed by the sender address with an accuracy percentage
value of 70 % and, the last one is the recipient address with an
accuracy percentage value of 62 % as shown in Figure 11.
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Fig 11: Graph of Parameter Accuracy Test Results

5. CONCLUSION

In this study, based on the results of the permutation test, the
most significant parameter in influencing the validity of the
transaction is Value with an accuracy percentage value of
88%, and then followed by Sender Address with an accuracy
percentage value of 70% and the last is the Recipient Address
with a percentage value. an accuracy of 62%.

This research reveals that the use of key pairs generated by
the RSA cryptographic algorithm on the blockchain improves
system reliability, because only legitimate users, who have the
appropriate key pairs, can perform digital banking
transactions. The implementation of SHA-256 hash on the
blockchain also ensures the integrity of transaction
information generated by users.
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