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ABSTRACT

Extensible Authentication Protocol (EAP) was designed to
provide a general structure for several different authentication
methods. IEEE 802.1X uses EAP as an authentication tool.
The IEEE 802.1X standard defines a client-server
authentication and access control protocol that restricts
unauthorized users from connecting to a network. This paper
aims at using penetration testing to conduct security
assessment of some IEEE 802.1x Port-Based Authentication
protocols (PEAP, EAP-TTLS and Inner Authentication
Method MSCHAPv2 and PAP). Vulnerabilities identified
were exploited using Kali Linux with its Aircrack-ng tools.
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1. INTRODUCTION

Network infrastructure security and risk factors are major
concerns to safeguard network against attacks. Every network
infrastructure is capable of being under attack by intruders [1].
It is of essence for network administrators to have a complete
account of manageability, scalability and security of the
network to maintain the confidentiality and integrity of
organizational data [2]. According to [3], newer
vulnerabilities evolves daily due to technological
advancement. The IEEE 802.1x protocol also known as Port-
based Network Access Control (PNAC) that uses Extensible
Authentication Protocol (EAP) was created by IEEE to secure
user authentication or verify user’s identity when connecting
to WLAN [4]. Its standard defines encapsulation
methodologies for the transport of EAP over LAN (EAPOL)
and gives a powerful authentication framework for high level
security [5]. This paper presents a security assessment of
some |IEEE 802.1x Port-Based Authentication Protocols using
penetration testing tools to examine and exploit identified
vulnerabilities. Extensible Authentication Protocol (EAP)
methods assessed comprise of PEAP, EAP-TTLS and Inner
Authentication Method MSCHAPV2 and PAP.

2. LITERATURE REVIEW

The 802.1x standard indicates the operational components,
protocols and architecture that assist port-based authentication
of users on a network. 802.1x standard objective is to control
user access and protect unauthorized transmission [6]. The
standard is based on the Extensible Authentication Protocol
(EAP) where clients are permitted to dynamically opt for an
authentication mechanism. The selected mechanism is based
on information transmitted through a Remote Authentication
Dial-In  User Service (RADIUS) message [7]. WLAN
environment that is secured with EAP is known as
WPA/WPA2 Enterprise network [8]. The WPA/WPA2
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Enterprise networks provides each user an account details
(username and password) to access the EAP protocol rather
than the use of a passphrase. [8] noted that the ports in port-
based authentication are of two states (authorized and
unauthorized) which is dependent on the identity of the user.
The ports are classified as uncontrolled and controlled port.
Access to the network is granted, when the controlled port is
open based on a successful authentication of the supplicant as
shown in figure 1. In WLAN networks, virtual ports are used
since physical ports do not exist.

Authenticator System 1 Authenticator System 2

: Controlled port

¢

Uneontralled part 2 : Controlled part

Uncontrelled port 2

Part Port
unautharized authorized

Figure 1: 802.1x Port-Based Authorization [9]

2.1 Communicating Entities

IEEE 802.1x Port-Based Authentication is based on three
communicating Port Access Entities (PAEs). These are the
Supplicant, Authenticator and Authentication Server (AS) [8].

e Supplicant known as client that connects to the
Authenticator and are being authorized. Data packets are
only transmitted by the supplicant to the network after it
has been authenticated to the port. Supplicants includes
devices such as smartphones, laptops, and other Wi-Fi
devices.

e  Authenticator also known as Network Access Server
(NAS) operates as a negotiator between the Supplicant
and Authentication server during authentication. When
authentication is successful, a secure transmission
channel is created to enable access of network resources
to the supplicant.

e Authentication Server (AS) does the main authentication
of the supplicant using the RADIUS server.

Figure 2 shows a successful authentication of the Supplicant

having access to network resources. It also shows the
protocols involved in the 802.1x authentication.
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Figure 2: 802.1x Network Communication Entities and
Protocols [10]

2.2 Extensible Authentication Protocol
(EAP)

The protocol gives a foundation for network supplicants and
authentication servers. It is the most used authentication
method as compared to other wireless security protocols [11].
The EAP framework supports diverse kinds of port
authentication methods known as EAP methods. It operates
above the data link layer therefore no IP is required in order to
function. Initially the EAP was used exclusively over PPP or
Ethernet wired network but was later extended to the 802.11
wireless networks [11] [12]. The supplicant and Authenticator
exchange EAP messages known as LAN messages and also
RADIUS messages exchanged between the AS and
Authenticator.

2.2.1 EAP Over LAN Message Types
There are four different types of EAP messages that occur
between the Supplicant and Authenticator [11]. These are:

e EAP Request Message: A request message that the
supplicant uses to prove its identity sent by the
authenticator.

e EAP Response Message: The authenticator receives the
response message sent by the supplicant to prove its
identity.

e EAP Success Message: A success message is sent by
authenticator to the supplicant when the AS accepts the
identity of the supplicant.

® EAP Failure Message: A failure message is sent by
authenticator to the supplicant when the AS rejects the
identity of the supplicant.

2.3 Remote Authentication Dial In User

Service (RADIUS)

RADIUS is installed and configured in the AS of most
enterprise networks [8]. The RADIUS is responsible for
saving information about user credentials on the server to
authenticate the supplicant when it wants to connect to the
network [13]. The Authenticator and the RADIUS exchange
attribute refer to as Attribute Value Pairs (AVPs) for
Accounting, Authentication and Authorization (AAA) [14]
[15].

2.3.1 EAP Over RADIUS Message Types
There are four different kinds of EAP messages that occur
between the Authenticator and AS [8]. These are:

e RADIUS Access Request Message: An EAP message
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forwarded by the Authenticator from the supplicant to
the AS.

e  RADIUS Access Challenge Message: A message relayed
by the AS to prove the identity of the supplicant or
Authenticator.

e RADIUS Access Accept Message: The AS sends this
type of message to the Authenticator when the identity of
the supplicant or authenticator is valid or accepted.

® RADIUS Access Reject Message: The AS sends this
type of message to the Authenticator when the identity of
the supplicant or authenticator is invalid or rejected.

2.4 EAP Authentication Process

As stated by [8], most EAP methods use the same primary
procedures to authenticate a Supplicant to the Authentication
Server.

Firstly, the Supplicant waits for the Authenticator to transmit
an ldentity Request packet or EAPOL Start Packet. The
supplicant after receiving the Identity Request replies with an
Identity Response packet which contains the Network Access
Identifier (NAI).

In the next step, The AS sends a Request message to
authenticate the supplicant. The Supplicant either accepts or
decline by transmitting an EAP-Negative-Acknowledgement
(NAK) Response. Authentication process continues when
both uses the same EAP method.

The AS generates a Master Session Key (MSK) outlined by
the EAP method once the port authentication is
acknowledged. The AS computes the PMK from the MSK
and sent over a secure channel to the Authenticator. Also, the
Supplicant derives its PMK from the MSK. A four-way
handshake occurs between the supplicant and Authenticator to
compute the PTKs after the supplicant receives an EAP-
Success packet from the Authenticator. When there is an
authentication failure, EAP-Failure packet is sent and the port
remains unauthorized. The EAP authentication procedure is
summarized in figure 3.

Supplicant Authenticator Authentication Server

E o &

EAP Request Identity Message

EAP Response Identity Message RADIUS Request Identity Message

RADIUS Access Challenge Message

EAP Access Request Challenge Message

EAP Access Response Challenge Message RADIUS Access Response Challenge Message

EAP Access Accept/ Reject Message RADIUS Access Accept/ Reject Message

Encrypted Data Transfer
Figure 3: EAP Authentication Procedure [17]

2.5 EAP Authentication Methods

EAP authentication are based on EAP methods depending on
the Type field of the EAP Requests and Reponses. The
authentication happens between the Supplicant and
Authentication Server once EAP Identity occurs [8] [16]. EAP
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methods that are popular and mostly used include, LEAP,
EAP-TLS, EAP-TTLS and PEAP [17]. Some of these EAP
methods are briefly explained.

e  EAP-Generic Token Card (GTC): EAP-GTC is one of
the simplest EAP methods where the Authenticator sends
Request message and the supplicant replies with a
Response message. Message exchange between the two
entities are sent in plaintext read from a token card. Since
all packets (EAP Request and Response) are sent in
plaintext, an attacker can eavesdrop the credentials of
users [11] [8].

e Lightweight Extensible Authentication Protocol (LEAP):
LEAP, an EAP authentication which uses the Cisco
proprietary protocol. LEAP supports WEP keys
generated dynamically and key rotation to improve
network security [18]. In spite of the security
mechanisms of LEAP, data packets are transmitted in
plaintext which makes it easier for an attacker to sniff
and capture.

e  EAP-Transport Layer Security (TLS): Authentication in
EAP-TLS is based on a TLS handshake. A mutual
authentication occurs between the supplicant and AS by
an exchange of digital certificate signed by a Certificate
Authority (CA). The supplicant sends a certificate to
authenticate AS and the AS also sends a certificate
authenticate the supplicant. In wireless network, TLS can
be used as an authentication protocol using digital
certificates and also for transmission of legacy
authentication protocols through a secure tunnel [19] [8].

e Protected EAP (PEAP): PEAP establish a TLS tunnel
between the Supplicant and AS. PEAP authentication is
based on TLS where the AS only authenticate the
supplicant and not vice versa. The AS requires a public
key certificate (Server-side certificate). After the
supplicant authenticate the identity of the AS, series of
EAP messages are exchanged which is encapsulated
inside TLS messages. TLS session keys derived by the
supplicant and AS are used to encrypt and authenticate
TLS messages. Since the method only uses Server-side
certificate, an attacker can issue a fake certificate, if the
supplicant accepts, the AS is hacked [20] [8].

e  EAP-Tunneled Transport Layer Security (TTLS): Simon
Blake-Wilson and Paul Funk originated the EAP-TTLS
method which is defined in the RFC 5281 [8]. The EAP
method permits the use of legacy authentication
protocols (such as CHAP, MSCHAPv2, MS-CHAP and
PAP) inside a TLS tunnel. EAP-TTLS and PEAP are
similar except that, PEAP only allows MSCHAPV2 as
inner authentication method. Also, EAP-TTLS does not
support cryptographic binding or method chaining. A
TLS channel is created in EAP-TTLS to exchange AVPs
to validate user credentials against any legacy
authentication protocols whilst in PEAP, the TLS
channel is used to protect a second EAP exchange known
as the “inner” EAP exchange [19] [8] [21].

2.5.1 EAP Inner Authentication Methods

EAP as the foundation of wireless network security is based
on TLS that has same objective as the Secure Socket Layer
(SSL) protocol to establish secure encryption and
authentication channel (tunnel) over untrusted networks. The
tunneled method is mostly called the “inner” authentication
method. Inner authentication methods are tunneled through
TLS because they prevent the supplicant from knowing the
identity of the AS. This makes them susceptible to MITM
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attack [22]. Some of these inner authentication methods are
briefly explained.

e  Password Authentication Protocol (PAP): PAP defined in
RFC 1334 was originally designed to operate with PPP.
User information (username and password) are traversed
in plaintext over the network. PAP is recommended for
networks which has its own privacy protection. EAP-
TTLS is the only EAP method that supports PAP [22].

e Challenge Handshake Authentication Protocol (CHAP):
CHAP defined in RFC 1994 was also created to operate
with PPP. CHAP is based on a challenge handshake
where the authentication server challenges the supplicant
to prove its possession of the shared secret by sending a
challenge responds. CHAP is only supported by EAP-
TTLS [22].

e  Microsoft CHAP (MS-CHAP): Microsoft implemented
MS-CHAP with advanced effectiveness and efficiency in
Windows systems as compared to CHAP where shared
secret information is saved encrypted at both stations.
Passwords stored on the server are hashed with a specific
one-way cryptographic hash. The hash method used by
the server is known to the client where it produces a
"Matching" password which is used in a challenge-
response handshake authentication. The client is
authenticated by attesting to the hashed value of the
password. MS-CHAP is only supported by EAP-TTLS
[22].

e  Microsoft CHAP version 2 (MSCHAPVv2): MSCHAPV2
was also designed by Microsoft to address the
shortcoming of MS-CHAP where password encryption
was weak. MSCHAPV2 provide mutual authentication
and improve keying and key generation [22]. The
supplicant asks for an Authenticator Challenge (CS)
from the AS which is randomly generated of size 16-
byte. The Supplicant response to the challenge by
generating Peer Authenticator Challenge (CC) of size 16-
byte. The Username, CC and CS from the AS are all
concatenated and hashed by the supplicant to generate an
8-byte Challenge (C). The supplicant uses the Windows
NT hash similar to MD4 hash to generate NT password
hash (NTHash) by hashing its password and is padded
with 5 bytes of zeros to generate three Data Encryption
Standard (DES) each of 7-byte size. A parity bit is
attached to each 7 bytes to form an 8-byte long DES key
(K1, K2, K3). Each key is used to encrypt the Challenge
Hash generated by the supplicant. The three Challenge
Hashes are concatenated to form a 24-byte Challenge
Response (R). The Challenge Response, Username and
CC are transmitted to the AS. The AS decrypts the
received response the NThash of the supplicant save in a
database. When the decrypted response corresponds to
the challenge, a positive authenticator response is sent to
the supplicant. The AS uses the NThash and the CC from
the supplicant to generate a 20-byte Authenticator
Response. The supplicant then generates its
Authenticator Response and compares with the Response
from the AS, if they match the Supplicant authenticates
the AS [23] [24] [25] [26] [27]. MSCHAPV2 is supported
by TTLS and PEAP [22]. Figure 4 shows the generation
of the Challenge Response process. The authentication
process can be deduced as:

C = SHAL(CS, CC, Username)

NTHash = MD4(Password)

K1|K2 | K3 =NTHash | 5 byte of 0

R = DES(K1,C) | DES(K2,C) | DES(K3,C)
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Figure 4: Generation of the Challenge Response [28]

2.6 Attacks on EAP

According to [8], flaws exist in the design of some EAP
methods and its usage in wireless environment would be a
major security risk. These kind of vulnerabilities in the design
makes it more attractive to an attacker.

2.6.1 MSCHAPv2 Hash Reuse and Dictionary

Attack

The MSCHAPV2 protocol has few weaknesses that makes it
vulnerable to attacks. [26] noted that there is weakness in how
the NTHash is calculated. The hash is not salted as a result the
NTHash is same as the password which makes it easier for an
attacker to reuse the hash. The attacker can authenticate with
the NTHash as the user and impersonate the AS. Rainbow
tables can be used by the attacker to crack the password since
the NTHash is not salted.

MSCHAPvV2 is based on a challenge-response mechanism
sent in plaintext. This makes MSCHAPV2 vulnerable to
dictionary attack. An attacker can manage to sniff an
MSCHAPV2 exchanged messages or handshake by executing
MITM attack on the user. The 16-byte Random challenge
from the AS, Peer Authenticator Challenge, Challenge
Response and Username are known to the attacker. In
computing the Challenge Response, the only unknown
element to the attacker is the NT password hash (NTHash).
The attacker can perform a dictionary attack by iterating
guessed passwords using a wordlist or dictionary to generate
the NTHash value and recalculate the Challenge Response. |If
the sniffed challenge response matches the attacker’s
calculated challenge response, means the guessed password is
correct [25] [29] [8].

3. METHODOLOGY

The penetration test was conducted by using an experimental
WLAN laboratory setup. The study considered to use the
network laboratory in order not compromise any individual or
organization network due to privacy and legality of user
information.

3.1 Laboratory Experiment Setup and

Requirements
The experiment required the use of an Authenticator (wireless
router), Authentication Server, an external wireless adapter
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and two laptops (one as the PenTester PC and other as the
Supplicant, the supplicant could be any device with wireless
connectivity). The IEEE 802.11 encryption protocols were
configured on the Authenticator. FreeRadius-WPE was
installed and configured as the Authentication Server in Kali
Linux OS as a virtual host machine to assess the 802.1x port-
based authentication. An external wireless card (Alfa
AWUS036H) that supports packet sniffing and injection was
used to connect to the PenTester PC to be used with the Kali
Linux since the internal wireless card of the PC was
inaccessible on the virtual host and does not support packet
sniffing and injection. Figure 5 illustrate the connections of
the used devices.

Kali Linux
AUTHENTICATOR

L~
-
N
Internet

Wircless Router
ESSID: SecurityTest

AUTHENTICATION SERVER

FreeRadius-WPE

] ]-ﬂ\
Client Client — <
PenTester PC d
Alfa AWUS036H
USB Adapter
—

(Packet Injection and Sniffing)

SUPPLICANT
Figure 5: Diagram of Penetration Test Experiment Setup

3.2 Exploiting Vulnerabilities in PEAP and
EAP-TTLS Using Inner Authentication

Method MSCHAPV2

PEAP and TTLS both uses TLS to protect legacy
authentication protocols from interception and requires a
certificate on the RADIUS server for the supplicant to
validate server identity. Vulnerabilities were discovered and
exploited in the authentication protocol include the following:

3.2.1 Supports only Server-Side Certificates

PEAP and EAP-TTLS uses only server-side certificates
(Public Key Certificate) to confirm the credentials of the
supplicant. The identity of the server is unknown and cannot
be validated by the supplicant. Rogue server setup by the
attacker was used to issue fake server-side certificates, the
supplicant blindly accepts the fake certificate, the AS is
hacked.

3.2.2 NTHash (MSCHAPv2 Hash value) can be

computed by the Attacker

MSCHAPV2 is uses a challenge-response mechanism. In
computing the Challenge Response, the only unknown
element to the attacker is the NT password hash (NTHash).
The 16-byte Random challenge from the AS (CS), Peer
Authenticator Challenge (CC), Challenge Response (R) and
Username are known to the attacker. An attacker can iterate or
brute force guessed passwords using a wordlist or dictionary
to generate the NTHash value and calculate the Challenge
Response. The attacker then compares its computed challenge
response with the one originally captured. The Challenge
Response is computed as:

C = SHAL(CS, CC, Username)

NTHash = MD4(Password)

K1|K2| K3 =NTHash | 5 byte of 0

R = DES(K1,C) | DES(K2,C) | DES(K3,C)

With the discovered vulnerabilities as a result of fake digital
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certificate and cracking of the password, a penetration test
was conducted as a proof of the existence of these
vulnerabilities.

3.2.3 Cracking PEAP and EAP-TTLS Using Inner

Authentication Method MSCHAPv2

FreeRadius-WPE Server was configured to use PEAP as the
default EAP Type to accept MSCHAP as inner authentication
method by modifying the "eap.conf" configuration file as
shown in figure 6. The same configuration settings were used
for the EAP-TTLS since they all use the MSCHAP inner
authentication method.

GNU nano 2.7.4 File: eap.conf

# See experimental.conf for documentation.
#
eap {
Invoke the default supported EAP type when
¢ EAP-Identity response is received

The incoming EAP messages DO NOT specify which EAP
type they will be using, so it MUST be set here

For now, only one default EAP type may be used at a time.

If the EAP-Type attribute is set by another module,
then that EAP type takes precedence over the
default type configured here

default_eap_type = [T

A list is maintained to correlate EAP-Response

# packets with EAP-Request packets. After a
configurable length of time, entries in the list
expire, and are deleted.

imer_expire = 60

Figure 6: Configuration of PEAP and EAP-TTLS to
accept MSCHAPV2 Inner Authentication Method

The FreeRadius-WPE Server was configured to issue fake
digital certificates as shown in Figure 7 using the make
certificate command “./bootstrap”.

:/usr/local/etc/raddb/certs# ./bootstrap
openssl verify -CAfile ca.pem server.pem
server.pem: 0K

:/usr/local/etc/raddb/certs# ]

B----BEGIN CERTIFICATE
MIIEpzCCA4+gAwIBAgIJAKENQOVZIOSXMAOGCSqGSIb3DQEBCWUAMIGTMQSwCQYD
VQQGEwJGUj EPMAOGA1UECAWGUMFkaXVzMRIWEAYDVQQHDALTb211d2h1cmUXFTAT
BgNVBAOMDEV4YW1wbGUgSW5jLjEgMB4GCSqGSIb3DQEJARYRYWRtaWSAZXhhbXBs
755jb20xJ jAKBgNVBAMMHUV4YW1wbGUgQ2VydGlmaWNhdGUgQXV@aG9yaXR5MBAX
DTE3MDkyNjEzMzYONLoXDTE4MDkyNjEzMzYONLowgZMxCzAIBgNVBAYTAKZSMQ8w
DQYDVQQIDAZSYWRpdXMXE jAQBgNVBACMCVNvbWV3aGVyZTEVMBMGALUECgwMRXhh
bXBsZSBJIbmMuMSAwHgYJKoZIhvcNAQkBFhFhZG1pbkBleGFtcGx1LmNvbTEMMCQG
ALUEAwwdRXhhbXBsZSBDZXJ0aWZpY2F0ZSBBdXRob3JpdHkwggEiMAOGCSqGSIb3
DQEBAQUAA4IBDwAwggEKAOIBAQC7SmLs42qr320j228 fwUMVPrIHPKGG2pTpS0iZ
wOfvdEcSjQRdf/8PXiNCnwBOrZTLqfj8vIaTCuRg9ISKqGbt4ILdDmet+A8/43cWT
wn7EQqiwXHOR41SSE1sGtrYJddh9hbxWnAGIBRR+GcnpYMudk8m8hpflGaXnS3aq
doVTWYFVArGwJ+g4YfHs ftopwZo4pLCsID4r00S+TXPne9Tt6eZ1L jpPWK+23ibt
3GZUxX90P10UTf2WqICZdPzoaB+QHNVypNOaEf5LE9Tk/75] tc6gbLWXVMUVyckoD
9ZOGLN/TRONPUQNcPgspcHunNfRtWVcFgXujRQ3n1652BFa3AgMBAAG] gfswgfgw
HQYDVROOBBYEFPvbyuEOXqgtresU4+yoZ+ZmN3ivIMIHIBgNVHSMEgcAwgb2AFPvb
yuEOXqtresU4+yoZ+ZmN3ivIoYGZpIGWMIGTMQswCQYDVQQGEwIGUjEPMAGGAIUE
CAwGUmFkaXVzMRIWEAYDVQQHDA1Tb211d2h1cmUxFTATBgNVBAOMDEV4YW1wbGUg
SW5jLjEgMB4GCSqGSIb3DQEJARYRYWRtaW5AZXhhbXBsZS5]) b20xJ jAKBgNVBAMM
HUV4YW1wbGUgQ2VydGlmaWNhdGUgQXV@aG9yaXR5ggkAoSADRVK jRLEwWDAYDVROT
BAUwAWEB/zANBgkghkiG9wOBAQsFAAOCAQEAuUU475whYXxmABCfLnulKacMIonyxt
KiKmk6YAXzcQhAw20M+wGIIZePkIIbiTVbuggBY/ngHrpxYLFB+ae8P4Mm++gbD9
xglzaofdwj91K+1ij6uHO/maXkmC6RSHLMynwhDzBshgL8+yf5Wv/pNyCOtYxQncV
H8DIC3VbEtO+wboVozlw/pvxinmfVEM436SjDmzV7B/f1ZVj1+tDPST63NLmgs7P
2N4vBwdI8f7TzDXs94VD7jEXTIkDmQos9vVyDoXUSCAJ+ILcIISR7vFA3FbXRI+L
0A4Bx0un9JRZ+wSMkqQA1YnVKDRwLAhINOYLhD6H33KEeQymwIEaVQVovA==
END CERTIFICATE

Figure 7: Generation of Fake Server-Side Digital
Certificate

The FreeRadius-WPE Server was started to authenticate and
validate supplicant credentials before giving access to the
network. The command “radius —s —X” as shown in figure 8
was used.
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:~# radiusd -s -X
FreeRADIUS-WPE Version 2.1.12, for host i686-pc-linux-gnu, built on Aug 15 2012 at 15:06:03
Copyright (C) 1999-2689 The FreeRADIUS server project and contributors
There is NO warranty; not even for MERCHANTABILITY or FITNESS FOR A
P

distribute copies of FreeRADIUS under the terms of the
ublic License v2.

Starting - reading configuration files ...
including configuration file /usr/local/etc/raddb/radiusd.conf
including configuration file /usr/local/etc/raddb/proxy.conf
including configuration file /usr/local/etc/raddb/clients.conf
including files in directory /usr/local/etc/raddb/modules/
including configuration file /usr/local/etc/raddb/modules/chap
including configuration file /usr/local/etc/raddb/modules/detail.log
including configuration file /usr/local/etc/raddb/modules/preprocess

Figure 8: Starting FreeRadius-WPE Server

The command “tail -f” was used to log all the MSCHAP
handshake interactions between the supplicant and the AS by
using the “freeradius-server-wpe.log” file as shown in figure
9.

File Edit View Search Terminal Help
:~# tail -f /usr/local/var/log/radius/freeradius-server-wpe.log -n 0

Figure 9: Capture of MSCHAP Handshake using
Freeradius-server-wpe.log file

A legitimate client was connected to the Rogue AP by
providing the required credentials (username and password)
as shown in figure 10 and the fake digital certificate was
issued by the server to authenticate the supplicant. The
supplicant upon accepting the certificate was attacked.

Signal strength  Excellent

Security 802.1x EAP

EAP method PEAP v
Phase2 MSCHAPV2 v
authentication

CA certificate (unspecified) v
Identity SecurityTest

Anonymous

identity

Password wordP@$$

Show password

Figure 10: Supplicant Connection Using MSCHAPV2
Inner Authentication Method

The freeradius-server-wpe.log file captures MSCHAP
Handshake as soon as the supplicant provides credentials and
accepts the fake certificate. Figure 11 shows the captured
Username, MSCHAP challenge and Response.

:~# tail -f /usr/local/va reeradius-server-wpe.log -n ©
E Sun Oct 15 19:34:14 2017

username: ecurltyTest
8d:f4

challenge
response: 6 0 17:ef:52:d0:32:e0:de:68:3d:be:c2:85:¢9:26:36:d3
john NETN Se(urltyTest SNETNTLMSBdf47d93e1(29d3($d5)e6a043693abba17Ef52d032eodx

Figure 11: Captured MSCHAPv2 Handshake

Since the Username, MSCHAP challenge and Response has
been captured, any attacker could crack the password using
dictionary attack. A script called “Asleap” developed by
Joshua Wright was used to crack the password by providing
the captured Challenge and Response with a dictionary file.

The Asleap script calculates the MSCHAPv2 hash value for

each password in the dictionary file and compares it with the
captured MSCHAPv2 response, if there is a match, the
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password is cracked. The supplicant’s password was
successfully cracked since the password (WOrdP@$$) existed
in the dictionary file as highlighted in figure 12.

:~/pentestlab/PEAP# asleap -C 8d:f4:7d:93:el:c2:9d:3c -R d5:ae:6a:04:
asleap 2.2 - actively recover LEAP/PPTP passwords. <jwright@hasborg.com>
Using wordlist mode with "passwords”.

hash bytes: aala
NT hash: 20f81ff63195a80afb106f72fcblaala

password: OrdP@ss$
:~/pentestlak #

Figure 12: Crack of MSCHAPvV2 Password using Asleap

3.3 Vulnerabilities in EAP-TTLS Using
Inner Authentication Method PAP

Password Authentication Protocol (PAP) transmits supplicant
credentials (username and password) across the network in
plaintext (unencrypted). The experiment conducted proves the
vulnerability in this authentication protocol.

3.3.1 Cracking  EAP-TTLS  Using Inner

Authentication Method PAP

The FreeRadius-WPE Server was started to authenticate and
validate supplicant credentials before giving entry to the
network as shown in figure 8. The communication between
the AS and the supplicant was eavesdropped using the
“freeradius-server-wpe.log” file as shown in figure 9. A
connection was made by the supplicant by providing user
identity to the wireless network using PAP as the inner
authentication method and TTLS as EAP method shown in
figure 13.

Signal strength  Excellent

Security 802.1x EAP

EAP method TTLS v
Phase 2

authentication AR b
CA certificate (unspecified) v
Identity SecurityTest

Anonymous

identity

Password wOrdP@$34

Show password

Figure 13: Supplicant Connection Using PAP Inner
Authentication Method

Figure 14 shows the username (SecurityTest) and password
(wOrdP@$$) of the supplicant that were captured in plaintext
without any form of encryption from the freeradius-server-
wpe.log file; hence, the PAP inner authentication method was
successfully cracked.

:~# tail -f /usr/local/var/log/radius/freeradius-server-wpe.log -n 0
pap: Sun Oct 15 19:53:46 2017

username: SecurityTest
password: wOrdP@$s$

Figure 14: Successful Crack of PAP Inner Authentication
Method
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4. RESULT ANALYSIS

EAP methods and their inner authentication methods used for
this research study were assessed by discovering possible
vulnerabilities. ~ The  wvulnerabilities  identified  were
successfully exploited by the attacker as proof of their
existence in the respective authentication protocol.

4.1 Analysis on Vulnerabilities in PEAP
and EAP-TTLS Using Inner Authentication
Method MSCHAPv2

4.1.1 Supports only Server-Side Certificates

PEAP and EAP-TTLS uses only server-side certificates where
the supplicant cannot validate. The supplicant carelessly

accepts the fake digital certificate that was created by the
attacker as shown in figure 15.

Signal strength  Excellent

Security 802.1x EAP
EAP method PEAP v
Phase 2 MSCHAPV2 o

authentication

CA certificate Fake Certificate™

Identity SecurityTest
Anonymous

identity

Password wordP@ss$

Show password

Figure 15: Supplicant Accepts Fake Server-side
Certificate

4.1.2 NTHash (MSCHAPv2 Hash value) can be

computed by the Attacker

The TLS tunnel was successfully created for an MSCHAPvV2
Handshake exchange to occur between the victim’s machine
and the attacker. The attacker successfully captures the
MSCHAPv2 Handshake which contains the challenge
response in plaintext as shown in figure 16.

~# ta al/var/log/radius/freeradius-server-wpe.log -n ©

D ail -f /usr/loca
E Sun Oct 15 19:34:14 2017

username: SecurityTest

challenge: 8d:f4:7d:93:el:¢c2:9d:3c

response: d5:ae:6a:04:36:93:ab:ba:17:ef:52:d0:32:e0:de:68:3d:be:c2:85:¢9:26:36:d3
john NETNTLM: SecurityTest:$NETNTLM$8df47d93elc29d3c$d5ae6a043693abbal7ef52d032e0dd

Figure 16: Successful Capture of MSCHAPv2 Challenge
and Response

4.1.3 Cracking PEAP and EAP-TTLS Using Inner
Authentication Method MSCHAPv2

In computing the Challenge Response, the only unknown
element to the attacker is the NT password hash (NTHash).
The attacker brute force the password using a wordlist or
dictionary to generate the NTHash value and computes the
Challenge Response using the Asleap script. The attacker
successfully obtains the NTHash value and unencrypted
password as highlighted in figure 17.

The outcome of the test experiment indicates that

MSCHAPvV2 is vulnerable to dictionary attack. The
passphrase could be complex since passwords are case
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sensitive and special character could be included. An attacker
will be able to crack MSCHAPv2 depending on the
dictionary, if the password exists in the wordlist, then it will
be successfully cracked.

:~/pentestlab AP# asleap -C 8d:f4:7d:93:el:c2:9d:3c -R d5:ae:6a:04:
asleap 2.2 - actively recover LEAP/PPTP passwords. <jwright@hasborg.com>
Using wordlist mode with "passwords”.

hash bytes: aala
NT hash: 20f81ff63195a80afbl06f72fcblaala

password: 0rdP@ss$

:~/pentestlab AP#

Figure 17: Successful Crack of PEAP and EAP-TTLS
Passphrase using Inner Authentication Method
MSCHAPv2

4.2 Analysis on Vulnerabilities in EAP-
TTLS Using Inner Authentication Method
PAP

PAP uses the minimum form of authentication which requires
supplicant to provide their username and password which is
compared to a table of ID-Password pairs stored in the server.
Username and password provided by the supplicant during
authentication were sent unencrypted. This vulnerability was
proven to be true in the experiment conducted.

4.2.1 Cracking  EAP-TTLS  Using Inner

Authentication Method PAP

The attacker was able to sniff or eavesdrop the network
authentication between the supplicant and AS. Its username
(SecurityTest) and password (wOrdP@$$) were successfully
obtained as shown in figure 18.

The significance of the outcome indicates PAP is not a strong
authentication method, an attacker can easily obtain username
and password of the supplicant due to the unencrypted user
credentials transmitted over the network. It does not matter
the size, length and complexity of the username and
password. Although PAP is wvulnerable, there are certain
instances where it could be considered useful. In situations
where incompatibility issues exist between varied vendors in
implementation of CHAP, PAP can be implemented since
many networking OS remote servers supports it.

:~# tail -f /usr/local/var/log/radius/freeradius-server-wpe.log -n @
pap: Sun Oct 15 19:53:46 2017

Supplicant Username and Password
captured in Plaintext (Unencrypted)

username: SecurityTest
password: wOrdP@s$

Figure 18: Captured Unencrypted Username and
Password Using Inner Authentication Method PAP

5. CONCLUSION

The use of penetration testing can help network administrators
to improve their network security by assessing and identifying
vulnerabilities as a result find solutions to them before an
attacker takes the lead.

PEAP and EAP-TTLS does not validate supplicants with both
client-side and server -side digital certificate. They only
validate with server-side digital certificates which are
vulnerable to receiving fake digital certificates.

MSCHAPvV2 is based on a challenge-response mechanism
which is sent in plaintext. MSCHAPV2 is wvulnerable to
dictionary attack; if the password exists in the dictionary it
will be successfully cracked.

PAP Inner Authentication Method uses a two-way handshake
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to authenticate supplicants. PAP requires supplicants to
provide their username and password to the AS. The
username and password traverse over the network are sent in
plaintext unencrypted which makes it easier for an attacker to
capture supplicant credentials. PAP is vulnerable to
eavesdropping and impersonation. PAP does not require any
dictionary to crack since suppliant credentials are not
encrypted over the network.

EAP-TLS uses both client-side and server-side digital
certificates which makes it difficult to be cracked, highly
recommended for organizations.

Configurations and settings for PEAP or EAP-TTLS, network
administrators must ensure that certificate validation is turned
on, the permitted certifying authorities are checked and
functionalities that enables users to accept new certifying
authorities, certificates, and Radius Servers are turned off.

Currently, EAP-TLS is the only secured authentication
method recommended to be configured by network
administrators if resources are available. Both client-side and
server-side certificates is a mandatory in EAP-TLS.
Vulnerabilities associated with this type of EAP is yet to be
discovered. It is recommended for large enterprises with
sensitive information. Depending on the EAP authentication
method implemented, digital certificates should be frequently
updated.
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