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ABSTRACT 

The world population growth is projected to increase in the 

coming years and it brings along challenges such as food 

insecurity and increasing demand for food as a result of 

production challenges. For these reasons, sustainable and 

innovative agriculture practices are given higher priority. 

Smart farming is one of the innovative practices which has 

seen a significant growth as a result of improved technology 

and it is a novel farm management method that uses 

technologies to optimize farming activities and increase 

productivity. Many reviews on application of IoTs for farming 

have been published which shows significant contributions in 

this area of research. In existing reviews, the focus is mainly 

on areas like Unmanned Aerial Vehicles (UAC) and network 

topologies, technologies and protocols. This work uses the 

Preferred Reporting Items for Systematic Reviews and Meta-

Analyses (PRISMA) methodology to make a systematic 

review of current state of IoTs for farming by identifying the 

state-of-the-art sensing, networking, communication and data 

management technologies commonly used to implement the 

solution. The work demonstrates the growing importance of 

IoTs in farm management and reveals a significant 

improvement in the way sensor data are stored and processed. 

It also shows a rise in the usage of supporting technologies 

like cloud computing, artificial intelligence and image 

processing techniques for storing and processing big data in 

efficient and less tedious ways. 

General Terms 
IoT Application, Smart Farming, Smart Agriculture, Farm 

Monitoring, Wireless Sensor Network, Internet of Things 

Keywords 
IoT Ecosystem, IoT Platform, IoT Topology, Sensor Devices, 

Big Data, Data Processing Technologies. 

1. INTRODUCTION 
In recent years, food security has seen a significant focus in 

the global community as the world population growth 

increases and it is projected to reach 8.7 billion by 2030 [1]. 

Population growth means an increasing demand for food, yet, 

production challenges persist resulting in an increasing global 

hunger. Zero hunger, which is the UN Sustainable 

Development Goal two (SDG2), aims to attain food security 

by 2030 through promoting sustainable agricultural practices 

in the world [2]. As a result, innovative farming and 

agricultural practices are given higher priority [3,4]. Smart 

farming is one of the innovative practices which has seen a 

significant growth as a result of improved technology and it is 

a novel farm management method that uses technologies to 

optimize farming activities and increase productivity [5,6]. 

Technologies used in smart farming include the Internet of 

Things (IoT), Artificial Intelligence (AI), drones and robotics. 

The main driver of smart farming is IoT- an internetworking 

of sensors and smart devices embedded in the farm to 

optimize farming activities. The IoT has offered a new 

method to record, measure and optimize growth factors on a 

farm and is changing how farming is practiced. 

Recently, many reviews on application of IoTs for farming 

have been published which shows significant contributions in 

this area of research. In existing reviews, the focus is mainly 

on areas like Unmanned Aerial Vehicles (UAC) and network 

topologies, technologies and protocols. This work 

complements the existing reviews by making a systematic 

review of current state of IoTs for farming by identifying the 

state-of-the-art hardware, network protocols and technologies 

being used to implement the solution. To do this, only 

literature published from 2015 to 2020 was considered. This 

gives the work a new and current perspective about smart 

farming and adds to the literature by discovering a surge in 

the usage of modern tools for data processing like machine 

learning, big data analytics, and cloud computing.  

2. METHODOLOGY 
This work explores works and projects related to the 

application of IoT technologies for farming with the aim of 

highlighting the current state in that area. Four steps were 

used in the literature review process: 

1. Formulation of research questions and objectives 

2. Search strategy 

3. Literature selection process 

4. Data (information) gathering from selected works 

2.1 Research Questions and Objectives 
The first step in the research process was to formulate the 

questions and their corresponding objectives that would guide 

this work. The research questions are presented below: 

RQ1. What areas of farming are IoT systems being used? 

RQ2. What sensing, networking, communication and data 

management technologies are commonly used?  

The objectives, which are also motivation for this work are: 

1. To find out farming areas where IoT applications 

are used. 

2. To identify the IoT ecosystem in smart farms.   

2.2 Search Strategy 
The search concentrated only on primary studies. Four 

databases were used in this exercise and they are: JSTORE, 

IEEE Xplore, ACM Digital Library, and ScienDirect. A set of 

key terms related to the research questions were listed for the 

search and they are: smart, farming, IoT, Internet of Things, 

sensors, devices, technologies, and protocol. Then, a search 

string was constructed by merging the key terms using the 

Boolean search operators “AND” and “OR”. The structure of 

the search string is presented in table 1. 
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Table 1: Databases and key terms used for searching 

Database  Search String 

JSTORE ((“Smart” OR “IoT“ OR 

“Internet of Things” OR 

“Sensors” OR “Devices” OR 

“Technologies” OR “Protocol”) 

AND (“Farming” OR 

“Agriculture)) 

IEEE Xplore 

ACM  

Science Direct 

 

2.3 Literature Selection Process 
As explained in section 2.2 the literature search entailed 

searching for works in the databases using the search string 

which limited the search results based on the criteria given 

using the key words. The PRISMA methodology was then 

used in selecting the review papers. The process is illustrated 

in figure 1 below: 

 

 

 

 
Figure 1: Literature search and selection process using the PRISMA method 

The literature selection process entailed four step as follows: 

1. Identification: this step involves implementing the 

search strings in table 1. The total number of studies 

gathered in this step was 321. 

2. Screening:  In this step, the papers whose titles were 

not directly related to the application of the internet 

of things in farming were excluded and papers 

whose abstract was not categorical on IoT 

applications in farming were removed. The total 

number of papers removed in this step was 52 and 

31 respectively. 

3. Eligibility: The number of studies assessed for 

eligibility was 238. The following inclusion and 

exclusion criteria were used. 

● Studies published between 2015 and 

2020. 

● Studies written in English. 
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● Only studies related to crops were 

considered (Studies on animal farms were 

excluded in this work because of sensor 

mobility effects on signal which deserves 

a specific review. 

● Secondary and tertiary studies (e.g. 

systematic literature reviews, surveys, 

etc.). 

● Studies in the form of tutorial papers, 

short papers, poster papers, editorials, 

manuals, because they do not provide 

enough information 

4. Included: After the eligibility assessment, 59 works 

passed the test and were selected for full text 

review. 

3. DISCUSSION OF RESULTS 
This section makes an analysis of the selected papers with the 

aim of realizing the research objectives. 

3.1 IoT Applications 
Generally, in the reviewed papers the following areas have 

been found to be the common areas where IoT solutions are 

being implemented:  

● Crop Monitoring 

● Soil Monitoring 

● Irrigation Management 

● Disease Control 

● Fertilizer and Pesticide Management 

Table 3 presents the reviewed papers based on the 

environment and area of application. 

Table 2: Areas of IoT Applications in Smart Farming 

Application  

Area 

Farm Land 

(outdoor) 

Greenhouse 

(indoor) 

Others 

Crop 

Monitoring 

[7-19] [31-34] [38,39] 

Soil Monitoring [20, 45, 46] - [40] 

Irrigation 

Management 

[21-24] [35,36] [41] 

Disease 

Monitoring 

[25, 26] [37] [42] 

Fertilizer and 

Pesticide 

Management 

[27, 28] [31] - 

Others [29, 30] [38] [43,44] 

As shown in Table 3, crop monitoring is the topmost area 

where IoT solutions are applied for smart farming in both 

farm fields and greenhouses. This shows the relevance of crop 

monitoring to farmers. The solutions were developed to gather 

data such as the conditions of rice and maize crops [14, 13] 

and manage the conditions of greenhouses [31,32]. Next 

comes IoT applications for soil monitoring. These solutions 

are able to gather data on the level of moisture in the soil in 

order to know the pattern or level of water consumption and 

analyze the soil nutrients [40, 45, 46]. Also, table 3 reveals 

irrigation management as one of the areas where IoT solutions 

are being utilized. In this area, the IoT solutions are utilized 

for effective usage of water by deploying sensors for the 

measurement of soil moisture and using the acquired data to 

control the source and flow of the irrigation [22, 23] and in 

some cases using humidity and weather datasets to regulate 

the quantity of water needed for irrigation [24, 35, 36]. 

Disease control and prevention is one of the application areas 

of IoT for smart farming. In this solution, environmental and 

plant data like plant image [25], temperature and humidity 

[37] are processed with image processing technologies [25] 

and artificial intelligence [37] to identify the type of disease or 

forecast the occurrence of disease. Other IoT solutions 

presented in table 3 are developed to manage application of 

pesticide and fertilizers on crops. Thus, the solutions gather 

salinity, pH and nitrogen data from the crops, analyze it and 

identify spots where pesticides or fertilizer are required 

[27,28]. 

Each of the application areas highlighted in Table 3 has its 

shortcomings. Communication challenges between sensors- as 

a result of limited distance coverage, poor signal and weather 

patterns-e.g. rain- have impact on the nodes and the data they 

gather [9, 38, 29]. 

3.2 IoT Ecosystem for Smart Farm 
The IoT ecosystem in smart farms consists of many devices 

and softwares that work together to capture signal and 

forward it for processing. This section presents the IoT 

components as used in the reviewed papers. 

3.2.1 Sensors 
Sensors are the primary physical objects connected to the IoT 

system. In the reviewed papers, solutions that used ready-

made sensors constitute 98% while 2% used custom made 

sensors. The overwhelming usage of ready-made sensors 

signifies the affordability and meeting the needs for smart 

farming. As shown in Table 4 such sensors have the capacity 

of gathering real-time data on weather, chemical compounds 

like carbon dioxide concentration, soil properties and plant 

images. 

Table 4: Sensors and their area of applications in the 

reviewed papers 

Application Area Sensing Area 

Crop Monitoring 

Disease and Insects Sensing [13, 28] 

Plant and Crop Growth [47, 48] 

Soil Monitoring 

Chemical Elements [49] 

Temperature and Moisture  [40, 45, 50] 

Environment 

Monitoring 

Temperature and Humidity [51, 23] 

Luminosity [49, 22] 

Wind direction and Speed [52] 

Rain [33] 

Carbon dioxide concentration [51] 

Atmospheric pressure [52] 
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3.2.2 Network Protocols, Topologies and 

Platforms 
When sensors collect data, it is sent to a server or database via 

a platform. The network configuration for such 

communication can be wired or wireless. In the reviewed 

papers, Ethernet was the choice of protocol for wired 

networks, ZigBee Wifi and Bluetooth were used for short 

range wireless networks, and LoRaWAN, GPRS and 3G for 

long range wireless networks. Table 5 presents the network 

protocols used in the reviewed papers. 

Table 5: Network Protocols used in the various smart 

farm solutions in the reviewed papers 

Network 

Type 
Range Protocol 

Farm  

Land 

Green 

house 
Others 

Wired Short Ethernet - [53] [48] 

Wireless 

Short 

ZigBee 
[15, 21,  

29] 
[32] [27] 

Bluetooth [54] [55] - 

Medium 

WiFi 
[20, 22,  

25, 26,] 

[34, 

49,51,

55] 

[48] 

RF-ISM [8] [38] - 

Long 

LoRaWA

N 
[17] [37] [42] 

Cellular 

(GPRS or 

3G) 

[21,22,

23,25 

,30,52,5

4] 

[32,33

,34,49

] 

[45] 

 

As presented in Table 5, different network protocols were 

used in different farming environments to establish data 

communication either in a short or long range network 

architecture. It can be observed that WiFi and cellular (GPRS 

or 3G) networks are the most widely used networks. The wide 

usage of WiFi can be due to its ubiquitous nature and ease of 

implementation. Its high energy consumption is, however, a 

challenge hence low energy consumption protocols such as 

ZigBee and Bluetooth, are used in other solutions. The 

extensive usage of cellular networks on the other hand is on 

account of its long distance coverage technology and 

transmission of high data rate. LoRaWAN, a low energy 

consumption protocol, was deployed for long range 

communication as a substitute in places where cellular 

network coverage is limited. 

Sensor technology is not without challenges. The distance 

between nodes in IoT solutions can have an impact on signal 

communication. Again, the plantation itself, as investigated by 

[29] and [56] who studied its effects on signal 

communication, can be an impediment for transmission. Other 

challenges are specifically faced in greenhouses where the 

proximity of sensors on wireless networks could lead to 

interference [55, 38].  This challenge can be rectified by using 

wired network technologies such as Ethernet [53]. 

Another key feature of IoT solutions is the network topology. 

Depending on the architecture, three topologies- star, tree or 

mesh- are usually used in a sensor network [57]. In twenty-

seven percent (27%) of the reviewed papers it is possible to 

see clearly the type of network topology used for the IoT 

solution. For example, in [60] a star topology was adopted on 

LoRa protocol for connecting sensor nodes to a coordinating 

node that serves as a gateway to a cloud application for 

controlling irrigation. Mesh topology is deployed in [55] for 

monitoring a greenhouse while a tree topology is implemented 

in [57] for monitoring crops. 

The type of topology used may have a significant effect on the 

distance between nodes and the number of nodes in the 

network [58]. In star topology for instance the architecture 

consists of a coordinating node (master) and slave nodes 

where the slave nodes send data to the coordinating node. The 

distance between master and slave nodes can be restricted by 

the physical layer standards of star network topologies. Tree 

or cluster topology merges several star networks where all 

sensor nodes have the same communication rights. In such 

topology, two features are apparent: a sink node and a routing 

tree. The routing tree connects every single node to the sink. 

This puts the connectivity of the nodes in a one-hop 

communication with the sink node, which may result in many 

traffic and data loss [61]. In mesh topology, each single node 

is a free routing agent which makes multi-hop communication 

possible; hence network coverage in mesh topology is better 

[59]. Though mesh networks are complex they are more 

dependable because of communication redundancy between 

sensor nodes, a feature that prevents the failure of data 

communication [55].  

Sensor network topologies are supported by embedded system 

platforms and are used as gateways in IoT solutions. In the 

27% reviewed papers which is possible to see clearly the type 

of network topology used, they either used Arduino, 

Raspberry Pi or ESP.  The extensive usage of these platforms 

may be because they are cost-effective and they allow the 

implementation of different protocols and act at the same time 

as transceivers. This unique feature enables such platforms to 

serve as sub-nodes or coordinating nodes in star networks or 

as routers in mesh networks [10, 60]. Thus, Raspberry Pi is 

the choice of platform for star topology, Arduino is used in all 

the three topologies and mostly for node and device 

connections, ESP is frequently utilized for star network 

topology and point-to-point communication. 

The platforms also serve as gateways and are capable of 

transmitting data to the cloud via the application protocol. 

Three application protocols, MQTT, CoAP and HTTP, are the 

choice of protocols implemented in the review papers. The 

protocols use subscriber/publisher modules which are suitable 

for devices in the IoT architecture which have limited 

computing capacity and also ensure compatibility between 

non-standardized devices and platforms. Among the three 

application protocols, MQTT is favorable for smart farming 

solutions for its interoperability across various network 

protocols, resiliency and better transmission rate [49]. 

3.2.3 Data Processing Technologies for Smart 

Farming 
In the past years, the main purpose of IoT applications was to 

gather and store data from sensors using simple processing 

solutions. Recently, emerging and powerful technologies such 

as cloud computing and artificial intelligence are being used 

extensively as supportive technologies to process and store the 

big data collected from agriculture activities. As shown in 

figure 2, the most widely used supporting technology in the 

smart farming solutions in the reviewed papers is cloud 
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computing used by 51 papers, followed by machine learning 

used by 17 papers, computer vision used by 7 papers, big data 

used by 5 papers, and fuzzy logic used by 2 papers. 

 
Figure 2: Data processing technologies used in the 

reviewed papers 

IoT infrastructure for smart farming produces big data that is 

used to generate information about crops and their 

environment. The unstructured set of data needs technologies 

to reduce the processing time and storage. Cloud platforms 

provide data analysis panels that allow the integration of 

multiple data and real-time monitoring of the collected data. 

In the reviewed papers, the most widely used cloud-based 

platform is ThingSpeak. Other cloud-based platforms used are 

AWS IoT, FIWARE and Thinger.io. The wide usage of 

ThingSpeak is for the fact that it has a little infrastructure 

requirements and it is open-source [60]. The cloud-based 

platforms provide different services, however, all have data 

storage functionality [10,53, 62] and data processing and 

visualization services [62]. Thus, the cloud-based platforms 

provide data storage and processing services at the same time. 

The data processing service includes modules such as 

machine learning, big data analytics, fuzzy logic, etc. Table 6 

shows the technologies used for data processing in the 

reviewed papers. 

Table 6: Data processing technologies and their usage in 

smart farming 

Application  

Area 

Big 

Data 

Artificial  

Intelligen

ce/ 

Machine  

Learning 

Computer 

Vision 

Fuzzy 

Logic 

Crop 

Monitoring 

[10, 27] [9,10,12, 

30, 63, 67] 

[14,15, 25, 

47] 

[63] 

Soil 

Monitoring 

[46] [20,46] - - 

Irrigation 

Management 

[23,41] [23,24,67] - [36] 

Disease 

Monitoring 

- [27,64, 

65] 

[27,65] - 

Fertilizer and 

Pesticide 

Management 

- [27, 

64,65] 

[65] - 

 

As shown in table 6, artificial intelligence, computer vision 

and big data are the most frequently used technologies for 

processing data in smart farm solutions because of their 

potentiality to process huge data within a short period. Table 6 

also reveals that the most applicable area in smart farming for 

data processing technologies is crop monitoring. Big data was 

used for soil and crop monitoring and irrigation management. 

In [23, 46] big data technology was used to capture and 

process data on soil and crops to optimize the quantity of 

water for irrigation, assisting the farmer to access market 

information based on the processed data-e.g. to purchase 

seeds and fertilizers- and generate information on related 

agriculture activities. Again, in [64] big data technology was 

implemented in a decision support system with a knowledge 

based module to advise farmers on irrigation cycles. 

Managing sensor data automatically hinges on the analysis 

and manipulation of various variables. In simple IoT solutions 

in outdoor farms data on soil temperature or humidity can be 

used to activate irrigation systems. This process is quite 

complex in the case of greenhouse farming where a change in 

one variable can have an effect on others [51, 66]. As shown 

in table 6, fuzzy logic was implemented in solutions that 

require working with more than one parameters like crop 

monitoring and irrigation. In [66] for instance, fuzzy logic 

was used to analyze humidity and temperature in a 

greenhouse to determine the time the irrigation and cooling 

systems should be activated. Generally, machine learning can 

also be used to process multiple dependent crop or 

environmental variables. For instance, in [67] machine 

learning was used in processing data to forecast the weather 

based on temperature and humidity and, based on the forecast, 

to activate the irrigation system. Machine learning was also 

used to process multiple imagery data like texture and color to 

find spots on the plants in order to predict or ascertain the 

emergence of diseases and their growth stages [14, 65]. Table 

6 also shows computer vision was used for data processing in 

IoT solutions that require imagery data in monitoring crops 

and diseases. Computer vision enables the spotting of ripe 

fruits and diseases and pests invasion [14,15, 25] and in [65] 

computer vision was used to analyze crop data that cause 

diseases in plants. In [47], computer vision was deployed in 

robots to detect weeds and eradicate them. 

4. CONCLUSION 
This paper made a systematic review of the usage of IoT in 

smart farming and presented its ecosystem, network 

topologies and protocols, and the current data processing 

technologies being used. Advances in technology makes it 

possible for the application of IoTs in farms. The scalability 

provided by sensor technologies, network protocols and 

platforms, data processing technologies such as big data, 

artificial intelligence and cloud computing have made it 

possible to store and process large amounts of data within a 

short time to improve crop monitoring and make informed 

decisions. The two main network connections in smart farms 

are wired and wireless connections. The work reveals that 

wired connection is used mostly for greenhouse (indoor) 

farming while wireless connection is used largely for farm 

fields (outdoor farming). WiFi and cellular (GPRS and 3G) 

networks are the most widely used networks. The wide usage 

of WiFi can be due to its ubiquitous nature and ease of 

implementation. Its high energy consumption is, however, a 

challenge. The usage of cellular networks on the other hand is 

on account of its long distance coverage technology and 

transmission of high data rate. LoRaWAN, a low energy 

consumption protocol, was deployed for long range 

communication as a substitute in places where cellular 

network coverage is limited or in areas with power 

restrictions. The review also shows that artificial intelligence, 
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such as machine learning, is the most frequently used 

technology for processing data in smart farm solutions 

because of its potentiality to process huge data within a short 

period and that the most applicable area in smart farming for 

data processing technologies is crop monitoring. 

The work reveals a significant improvement in the way sensor 

data are stored and processed. In the past, the main purpose of 

IoT applications was to gather and store data from sensors 

using simple processing solutions, making the work tedious 

and inefficient. The review shows a rise in the usage of 

supporting technologies like cloud computing, artificial 

intelligence and image processing techniques for storing and 

processing big data in efficient and less tedious ways and in a 

short time. In addition, the reviewed works demonstrated the 

growing importance of IoTs in farm management. A future 

work may be expanded to include papers on challenges of IoT 

solutions and solutions for small scale farms and post-harvest 

management. Future research directions could also be in the 

optimization of algorithms for duty cycles in sensor nodes to 

reduce energy consumption and improve power efficiency in 

IoT solutions.  
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