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ABSTRACT
Internet of Things (IoT) is derived from IT (Information
Technology) and OT (Operational technology). Ultimately,
IoT is using the information technology to control the
physical devices of manufacturing sector for better resource
utilization and creating new revenue through new products
and services. IoT is a global network, which consists of
objects, capable of collecting massive data in accurate and
speedy manner, processing that data & then sharing that data
with other connected devices for real time action. Industrial
Internet of Things (IIoT) is an application of IoT in
manufacturing sector. IIoT will rapidly transform gas, mining,
oil, agriculture, healthcare sectors. IIoT is the torch bearer for
fourth industrial revolution, named Industry 4.0. This paper
shows that java is the single positioned platform to cater the
needs of IoT applications. In addition, this paper makes use of
IoT world forum survey to provide opportunities and
challenges in adaption of industrial internet in systematic
manner. This paper reviews the current progress of industrial
internet & provides a summary of state-of-art of Internet of
Things (IoT) in industries.

Fig 1: Internet of Things [IoT]
The basic building blocks of IoT are sensors, IoT platform,
Cloud server, mobile application. It is shown in figure 2.
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1. INTRODUCTION
IoT is a system of interrelated computing devices, humans,
animals, mechanical machines or digital machines. These all
are provided a unique identifier and the capability to transfer
data over a network . It does not require human to human or
human to machine interaction. It is a form of machine to
machine interaction. The term IoT (Internet of Things) was
first mentioned by Kevin Ashton, Executive Director, AutoID center MIT, in a presentation at Proctor & Gamble in
1999.
Ultimately, IoT is collecting massive amount of data from a
exponentially increasing network of devices cum sensors,
sending that data to central cloud based service, processing
that data, and sharing the output with other computing devices
to make real time decisions. Gartner [1] declared Internet of
Things as the most discussed technology of 2014.
In Internet of Things, a thing can be a heart monitor, an
animal with a biochip transponder, an automobile with sensor
that alerts driver when temperature is high, or tyre pressure is
high, when a particular part is required to be repaired or
changed etc. Basically a thing in the Internet of Things is any
manmade object or natural object with an IP address and data
transfer ability over a network. It is shown below in figure 1.

Sensors (temprature,
motion, pressure,
humidity, lux)

IoT Gateway/
Framework

Mobile App

Cloud Server

Fig 2: Basic building Blocks of IoT
The sensors are at the grass root level. They monitor
temperature, motion, pressure, lux and humidity. There is a
IoT framework, which collects data from sensors. Then this
framework sends that data to centralized cloud server. Cloud
server processes all data & share results with connected
mobile app. All the connections in this whole process are
wireless.

2. JIOT (JAVA & IOT)
Java is a natural choice for developing emerging IoT
technologies. As interoperability is the main feature of Java,
which is much needed in IoT. As an open platform, Java
provides code portability, the application is written once and it
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can be prototyped on different hardware platforms like:
Raspberry Pi, Edison Board or any small microcontroller
device. Oracle Java has the ability to run on a wide range of
devices from a mobile to embedded systems with low cpu
power and low memory to servers with high cpu capacity and
voluminous memory.
Java provides a modern secure
development platform to develop deploy and maintain
applications to cater IoT needs. No other platform is better
positioned to cater Industrial Internet of Things.
IEEE spectrum 2014 [2] declared Java as the top most
programming language. Java has a large pool of around 9
million java developers around the world, who are developing
java applications to connect the world.

RANK 1. JAVA (WMD/100)

RANK 2. C (MDE/95.9)

RANK 3. C++ (MDE 93.9)
RANK 4. C# (WMD 93)
RANK 5. PYTHON (WD 92.1)
RANK 6. JAVA SCRIPT (WM 86.3)

Industrial Internet of Things (figure 4) is next big thing. The
above figure depicts four industry reforms namely Industry
1.0, 2.0, 3.0 and 4.0. the latest industry reform is initiated by
Germany and it is termed as Industry 4.0 or industrial internet.
IIoT will bring unprecedented opportunities with new
business risks. It will provide a new capability to Internet, this
will be the ability to control the machines, infrastructures,
factories.
The IIOT will transform [3] gas, mining, oil, healthcare,
agriculture and transport industries. These industries account
for two – third of the world economy.

3.1 Benefits & Opportunities of IIoT:
The most important benefit of IIoT for mining, oil, gas,
agriculture, manufacturing, healthcare sector is increase in
revenue or cost cutting. The benefits of IIoT for industries on
the basis of world economic forum industrial internet survey,
2014 are shown below in figure 5.
World economic Forum Industrial Internet Survey was
conducted in collaboration with Industrial Internet consortium
(IIC) and Accenture. The survey was distributed to 250
market leaders, who are the members of Internet of Things
world forum, industries 4.0, or IIC. All these participants are
actively involved in the industrial internet development.
The results in figure 5 indicate that 79 percent companies are
agree on the point that the adoption to IIOT will result in
optimizing the asset utilization. 81 percent think that by
adopting the IIoT, their industry will be able to reduce the
operational cost. 74 percent companies agreed that IIoT will
improve the employee productivity. 74 percent said that it will
create new revenue through new products & services.64
percent said that it will also enhance customer experience.

3. IIOT (INDUSTRIAL INTERNET OF
THINGS) - AUTOMATING THE
INDUSTRIAL ECONOMY

One more important benefit of IIoT is predictive maintenance.
It will reduce unexpected failure of machinery and the
breakdown as well. It will be possible because of the
availability of the operational data through IoT. Thomas
water, the largest drinking water supplier in UK [4] is using
sensors and real time data to react an advance to situations
like leakage, poor weather etc.

IIoT is a part of the Internet of things IoT. Application of IoT
in manufacturing industry is known as IIoT or Industrial
Internet or Industry 4.0. IIoT will revolve manufacturing
industries by providing unprecedented capability for massive,
accurate and faster data acquisition and data processing. IIoT-

The government can also use IIoT. It will help in providing
transparency on utilization of resources like water, energy,
fertilizers. It will result in increase in accountability &
reduction in the waste.

Fig 3: Java is Top Programming Language [source; IEEE
Spectrum 2014 top ranked programming language]

Fig 4: Industry 4.0 is the next leap in Industrial Automation driven by IoT
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are uncertain return of investment, technology immaturity,
lack of skilled labour etc. Some other potential barriers
include, lack of leadership, lack of universal reference
architecture, requirement of large investment, lack of proper
business model, lack of infrastructure, cost of sensors.

3.2 Challenges in Adaption of IIoT
The challenges or barriers in adaption of IIoT for industries on
the basis of world economic forum industrial internet survey,
2014 are shown below in figure 6.
Around two-third of the respondents told that the biggest
worry is interoperability and security. Other barriers to IoT
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Fig 5: Benefits of IIoT [source: world economic forum industrial internet survey, 2014]

Challenges to IIoT based on Survey Results (in %)
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Fig 6: Barriers of IIoT [source: world economic forum industrial internet survey, 2014]
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4. IIOT- CURRENT PROGRESS (IIOT
IS TRENDING)
Despite of all the barriers, the industrial internet has come up
with flying colors in recent years. The number of sensors
shipped [5] has increase by five times from 2012 to 2014. The
government of Germany has taken an IIoT initiative known as
industrie 4.0. The second Internet of Things World Forum
was organized by Cisco. The steering committee of the forum
was comprising of 100 market leader companies. This forum
showcased 250 real world examples of industrial internet
applications. Organizations and municipalities around the
world are using industrial internet to improve services,
improve resource utilization, enhance customer experience,
and to create new services to create new revenue. The second
Internet of Things World Forum introduced a seven layer IoT
reference model.
GE announced [6] that their revenue has increased by $ 1
billion in 2014 by improving the business operations through
IIoT. The government of China has also announced “ Make in
china 2025” to promote integration of technology &
industries. The industrial internet has attracted a capital of
$1.5 billion [7] in 2014. Major funding for industrial internet
comes from Cisco Investments, Intel Capital, Siemens
Ventures, GE Ventures. Wireless sensors, low cost sensors
and embedded systems are the key reasons for the exponential
growth of the IIoT [8][9][10].
Smart city [11] [12][13]is a concept of providing a new set of
services to consumer through information and communication
technology (ICT). Smart city consist of many subdomain like:
smart homes, smart energy, smart transportation, smart,
energy, smart healthcare, smart building, smart education and
smart industry automation. As per the reports of
MarketsandMarkets, 14.2 percent annual increase in smart
product sales is registered from 2011 to 2016.
IoT applications [14][15] are steel in their early stage. Only a
few applications have been developed and deployed in
industries like healthcare, agriculture, automobiles,
transportation, security and surveillance. There are certain
design goals [16], which are required to be considered while
designing an IIoT application. These goals are listed below in
Table 1.
Table 1: Design considerations for IIoT application
development[16]
Design Goals
Energy

Description
How long can an IoT device operate with
limited power supply?

Latency

How much time is needed for message
propagation and processing?

Throughput

What is the maximum amount of data
that can be transported through the
network?

Scalability
Topology
Security & Safety

How many devices are supported?
Who must communicate with whom?
How secure and safe is the application?

SIOT [17] Social Internet of things is a new paradigm, which
was proposed by Atzori at al. It is based on the sense of using
the social network sites for communication in Internet of
Things (IoT). As we know that the implementation of Internet
of Things (IoT) is possible only using the sensors. The
deployment of such huge numbers of sensors will require

result in a lot of power consumption. It is a matter of concern
and also a barrier in the adaption of IoT. So there is a
requirement to develop energy efficient techniques [18] [19]
to save the power consumption of sensors.
Sensors spread around the globe are continuously sensing the
data. This data is extremely voluminous. It is not possible to
collect and process all data sensed by all the sensors. So there
is a scope to develop context aware techniques [20] to decide
what data is required to be collected and processed.
Arsino at al [21] makes use of artificial intelligence
techniques to create intelligent Internet of Things. Future IoT
systems [22][23][24] will be more smart and intelligent. They
will be self optimizing, self organizing, self healing.

5. CONCLUSION
In this paper, we reviewed recent research going on in
industrial internet to revolve fourth industrial reform Industry
4.0. Substantial research and development activities are going
around the globe on industrial internet. In this paper, we made
use of, world economic forum industrial internet survey,
2014, for providing the benefits and challenges in adaption of
IIoT. This paper also provided a list of design issues to be
considered while designing an industrial internet application.
Further research on standardization, lack of vision, quality of
service, business model, and risk mitigation are required to
flourish the industrial internet. It is found that a large number
of peoples are concerned about security and privacy of their
data in Internet of Things. In future, a lot of research is
required to be done on security and privacy issues related to
Internet of Things. It is also found that the Java will play a
vital role in the implementation of Internet of Things. Java is
secure & it has the ability to run on a wide range of devices.
This paper is expected to be useful for researchers,
policymakers and professionals of Industrial internet area.
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