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ABSTRACT

The Internet of Things (loT) is a combination of
communication, information, and embedded technology that
truly make up an loT ecosystem. The designing of the loT
ecosystem that includes different technologies often be
complex. This complexity introduces challenges to keeping
the 10T secure, protecting the loT from disclosure to
unauthorized parties, ensuring information integrity and so on.
This paper presents a comprehensive survey of the challenges
and security consideration of the integration of both loT
architectures and blockchain technology which is basically a
secure distributed database over a peer to peer architecture. It
starts by discussing the characteristics of the IoT, its
architectures, their limitations and the role of cloud and fog
computing to overcome these limitations. Then it provides an
overview of a blockchain technology, its applications, how
does it work, and finally the contribution of an integrated
blockchain as a solution to security and privacy challenges in
loT.
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1. INTRODUCTION

Today, Internet of Things (1oT) is being implemented in many
fields like medical care, smart university, smart city, smart
home, etc. [1][2]. It can be viewed as an information system
made up of things, networks, data, and services. Such things
may be wireless sensors, traditional computers, cameras,
home appliances, tablets, smart phones, vehicles, humans, etc.
that are connected over a network which can be wired or
wireless. These things may gather, process, and upload a large
amount of data to the internet and used to initiate service. The
Internet of Things has many characteristics which are
discussed below [1][2]:

1. Interconnectivity: interconnectivity empowers the
internet of things to interconnect anything such as
home appliances, smartphones, vehicles, sensors,
traditional computers, etc. with  different
communication and information platforms.

2. Heterogeneity: The loT comprises heterogeneous
devices and networks that are based on different
technologies.

3. Dynamic nature: The loT devices collect a huge
amount of data from the environment, this can be
achieved with dynamic changes that take place
around the 0T devices.
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4. Intelligence: The loT integrates different software,
hardware, and computing that makes it smart, when
dealing with any situation such as interacting with
other devices to carry out a specific service.

5. Scalability: The Interconnectivity, heterogeneity,
and dynamic nature makes the Internet of things
scalable, so that the 10T must be capable to support
a huge number of connected devices or things,
various types of resources, users and applications.

The internet of things can be also defined from the
ecosystem’s point of view as a system of systems that
combines the following three different technologies:
communication, information, and embedded. The designing
and implementing such systems that include various software,
hardware, and applications will mostly be complex.
Therefore, this complication leads to 10T security and privacy
concerns such protecting data from disclosure, ensuring
information integrity, etc. [54]. Among the IoT devices,
wireless sensors are essential components because they are
widely used in several applications [52][53]. However,
sensors are resource-constrained devices with restricted
battery power, memory size, communication bandwidth, and
processing performance which involves shortcomings related
to security and privacy. The classical 10T security and privacy
techniques or mechanisms tend to be expensive in terms of
high energy consumption and processing overhead. In
addition to that authentication process in 10T is only done via
the central server thereby leading to security and privacy
concerns  [54]. Therefore, device spoofing, false
authentication, less reliability in data sharing are major
concerns.

The paper’s contribution is as follow:

e Discussing recent articles which investigate loT
architectures, their applications and challenges, and
the integration of cloud and fog computing with
loT.

e lllustrating the benefits from the integration of the
fog and cloud with the IoT.

e  Discussing the contribution of Blockchain (BC) as a
solution to 10T security and privacy concerns.

The rest of the paper is organized as follows. Section 2
presents and compare between different 10T architectures, and
their challenges. Section 3 presents the theoretical background
needed to understand how does BC work. Section 4 presents a
study of Blockchain technology and the debate of whether BC
technology is a good solution for addressing the 10T security
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and privacy concerns. Section 5 concludes the paper.

2. ARCHITECTURE OF IOT

The combination of things, networks, data and services forms
the 10T architecture. However, 10T architectures may vary
based on the type of application which intend to implement.
Therefore, there is no common loT architecture which is
accepted universally. Consequently, various loT architectures
or models have been proposed by different authors. These
architectures can be categorized into Five groups: Three-
Layer Architecture, Four-Layer Architecture, Five-Layer
Architecture, Cloud-based Architecture and finally, Fog-
Based Architecture.

2.1. Three-Layer Architecture

This architecture is basic in design and comprises the
perception layer, network layer, and the application layer as
shown in Figure 1 (a) [2][3][4][5]. The perception layer which
may have different 10T devices such wireless sensors,
vehicles, etc. that are used for gathering, monitoring,
uploading information, using different technologies. The
Network layer: The role of this layer is perform the task of
routing data to 10T hubs and other network devices through
the internet using different communication technologies such
as Wi-Fi, Bluetooth etc. [4][5]. Finally, the Application layer
is responsible for delivering application specific services to
the user [6][7]. This layer defines several 10T applications
such as smart homes, smart cities, smart health etc.
[52][53].This architecture represents the basic and the simple
idea of the IoT technology and was introduced in the early
stage of the emergence of this technology. Therefore, the
simplicity of this architecture cannot be used for many
applications that produces a huge amount of data [7]. This has
given rise to a new architecture which called the four-layer
architecture.
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2.2. Four-Layer Architecture

The Four-Layer Architecture includes the following four
layers: the perception layer, the network layer, the middleware
layer, and application layer as shown in Figure 1 (b). The
middleware layer is placed in between the network and
application layers in order to improve the loT services
[11[2][8]. The perception layer comprises various 10T devices
such as wireless sensors, traditional computers smart phones,
etc. Both application and network layers accomplish similar
functions to other architectures [53].

2.3. Five-Layer Architecture

This architecture comprises five layers [3-6], the perception,
transport, processing, application, and business layers as
shown in Figure 1 (c). The function of both sensing and
application layers are the same as discussed in section 2.1.
The transport layer responsible for transferring the data
gathered by the sensing layer to the processing layer via 3G,
LAN, NFC, etc. The fourth layer in five-layer architecture is
the middle layer which responsible for storing, and processing
the data. Finally, the business layer which responsible for
managing the loT applications. As the Internet of Things is
characterized by limited battery power, memory size,
communication bandwidth, and processing performance, it
suffers from many challenges such as performance, high
energy consumption, security, etc. Therefore, the integration
of the IloT with the cloud, known as Cloud-Based
Architecture, is one of the attracting architectures to handle
these issues [22].

2.4. Cloud- based Architecture

Cloud computing can be viewed as a model which consists of
a large shared pool of computer system resources such as
servers, storage, etc. to provide different resource sharing
services such as hosting, computation, etc. for businesses and
users [1][9][10][11][26][28].
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Figure 1: Architectures of loT

Cloud computing can be classified into private, public,
community, and hybrid. Cloud-Based Architecture has into
three layers: The cloud layer, gateway layer, and the
perception layer as shown in Figure 2. The cloud layer is
responsible for controlling and managing different loT
services as well as storing and processing the data [17]. The
perception layer comprises different 10T devices such as
sensors for data gathering and control. The gateway layer
comprises various communication devices, such as gateways,

routers, etc. that perform data transmission between cloud and
10T devices in perception layer [14] [17].

14



4 Y
Cloud Layer

, »
y

4 Y

Gateway Layer

. A
y

4 Y

Perception Layer

Figure 2: Cloud-based Architecture

The idea of integration of both loT and cloud computing can
be applied because their properties are complementary [9], as
shown in Table 1.

Table 1. Complementary properties of Cloud and Internet

of Things
Parameter Cloud loT
Displacement | Centralized Distributed
Reachability | Everywhere Restricted
Element of Virtual hardware Things such as
the system and software wireless sensors,
resources. computers, etc.
Storage Unlimited storage Restricted
Data Means to manage Source of data
data
Role of the Acts as a means for | Point of gathering
system. delivering services. | different technologies

The cloud-based architecture has contributed significantly to
the improvement of various applications such as healthcare,
smart environment, etc. [52][53]. However, the Cloud-Based
Architecture faces many challenges such as latency, network
bandwidth, intermittent connectivity, and resource dependent
devices. These challenges are discussed below:

1. Low latency: Many loT real time applications such
as vehicle-to-vehicle communication requires the
latency between the 10T devices like sensor node
and control node to be below milliseconds [17].

2. Network bandwidth: Gathering, processing and
uploading a huge amount of data require more
network bandwidth. Moreover, as the number of
devices connected to the internet of things, the need
for high network bandwidth increases.

3. Intermittent Connectivity: Sometimes it is difficult
for the cloud provider to provide uninterrupted
services to loT devices that require continual
connectivity to the cloud [17].

The integration of loT technology with cloud computing
brings many benefits to different 10T applications. However,
Cloud-Based Architecture is not an optimal solution that can
handle the above challenges. Therefore, it is better to put
some kind of devices (gateways, bridges, routers, and so on)
close to sensors that provide high storage, and processing

International Journal of Computer Applications (0975 — 8887)
Volume 175- No. 16, September 2020

power [23] [24] in order to minimize or avoid the network
latency, intermittent connectivity, and resource dependent
devices. Therefore, a new architecture is need to overcome
these issues, fog-based architecture comes into play.

2.5. Fog-based Architecture

The fog computing paradigm was introduced in 2012 [12]. It
can be defined as a logical extension of the cloud computing
that provides services to loT systems such as processing,
storage, and networking services between end devices and
traditional cloud servers. The main goals of fog computing in
the internet of things is to improve performance, reduce the
amount of data transferred to the cloud [25]. Fog-Based
Architecture has three layers, the perception layer, the fog
layer and the cloud layer as show in Figure 3. The perception
layer comprises mobile such as smart phone, laptop, tracker,
camera etc. and fixed loT devices like home appliances,
wireless sensors, etc. These devices may gather and upload a
huge amount of data.
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Figure 3: Fog-based Architecture

The fog layer includes several network equipment’s like
routers, bridges, gateways, switches, etc. augmented with
computational power, and servers that can be deployed
anywhere [3]. The cloud layer is responsible for controlling
and managing loT different services and applications. It also
provides centralized storage, processing, analyzing and access
for huge data. Table 2 shows a summary of related articles
that have discussed the integration of the loT with fog and
cloud computing. The integration of fog computing with l1oT
brings many benefits such as service continuum, low latency,
heterogeneity, scalability, etc. Table 3 shows the differences
between cloud and for computing.

The benefits of integration fog computing with loT are
summarized below:

1) Fog Enables a Service Continuum: The integration of fog
computing with 10T provides and enables a service
continuum for different real time application
[13][24][17].

2) Low latency: Due to the fact that fog is closer to end loT
devices, it provides lower latency when processing the
data of end devices [24] [15].

3) Scalability: The closeness of fog layer (fog devices) to
perception layer (IoT devices) enables scaling a huge
number of connected things, applications and services.

4) Heterogeneity: The integration of fog computing and loT
enriches one of the key characteristics of 10T which is
heterogeneity by allowing the collaboration of different
hardware platforms among multiple services [14] [16].
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Table 2. A summary of related works that discussed the integration of both cloud and fog with 10T

Author Year Fog | Cloud Contribution

Flavio B. et al [16] 2014 X Suggests a distributed architecture for fog computing.

Alessio B. et al [9] 2015 X Presents a literature survey about the integration of both cloud
computing and internet of things.

Rukhsana T. et al [17] 2018 X Provide a comprehensive discussion about the architecture and
security of fog computing.

Azhra G. 2017 X Presents a literature review on cloud security issues.

Hany A. et al [25] 2017 X Provides an overview of the integration of cloud with loT.

Liu Y. etal [14] 2017 X Presents the characteristics of fog computing and differences
from other similar computing models.

Rashid D. et al [27] 2018 X Presents a study on cloud computing paradigm.

Yashpalsinha J. [28] 2012 X Presents a study of challenges in cloud.

Jianli P.etal [12] 2018 X X Provide a literature survey about the challenges in of Cloud and
fog computing paradigms.

Babatunji Q. et al. [1] 2018 X Provides fog/edge computing-based IoT framework.

Table 3. The differences between cloud and fog computing

Parameter Cloud Computing

Fog Computing

Service Continuum

Difficult to provide uninterrupted connectivity

Easy to provide uninterrupted connectivity

Response Time High High to Moderate
Device Coupling Tightly Coupled Loosely Coupled
Connectivity Distributed Fully distributed
Deployment Centralized Distributed

3. THEORETICAL BACKGROUND

This section introduces various theoretical concepts needed to
understand how does BC technology work?

The security model, which includes confidentiality, Integrity,
and availability are considered as an important principles to
ensure any form of security [27][29]. Moreover, another terms
like Accountability, Authorization, and Authentication are
needed for enforcing policy and controlling access.

e  Confidentiality: Confidentiality means the ability to
hide data from unauthorized users. The common
method of guaranteeing confidentiality in private
BC is cryptography and encryption methods.

e Integrity: It takes care of the consistency and
accuracy of data during its entire life-cycle. Hashing
and digital signature techniques are used to ensure
data integrity in private BC.

e  Auvailability: It ensures that data is available to the
users at a required range of performance in any
situations. The common way of guaranteeing
availability in public BC is by allowing any
participant in the network to read, write and audit

and maintain the blocks. In private BC only the
preselected nodes can read or write.

e Authentication: It deals with personal identification
in order to validate requests. Only the participants
or preselected nodes who have the private keys can
perform transactions [30] [31].

e  Authentication: It ensures that the user includes the
permission to perform a certain action.

e  Accountability: It offers administrators, the ability
to track the activities that users performed at a
certain situation.

e Non-repudiation: It guarantees that a sender cannot
deny an action in a system. In BC the non-
repudiation can be achieved via the use of digital
signature and timestamp.

The privacy can be maintained in public BC by using one-
time accounts, similar to zerocash (Zcash) which is a protocol
that provides a decentralized crypto-currency, in order to store
funds and generate a new private key for every new account.
[32] [33] [34][35][36].
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3.1. Digital Signature (Signing Process)

Each time a transaction is made by any participant or node in
the network, it is broadcasted to the all nodes in the network
after performing a so-called signing process which includes
two steps: hashing and encryption to produce a digital
signature. The digital signature is created as follows:

e  The hash value/digital digest is created by hashing
the message/transaction using any hash function
such as ShA-256.

e  The resulted hash value is encrypted by the sender’s
private key which results digital signature.

e The digital signature and the message/transaction
are broadcasted to the entire network.

3.2. Digital Signature (Validation Process)
This section explains the process of validation Blockchain
transactions. A Blockchain validator/miner is responsible for
verifying transaction within a Blockchain. After taking a set
of transactions, the miners can start the validation process by
applying the following steps to ensure they are legal (not
malicious and double spends) as follows:

e The miners decrypt the digital signature using
sender’s public key which results a decrypted hash
value.

e The miners apply the same hash function on the
received message which results a new hash value.

e |f the new hash value matches the decrypted hash
value, then the message/transaction has not been
altered and the Integrity, authentication and non-
repudiation are achieved.

e  Each miner puts validated transactions into a block.
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e  The validation process is finished.

3.3. Blockchain Consensus

Miners can building their blocks by applying the consensus
such as Proof of work [14][18][20], and they compete each
other to solve a cryptographic puzzle. The miner generates a
nonce value (random value) and add it to the transaction and
preform the hash function of this data to generate a new hash
value. The new hash value is compared with a target value
(predefined value) to check the validity of the transaction. If
the new hash value is less than target value, then the miner
validates the transaction and broadcasts a solution to the other
miners to validate it, else the miner increments nonce value
and try again. The other miners validate solution by hashing it
and generate another hash which should be less than target
value, if it is less, then the solution is accepted and the
consensus reach by approving it from all the miners in the
network, otherwise it is not accepted and the transaction is
rejected. The miner has 10 minutes to solve the puzzle
otherwise the transaction is rejected.

4, BLOCKCHAIN TECHNOLOGY

A Blockchain can be defined as a distributed and shared
ledger that maintains a continuously growing list of blocks,
which are linked and secured using cryptography
[19][371[38][39]. Before exploring the operation of BC, it is
important to know something about BC elements. A
Blockchain comprises two transactions, which are the actions
created by any participant in the system. The recorded
transaction might be payment history, e.g. Bitcoin [37], or a
contract or even personal data [21], and blocks that used to
record the transactions. Based on the data management, the
Blockchain can be categorized into public, private, and
consortium BC [40]. Table 4 shows the differences between
the three classes of BC.

Table 4: The differences between Public, Private and Consortium BC

Public BC Private BC Consortium BC
BC Visibility Completely open. Closed or open to a certain | Open to a certain number of
number of nodes. nodes ( preselected nodes)
Who is allowed to | Anyone can jointhe network. | The participant needs a | The participant needs a
participate in  the permission to join the network. | permission to join the
network? network.

Who is allowed to read,
write and audit.

Any  participant in  the
network.

Preselected nodes.

Preselected participants

Who would be the
miners of a BC?

Any participant can be a
miner.

Preselected node or nodes.

Preselected nodes.

Speed

Slower

Faster

Faster

Power Consumption

Large energy consumption

Low energy consumption

Low energy consumption

Privacy

No privacy

High level of privacy

High level of privacy

Computational
overhead

High

Low-Moderate.

Moderate

Decentralized

Fully decentralized

Centralized—some  form  of

decentralization.

Centralized—some form of

decentralization

Risk of Forking

Forks occur regularly.

Risk of forking is reduced by
using a consensus mechanism.

Risk of forking is reduced by
using consensus mechanism.

Double Spending Prohibited Not applicable Not applicable
Finality Not supported Supported Supported
Scalability A high concern A low to medium concern A low to medium concern
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In spite of both 10T and BC are two different technologies, the
BC technology can be one of the attracting solutions to deal
with the security and privacy challenges in 10T, because their
properties are complementary as shown in Table 5. Such
complementarity is the main reason why many researchers
sand academics have proposed many research papers that
suggest the idea of integration of Blockchain and Internet of
thing [46] in order to deal with the shortcomings of the
classical security and privacy mechanisms. Most of loT
security and privacy frameworks are centralized and are thus
not necessarily well-suited for 10T due to the difficulty of
scale, traffic, and single point of failure [47]. In addition to
that, chances of device spoofing, false authentication, less

reliability in data sharing could happen.

Most of 10T security and privacy frameworks are centralized
and are thus not necessarily well-suited for 10T due to the
difficulty of scale, traffic, and single point of failure
[47][48][49]. Consequently, a Blockchain can be one of the
remedy for addressing the security and privacy issues by
providing a distributed and immutable system of record for
sharing data across a network, hashing, encryption and
decryption for verification and authentication, and consensus
and agreement algorithms such as Proof of Work (POW) [50]
or Proof of Stake (POS) [51] for detecting bad users and
mitigating threats.

Table 5. Complementary Features of 10T and Blockchain

Blockchain loT
Resource Resource consuming Mostly devices are
resource restricted.
Time Block mining is time | Demands low
Consuming | consuming. latency.

Scalability Blockchain scale poorly | 10T is expected to
with large networks. contain a large
number of nodes.

Bandwidth | High
consumption.

bandwidth | Limited bandwidth.

Big data Source Means to manage

5. CONCLUSION

An loT ecosystem has several challenging regarding security
and privacy issues. This is because the 10T integrates different
technologies, hardware, and software. Therefore, many
researchers and academics have suggested the integration of
IoT with blockchain technology to address security, and
privacy challenges. This survey dealt the role of cloud and
fog computing to overcome the loT devices shortcomings
regarding security and other challenges. With the security and
privacy challenges in 10T. Blockchain technology is explored
as one of the solutions for addressing different issues and
challenges in 10T. This paper can serve as a primer for
researchers to understand the concepts of IoT and the
importance of integration of blockchain with loT for
addressing the security and other 10T challenges. Because in
our opinion, the blockchain technology can fill 10T security
gaps when it integrates with BC technology.
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