
International Journal of Computer Applications (0975 – 8887) 

Volume 175 – No. 24, October 2020 

20 

Dynamic Trust Emergency Role-based Access Control 

(DTE-RBAC) 

Amar Arora 
Scientific Assistant, NIC 

MeitY, Govt. of India 
Delhi, India 

Anjana Gosain 
Professor, USICT 

GGSIPU 
Delhi, India

 
 

ABSTRACT 
Data Warehouse (DW) security has always been a critical 

challenge for DW designers because of its global reachability 

via public networks. In order to maintain trade-off among 

security and accessibility, Role-Based Access Control 

(RBAC) has been considered a balanced approach over time. 

However, RBAC being inflexible, makes way for a flexible 

approach like break-the-glass (BTG) for emergencies. It 

allows overriding of all access control policies during an 

emergency like a fire, etc. To prevent any misuse of 

emergencies in BTG, Emergency RBAC (E-RBAC) proposed 

a combination of flexibility of BTG and separation of duty 

(SOD) constraints. Here, SOD constraints help in limiting 

user access to a certain level. In order to prevent any misuse, 

E-RBAC only allows users with high trust levels to initiate 

emergencies. The trust levels of users are calculated based on 

predefined parameters like experience, training hours, and 

user skill attributes, and thus remain fixed for a user. Here, in 

this paper, a dynamic trust analysis of the user based on the 

actions taken by them during the acquired emergencies has 

been proposed. The trust of the user can be dynamically 

modified to a lower level in case the action of the user leads to 

a breach of trust. The dynamic trust level of users prevents the 

system from any further damage in case of attempted misuse 

of emergencies. This paper also proposes the DTE-RBAC 

model, which provides a complete security solution to deal 

with the situation of breach of trust by highly trusted users in 

an automated fashion.  
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1. INTRODUCTION 
Data Warehouse (DW) [1] security has always been a concern 

for designers as it stores sensitive information about 

businesses. Its global accessibility via the internet makes it 

more challenging to provide a balance among security 

challenges and accessibility. Here, RBAC [2] seems to have 

been considered one of the suitable mechanisms to control the 

access of users as per their role in the organization structure 

[3]. The roles and associated predetermined privileges in an 

RBAC environment make it behave like a static mechanism. 

This inflexible approach makes RBAC unsuitable for solving 

emergencies [4]. For, e.g., a DW’s junior executive may have 

to perform actions of DW administrator in emergencies. Thus, 

a flexible approach break-the-glass (BTG) [5] proposed to 

deal with the emergencies. It allows the overriding of the 

access permissions by the user to deal with the emergency in a 

controlled manner [6].  

In the context of DW, various RBAC and its extensions [7–

13] have been proposed over time. The focus of all these 

approaches has been on improving the balance among 

flexibility and security of access control mechanisms. In 

RBAC, each user acquires some roles, and roles access is 

limited to permissions to access objects [11].  However, in 

case of an emergency, the restrictions have to be minimized, 

along with maximizing the auditing of the actions performed 

[4, 5]. Here, the minimization of restrictions opens a new 

threat of misuse of these minimized restrictions. However, 

none of the approaches handle the emergency; therefore, in 

[4], the authors proposed that during emergencies, the users 

holding the highest level of trust are mostly allowed to handle 

it. Here, the authors proposed that each user holds a 

predefined trust level based on various parameters like work 

experience, hours of training, skill attribute, etc. Under the 

existing system, there is no check on the trust levels in the 

event of abuse of trust. In this paper, a dynamic trust level of 

the users has been introduced, where the system can lower the 

trust level in case misuse of the system is detected. It can 

prevent any further damage to the system when the trusted 

user tries to exploit the system’s emergency for its advantage. 

The main contributions of this paper are as follows: 

 It introduces the dynamic user trust mechanism by the 

inclusion of misuse detection connected to the audit 

system. 

 It lowers the user trust level at run time based on the 

feedback of the misuse detector. It will not only prevent 

the breach of trust but also prevent the misuse or damage 

to the system in the ongoing emergency. 

The rest of the paper has been structured as follows: Section 2 

discusses related work. Whereas Section 3 discusses the 

proposed dynamic trust model, including misuse detection, 

Section 4 provides a case study on the proposed solution and 

its advantage, and Section 5 concludes with outcomes and 

possible future work. 

2. RELATED WORK 
The number of work has been performed in the literature [14, 

15] on the security of DWs over time. Out of all the different 

security mechanisms such as Mandatory Access Control [16], 

Adaptive Mandatory Access Control over OLAP [17], DW 

Encryption [18], Query Over Encrypted Warehouse [19, 20], 

etc., the user’s accessibility over the different elements is still 

managed by Role-Based Access Control (RBAC) [2] and its 

proposed extensions. Initially, DWs are widely using RBAC 

as its security component, but it faces many issues regarding 

the decision process, multiple roles, multiple sessions, and 

many other temporal dependencies [9]. Thus, Extended- 

RBAC combines RBAC with UCON [21] to provide robust 

access and usage control security mechanisms. In another 

variation of RBAC, Temporal RBAC [11] has allowed 

temporary limitations on roles, user-permission assignments 

(UA), permission-role assignments (PA), and role hierarchies 
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(RH). The generalized temporal role-based access control 

(GTRBAC) model [22], on the other hand,  capable of 

expressing a wide range of temporal constraints. This model 

allows expressing periodic as well as duration constraints on 

roles, user-role assignments, and role-permission assignments. 

Another approach considers the location-aware separation of 

duty while designing the role of the users and their respective 

access controls [23]. In another research proposal, a 

spatiotemporal information based access control [24] 

proposed an association of each component of RBAC with 

spatiotemporal information. Some recently proposed 

extensions of RBAC include RNBAC Model [25] and 

RNBAC-SC [26].  

All the works involving RBAC and its variations provide an 

access control solution for different situations and 

perspectives. Here, every user shares a single or, multiple 

roles and each role has been assigned permissions to access 

resources. However, in an emergency like a fire breakout, a 

user may have to perform some additional tasks beyond his 

role permissions. Two different approaches, BTG [5, 6] and 

delegation [27, 28], have been proposed in the literature to 

tackle emergencies. Delegation methods work on a principle 

of transfer of jobs with access rights from one user to another 

[27]. The delegation has been mostly temporary and revoked 

after the expiry of the time limit.  

On the other hand, BTG [5, 6] policy allows overriding of the 

existing access control. It allows a user to have access to the 

inaccessible areas in case of emergencies. Over time, BTG 

has also evolved with many enhancements like specifying 

break-glass policies with support to model-driven 

development techniques [29]. Another approach [30] allows 

the possibility to override a denied decision. During any 

proposal of access control override, the system prepares logs 

for every access or action taken for special auditing. In one of 

the recent proposals, TS-RBAC [31] proposed to bring 

dynamic changes in user permissions through transformation. 

It brings flexibility to the system by keeping the safety 

introduced by BTG-RBAC; it achieves this by changing the 

role-to-user assignment (UA) dynamically. Since modification 

of role and system constraints is a tedious task, [4] introduced 

a concept of separation of duty (SOD), where SOD controls 

and limits user access in emergencies. It also introduced the 

concept of the trust level (Ut), depending on predefined 

factors like user work experience (Aue), user training hours 

attribute (Aut), and user skill attribute (Aus). The trust level 

(Ut) categorizes a trust level of user as Low(L), Medium(M), 

and High(H), which decides the accessibility to Normal, 

Emergency, and Exception situations. However, these trust 

levels are static and pre-deterministic and can be a case of 

security threat. Section 4 discusses the complete scenario in 

detail with the help of a case study. 

3. DYNAMIC TRUST EMERGENCY 

ROLE-BASED ACCESS CONTROL 

MODEL 
The proposed DTE-RBAC has three significant components 

1. Emergency RBAC, 2. User Trust Analyzer, and 3. Misuse 

Detector, as given in Fig 1. 

1. Emergency RBAC deals with all the RBAC controls to 

provide controlled access of DW resources to users as 

per their role. It also has the responsibility to define the 

emergency roles, obligations, and permissions, which is 

similar to the one proposed in E-RBAC [4].  

2. The misuse detector is connected directly to the audit 

logs and has the responsibility to detect any case of 

misuse of the emergency role by the user. Whenever a 

misuse is detected, it provides the information of the 

detected user to the user trust analyzer.  

3. The user trust analyzer has the responsibility to 

determine the user’s trust level at the run time and 

providing it to the emergency RBAC for further action. 

Section 3.1 provides the complete working of DTE-RBAC in 

detail. 

 
Fig 1: Dynamic Trust Emergency Role-Based Access Control (DTE-RBBAC) Model

3.1 Working of DTE-RBAC 
The detailed working of the DTE-RBAC has been given 

below: 

1. Initially, a user enters into the system after clearing the 

initial authentication phase. Once authenticated, the user 

acquires a role and then its access to the DW elements 

controlled by the Emergency RBAC as per its acquired 
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role(s). 

2. The user trust analyzer calculates the user trust level 

based on predefined parameters such as experience, 

hours of training, etc. and also on the feedback from the 

Misuse Detector about the user’s historical actions from 

the audit logs. Initially, when the user enters the system 

for the first time, the misuse detector’s feedback remains 

zero. 

3. The user trust analyzer classifies the user trust level as 

High, Medium, or Low and informs the same to 

Emergency RBAC for further action. 

4. Then, Emergency RBAC assigns the trust level 

calculated by the user trust analyzer to the respective 

user. 

5. Once a user requests an emergency role, Emergency 

RBAC checks the user’s trust level. If the trust level is 

not High, then the request is immediately dropped. 

6. Otherwise, an emergency role is provided only after 

performing obligations, such as enabling the audit 

system, notification to system administrators regarding 

emergency, etc. After that, the user can perform 

emergency operations. 

7. On completion of the emergency task, the user informs 

Emergency RBAC, which immediately revokes the 

emergency role from the role list of the user. 

8. Here, the misuse detector keeps analyzing the audit logs 

for any suspicious activity from the user in previously or 

currently acquired emergencies. If any abuse of 

emergency is detected, the misuse detector triggers the 

misuse event to the user trust analyzer.  

9. Based on the trigger from the misuse detector, the user 

trust analyzer again calculates the user trust level, 

including the feedback from the misuse detector. It 

immediately informs Emergency RBAC about the new 

trust level of the user. 

10. Emergency RBAC assigns the new trust level to the 

respective user accordingly. 

11. Once the trust level of the user drops from High to a 

lower trust level, Emergency RBAC blocks the user’s 

access to an emergency role, including the currently 

acquired, if any. 

12. This lowering of the user’s trust level helps to avoid any 

abuse of an emergency role and also prevents the system 

from any further damage. 

Here, the misuse detector will always be in listening mode 

and analyzing the audit logs for any misuse. So, in case any 

user tries to steal any information or tries to corrupt any data 

during emergency role acquisition, his attempt can be foiled. 

Here, lowering the trust level of the user will help in blocking 

the access to the emergency role any further along with 

protection to the ongoing emergency role misuse. During 

emergencies, the RBAC has minimum control over the 

system; the breach of trust can be very costly to the entire 

organization. Therefore, misuse detection can be a vital tool to 

prevent any damage to the system due to a breach of trust by 

highly trusted users. 

4. CASE STUDY 
Let us consider a healthcare system scenario, where the 

hospital staff members are classified into High, Medium, and 

Low trust levels as per their level in the organization, the 

experience they hold, and the training they have undertaken. 

Based on their trust levels, it has been decided that only 

employees with High trust levels will be able to access the 

backup systems during emergencies like fire or waterlogging 

in the data center. However, before performing backup 

operations, one has to perform obligations, such as enabling 

the audit system, notification to all the heads, and system 

administrators regarding emergency and other required steps 

in the emergency manual. After that, the user can proceed for 

an emergency backup of all the databases and upload it on the 

cloud systems, etc. Here, after taking backup, the user needs 

to complete the post backup formalities again, like, sending 

the notification, switching off all the systems, etc. In the 

above scenario, the user handling the emergency might need 

to override all the access controls if he does not belong to the 

system administrators. Here, every action performed by the 

user during the emergency has been logged and used for audit 

purposes. It helps establish the responsibility of users for each 

action they take during the emergency as they are accessing 

many resources outside their access rights.  

Here, E-RBAC [4] solves these scenarios by defining 

emergency roles, role-to-user assignment, administrative role 

range, permission-to-role assignment, and SSD (static 

separation of duty) constraints. Initially, once a user asks for 

the emergency role, his trust level is verified in the role-to-

user assignment. If the trust level is High, and the user role is 

within the administrative role range, then further checks are 

initiated, else the request for emergency role stands denied. 

Further checks involve verification of SSD constraints, which 

verified the role of the user and the classification of duties that 

need to be performed. E.g., a doctor has a high trust level, 

cannot be given a data backup task. If the emergency role 

requested does not lie in SSD constraint, an emergency role 

can be given to the user where it performs tasks as per rights 

provided in the permission-to-role assignment. Every user 

action gets logged into the audit logs as it creates full 

responsibility for the user for his actions undertaken during an 

emergency. 

Here, the user trust level acts as a first check to verify its 

access to initiate an emergency, and it remains static 

throughout as it is dependent on his experience, training 

hours, and skills. What if there is a breach of trust? E.g., the 

user has tried to delete a specific record during an emergency 

while initiating the backup or tries to copy a record to separate 

files other than backup sent to the cloud systems. These 

actions might be by the trusted user itself or an attacker who 

enter the system using compromised credentials of a highly-

trusted user. There is no existing system in place where the 

user's trust level can be modified based on the analysis of 

audit logs. Here, the proposed model in section 3 introduced a 

misuse detector within the emergency role-based access 

control. The misuse detector notifies the user trust analyzer 

whenever it detects any user's suspicious action during an 

emergency. After that, the user trust analyzer lowers the user's 

trust level dynamically to prevent any further loss to the 

system. 

5. CONCLUSION AND FUTURE WORK 
This paper proposed the DTE-RBAC model to prevent misuse 

of emergency roles by any user. It proposed a misuse detector 

that analyses the audit logs to identify any breach of trust by 

highly-trusted users. Moreover, the trust level of the user can 

be lowered dynamically based on the feedback of the misuse 

detector. The dynamic trust level of users makes it difficult 

for any user to keep acquiring an emergency role by making a 
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fake emergency call. It prevents any further damage to the 

system on the detection of misuse during an emergency 

acquired by a user. As trust level acts as an initial check for 

the acquisition of an emergency role, the dynamic trust 

analysis, and its modification make it difficult for an attacker 

to attack using a highly trusted user’s compromised 

credentials.  

A misuse detector with a signature-based algorithm will be 

desiged to make it robust and self-learning in further studies. 

There is also a plan to implement the system in a standard 

DW environment like TPC-H to analyze its performance. 
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