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ABSTRACT 

Images play a significant role in various fields, such as 

biomedical, video conferencing, and remote sensing. 

Development in Digital Image Processing (IP) technology is 

motivated by the following key areas of application: improved 

human image awareness and processing of images for the 

recording and dissemination of machine perception. Two big 

problems are to be resolved if an image is to be transmitted. 

Firstly, the image may be accommodated within the specified 

bandwidth, and secondly, the image is protected. Image 

Encryption and Image Compression are 2 simple techniques 

in IP that are commonly utilized to satisfy the need for 

effective bandwidth usage and security. In this paper, An 

Encryption method by Fusion of Multi-Biometrics Data and 

Prime Numbers in which two algorithms postulations are 

identified with the Information Fusion techniques. First, one is 

FIF-Biometric and Numerical Information Fusion algorithm, 

which consolidates fingerprint and prime number to frame a 

hybrid fusion code. The second one is FIF, which consolidates 

face image code and a prime number to form a hybrid face 

code. The primary algorithm utilizes fingerprint as the 

biometric segment and the FIF algorithm utilizes a face image 

of the user. Then again fusion of fusion code of face and 

finger is managed using fif is applied to get the final output.   

General Terms 

Image processing, RSA Algorithm, Encryption. 

Keywords 

Face Recognition, image Encryption, image Cryptography, 

FIF. 

1. INTRODUCTION 
Face recognition (FR) technologies are a fraction of 

computing software for facial expressions & their importance 

in the field of research has recently increased. They use 

biometric knowledge from humans and quickly extend it to 

non-collaborative people rather than a signature, iris, 

fingerprint, etc. FR systems are commonly used & favored for 

people and safety cameras in metropolitan life. Some systems 

may be utilized for the detection of violence, video 

surveillance, and identification of people and associated 

protection operations.  FR technology is a complex image 

processing challenge with complex lighting, occlusion, and 

shading on live images.   This is a combination of techniques 

in IP and FR. To find a location of the faces in a given image, 

the detection application is used. The recognition algorithm is 

used in the detection of such images with known defined 

properties, typically found in most applications for computer 

vision. Form detection uses regular images, detects faces, and 

extracts facial features that include eyes, eyebrows, and nose 

[1].  

In most cases the image is represented by pixels in the space 

domain; however, the frequency-domain representation 

obtained in the Fourier Transform is the most common one. 

Even from the perspective of object recognition the Fourier 

transformation of an image isn't quite insightful. Others such 

as wavelets, curvelets, contourlets, etc. provide patterns other 

than pixels or frequency as alternate representations. Such 

images are converted to promote the recognition of images. In 

this chapter, so present a survey of the literature on face 

recognition from still intensity images [2]. Face-recognition in 

human-computer interaction is a very relevant research 

content. It is used widely for secure networks and everyday 

life due to the benefit of the easy and non-contact acquisition. 

At a similar time, extracted features play the main role in 

facial recognition therefore scientists recommend certain 

forms of algorithms for extraction. Any three types of facial 

recognition strategies are available: 

1) An approach basing on local face feature recognition: 
These algos for example have strong anti-interference 

and good rotation and explanatory variability, LDP 

(Local Derivative Pattern) & Local Binary Patches 

(LBP). 

2) An approach basing on global faces feature recognition: 
For example, the Component Analysis Linear 

Discriminate Analytical Theory is therefore more 

recognizable local face algos than global algos in FR. 

3) An approach basing on fusing global face feature & 

local face feature: For example Eye fusion, Noise 

feature extraction, Eigenfaces, etc. 

2. IMAGE ENCRYPTION (IE) 
Multimedia, Inter-net, telemedical, medical imaging, & 

military communication use image encryption. The level of 

security, the speed, and the resultant scale of the stream is 

nevertheless challenging. Although a chaotic system's 

dynamic reaction may be adaptable to initial values, chaotic 

system parameters, increasing numbers of researchers use 

chaotic sequences to encrypt images to secure their 

communication.  The first-order chaotic scheme for 

encrypting digital images is a simple and fast method [3]. 

2.1 IE Algorithm 
2 approaches are used to encrypt an image here. 

2.1.1 Chaotic Mapping 
Essentially, after a given algorithm, it marks the images and 

the original image may be recovered when reversed. The left- 

map reveals that the image first is a pixel line and is then 

shuffled with another algorithm and transformed again to N × 

N (encrypted). It is separated diagonally into two maps. This 

is seen from the N×N image. 
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2.1.2 Bit Plane Mixing 
The square image includes N × N pixels of the L gray level. 

Every pixel A has a Gray Level value that can be seen as 

binary numbers. 

𝐴 = 𝑆𝑢𝑚𝑖=1
𝑖=8𝐾𝑖 ∗ 2

𝑖  

While the image can be separated into 8 layers. The lowest 

binary numbers for image values are composed, as seen in the 

first layer; the second layer consists of the two coefficients, 

etc. 

3. CRYPTOGRAPHY 
Cryptography is an important multimedia content protection 

tool. Before being distributed through the internet, all 

multimedia files are encrypted. Because of file encryption, all 

entities without access to keys are useless. The key to content 

decryption will also not be revealed to anyone other than the 

service provider. There are other (symmetric) cryptography 

goals that can be accomplished, but three of the main 

objectives: 

3.1 Confidentiality 
It means that an adversary who has access to the 

communication channel is not able to get information about 

the content of messages swapped by communications 

partners. 

3.2 Integrity 
It ensures that the contents of the shared messages can not be 

updated unauthorized by an adversary having access to the 

contact link. In other terms, it stops an aggressive adversary 

from exploiting messages without recognizing the 

manipulation.  

3.3 Authenticity 
Encrypting is a way of shielding information against 

unwanted attacks by converting information to a shape that is 

not visible for attackers and ensuring an adversary who 

accesses a contact channel cannot alter the information 

regarding the origin of the transmitted messages. Data 

encryption primarily modifies data such as text; photograph, 

audio ... so that during transmission it becomes unreadable, 

invisible, or impenetrable. But the receptor only reverses key 

encryption known as key decryption to retrieve the original 

data. 

Measurement of BNIF (Biometric & Numerical Information 

Fusion) is to add finger code with the figure section to 

establish an entrance key for safe commerce of benchmarks 

relevant to electronic currency. During the meantime, it 

reveals once again the critical moments of the method, which 

make the combination of knowledge possible: 

 1. RSA: to make code of number & private key;   

2. Fingerprint Calculation: It is to separating biometric code; 

3. This is to data mix articulations. 

4. LITERATURE REVIEW 
[3] The goal of this research has been to develop a new 

method that can be used for encrypting images to significantly 

increase security. To solve this question of image protection, 

so propose a distributed homomorphic imaging system, with 

representations of the visible electromagnetic spectrum of 

interest. In our encryption process, the red green blue (RGB) 

image is first divided into its channel images and the pixel 

numerical intensity value for each channel is written into 

several sub-values of less pixel intensity which means that for 

each pixel R, G, and B channel images, multiple component 

images are generated. The homomorphic encryption function 

enables each sub value for the pixel intensity to be encrypted 

separately by using an encryption key in every component 

image which leads to a distributed image encryption 

approach. Until transmission and/or storage, each encrypted 

part image may be compressed. 

[4] Biological sequences are also utilized to encode data 

because of its features inherent in the implementation of 

cryptographic algorithms. DNA encryption is the most 

frequently utilized data authentication approach based on 

biological sequence characteristics. A new two-stage 

technique is introduced in this research to protect the images 

from unauthorized access. The enhancement of the protection 

is based on DNA Encryption & PCR (polymerase chain 

reaction). The suggested approach is evaluated using normal 

parameters to demonstrate the algorithm's efficiency. 

[5] To place the human eye in multiple databases by pre-

processing, ASEF Human Eye Location Algorithm has been 

implemented. Clustering also is then utilized to cluster face to 

gesture recognition. FR in all aspects of social life has been 

used increasingly in current years. FR also involves a range of 

similar strategies to construct facial recognition networks, 

including image retrieval, face location, preprocessing of 

facial expression, identity authentication, and identity search. 

Many face recognition systems today, though, have 

tremendous demands on the face and are very weak in their 

robustness. Multi-pose face recognition has, therefore, 

become a significant FR phenomenon. 

[6] Encryption and time decryption of various algos of 

random data packets size have been observed. Next, this paper 

discusses the fundamental principles of cryptography: 

encryption & decoding. Secondly, very common RSA algos 

are compared to ECC (Elliptic Curve and El-Gamal). Our 

evaluation depends upon the length of key measurements that 

affects runtime. At last, our study ends by reflecting on 

various results between RSA & elliptical curve algorithms. 

Security of the Internet and privacy security for all users 

should be assured. Safety is also a significant issue when 

communication is exposed to networks. The information is 

rarely properly safeguarded in the world today as it should be. 

Cryptography is one of Network Security's most effective and 

effective elements. Cryptography is a system for the 

transmission of unintelligible information, which guarantees 

safe & secure communication among the sender & receiver. 

The sender can only decode information received & encoded 

by the approved receiver. Cryptography plays a key role in 

ensuring these networks are secure. 

[7] The technique of DNA encoding and self- adaptive 

permutation was effective and efficient. The basic image is 

initially encrypted by DNA encryption in the DNA sequence. 

1D chaotic map & LFSR (Linear Feedback Shift Register) 

produce the main series. The main sequence is used to block 

the encoded DNA image by complement it. The DNA 

inclusion law is then extended based on the chaotic map of 

two 1D. Eventually, a self-adaptive permutation technology is 

implemented using the image encoded disruption value. A 

decoded image may be completed with a reverse encryption 

method. Discussions & Results indicate the suggested 

approach has produced more effective encrypted images and 

thus improved statistical attack resistance. 

[8] proposed an algorithm for human facial recognition 

merging algorithm for skin color identification with an 

algorithm for binary morphological examination. To that the 
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effect of illumination on the picture, firstly, captured images 

must go by YCrCb model recognition. For decreasing the 

impact of lighting on the image, HSV model recognition algo 

is approved. The obtained detection signal is converted into a 

binary image. The denotation of binary morphology would 

also take place, obtaining an image of human face 

recognition. Recent findings reveal that for uncomplicated 

human face images, a fairly difficult human face image & 

complicated human face images, algorithm introduced in this 

work will achieve detection and recognition rate of 90%, 

93.3%, and 98.6%, respectively. 

[9] Discussed is a technique that incorporates encryption and 

steganography to provide multilayer protection. A higher 

degree of protection is given by the proposed RSA 

cryptography algorithm combined with the dual audio 

algorithm. In our day-to-day activities, millions of people 

using the Internet. The protection of data security is very 

important for numerous commercial and non-commercial 

applications. Automated data security tools are therefore 

needed. Another significant thing is the reliability of network 

connectivity with the implementation of distributed 

computing systems. The distribution networks are used for the 

handling of data for both research institutions, businesses, and 

government organizations. The security of data during 

communication within a computer network at various 

locations where end-users concurrently operate was therefore 

unavoidable. 

[10] The algorithm presented is based upon the RGB image 

fusion, but the color filters array dependent upon most 

generally used color in an array is Bayer image format, and 

most data processing and camera devices, however, are not 

the RGB model. This paper primarily extends a BAYER 

model based on fusion algorithms. In regular deviation, spatial 

frequency & information entropy, a new algorithm is superior 

to RGB. Bayer's algorithm is less than RGB's according to the 

test sum. 

[11] Explanation of image fusion principle using hybrid 

medical multimodality images Together with CT, MRI, and 

cell activity in the body, structural features such as PET are 

significant for study. This work, therefore, demonstrates a 

synthesis of representations of PET & CT. The most 

commonly used image fusion algorithms are DWT (Discrete 

Wavelet Transformation), SWT (Stationary Wavelet 

Transforming), DCT (Discrete Curve Transformation), and 

main component analysis. The hybrid algorithm is developed 

with the incorporation of traditional and advanced fusion 

methods for overcoming demerits and improving image 

processing properties various algorithms are observed, 

investigated & compared by PSNR, ENTROPY & MSE 

efficiency. 

RESEARCH GAP 

 Enhancements on image pre-processing 

technologies, consisting of feature extraction [13]. 

 Efficient face recognition algorithms have 

developed rapidly over the last decade. Traditional 

face recognition algorithms may be categorized into 

2 categories: holistic & local methods to 

characteristics.  

 A neural network with radial bases with a non-

negative matrix factorization is described in [14]. 

Facial recognition Furthermore, checking of the 

expression and speech,   

 Wavelets from Gabor have been commonly used to 

describe the face by researchers who identify the 

face and features are known as a better 

representation of the face in terms of (rank-1) 

recognition rate [15].  

 Further work will concentrate on expanding facial 

characteristics to more reliably identify faces [16]. 

 Besides, this application will be used to identify the 

medical images to determine the right disease 

previously confirmed [17]. 

 Chosen to reduce the number and inefficiency of 

dimensions only the most commonly used values of 

any encryption algorithm. 

5. PROPOSE METHODOLOGY 
In the extensive use, look at two algorithms postulations are 

identified with the Information Fusion techniques. First, one is 

FIF-Biometric and Numerical Information Fusion algorithm, 

which consolidates fingerprint and prime number to frame a 

hybrid fusion code. The second one is FIF, which consolidates 

face image code and a prime number to form a hybrid face 

code. Here look at two algorithms named FIF and FIF 

algorithms. Those depend on the Information Fusion 

techniques including physiological biometrics, for example, 

face recognition and fingerprint. The primary algorithm 

utilizes fingerprint as the biometric segment and the FIF 

algorithm utilizes a face image of the user. Then again fusion 

of fusion code of face and finger is managed using five is 

applied to get the final output. This code would be connected 

with the Hybrid code and would, therefore, allow you to use 

the second code if you lost the first. 

5.1 Face Finger Information Fusion 
This  Algorithm is to connect the face image of the user & a 

bit data to form one of kind unique vector [12]. 

The plan is partitioned into three sections:  

 Face Algorithm: it is segmented for separating 

biometric code; 

 RSA: RSA is segmented to creating number code 

and private key; 

 Fingerprint Algorithm: This algorithm is to 

separating biometric code;  

 FIF Algorithm: it is part of the information 

combination. 

Next, upload a real customer's photograph and convert it into 

a facial file. The biometric highlight of the image utilized by 

hybrid face code is differentiated by the SIFT algorithm. At 

this point, a bit of information is inputted and a stable RSA 

algorithm is used to obtain a private key & module vector. 

Strengthen face code and module vector and private key from 

bit data at that level. Place Face Information Fusion (FIF) 

algorithm for the hybrid fusion matrix. For transforming 2 

vectors into a matrix that incorporates face code, module & 

private key vectors FIF algorithm is used. As an entranceway, 

the hybrid fusion vector can also be used. 

Then the finger image was uploaded and converted into a 

finger code. The biometric highlights of the image used for 

the hybrid finger code are isolated by the SIFT algorithm. 

SIFT is a computer vision algorithm to identify and explain 

the local features of an image. FIF algorithm used to convert 

two vectors into a finger code, module, and private key vector 

matrix. As an entranceway, the hybrid fusion vector can also 
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be used. 

5.2 Face Information Fusion Algorithm 
The FIF algorithm stages are specified below: 

Be a, b € Z, 2 vectors, where a includes biometric element & b 

product of 2 prime no.  

 Be s € Z: s=a + b; where a & b are sizes of 

biometric vector & module vector.   

 Be q € Z: q= [v s] whole no. including s root.  

 Nz1 = q- (a.q) and nz2 = q- (b.q) to reduce size of 2 

vectors by. 

 Original size of vectors is set by, a1 = a+bz1 & b1 

=b+bz1.  

 Additionally, categorize every vector into blocks 

which would be hybrid vector lines, vector 

including 2 vectors added incorrect way, 

nbloocc_a1 = m1/q,& nbloocc_a1 = b1/q.  

 Be: P ed = bz1 + bz2, 

 A private key is used to insert the blocks; the no for 

1st part of the private key specifies no. of vector 

blocks to be inserted in a hybrid matrix, & the 

second private key component defines several 

blocks of module vector to be inserted into vector 

hybrid, etc. 

 At last, algo has to confirm that got matrix is 

squared as, 

PedTot = q2 - (a + b), 

Dif = P ed – PedTot 

Then, 3 cases can be notable:  

Dif < 0 =⇒ line totaling, 

Dif = 0 =⇒ no added padding, 

Dif > 0 =⇒ column totaling. 

5.3 Finger Information Fusion Algorithm 
The numeric size vectors in the FIF algorithm include 

fingerprint code, node, and private key. The fingerprint, 

module, and private key vectors are generated by the FIF 

algorithm to be padded. The vector span must be evened out 

for the padding process. 

The transformation of two vectors by FIF algorithm into one 

vector takes place below: 

 Be a & b € Z, a & b are 2 vectors, wherever 

includes biometric element & b product of 2 prime 

numbers.  

 Be s € Z: s = a +b; a whole no. including s root. 

 To have a square root, this is the need that bz1= q-

mod (a .q) and bz1= q-mod (b .q). 

 Hence original dimensions of vectors would be: a1 

= a+az1 & b1 =b+bz1. 

 Categorize every vector into blocks that would be 

dual vector lines, a vector that includes 2 inserted 

vectors correctly, 

 Be: Ped = bz1 + bz2, 

 A private key is used to insert the blocks; the no for 

1st part of the private key specifies the number of 

vector blocks to be inserted in a hybrid matrix, and 

2nd private key part defines several blocks of matrix 

module to be inserted into vector hybrid, etc. 

 The algorithm will eventually check that matrix 

obtained is genuinely squared as, 

PedTot = q2 - (a + b), 

Dif = P ed – PedTot 

 after that, 3 cases may be imminent: 

Dif < 0 =⇒ totaling of a line, 

Dif = 0 =⇒ no added padding, 

Dif> 0 =⇒ totaling of a column. 

1) Be a, b € Z, 2 vectors, where a includes biometric 

element & b product of 2 prime no.  

2) Be s € Z: s=a + b; where a and b are the sizes of 

biometric vector & module vector.  

3) Be q € Z: q= [√ s] a whole no. including s root.  

4) To decrease size of 2 vectors by, nz1 = q-mod (a. q) & 

nz2 = q-mod (b. q).  

5) Original size of vectors is specified by, a1 = a+bz1 & 

n1 =n+nz1. 

6) Besides, separate each vector in blocks which would 

be hybrid vector lines, a vector including 2 vectors 

inserted suitably, bloocc_a1 = a1/q, and bloocc_b1 

= b1/q.  

7) Be: P ed = bz1 + bz2,  

8) The private key is provided to insert blocks; 1st 

component in a private key is specified by no. of 

blocks inserted in a hybrid vector of face code, & 

2nd component in private key defines numbers of 

blocks inserted into a vector of the hybrid vector. 

 9) Algorithm will eventually show that matrix is simply 

squared, PedTot = q2 − (a + b), Dif = P ed – PedTot 

So you may discern three cases: diff < 0 =⇒ 

inserting a line, Dif = 0 =⇒  no inserting padding, 

Dif > 0 = ⇒ adding a column. Padding line or 

column generated with a private key.  

10) While you produce a squared Union U matrix, the 

grid U & permutation matrix P is after that, you 

now have transitioned in parts. The personal key of 

estimation cryptography chooses the permutation 

matrix. A structure of six 3×3 change frames, which 

is computed like those of matrix U, is generated 

from a common grid:  

11) Finally, you must have the outcome of the Union 

Matrix U and the P frameworks permutation: F = 

UP 12) you can receive a Fusion-F structure 

segregated by the method to generate the V-vector 

ranking which is hybrid-face code. 
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6. FLOW DIAGRAM OF PROPOSED 

WORK 

 

Fig 1: If necessary, the images can be extended both 

columns 

7. EXPERIMENTAL RESULTS 
By using MATLAB as a simulation tool for our experimental 

analysis and java 7. A category of uses called toolboxes is 

illustrated by MATLAB. To encourage many users to 

research and concern MATLAB, toolboxes encourage you to 

specialize in technologies. This section has discussed the 

experimental findings of the suggested solution. Matlab 

follows the proposed solution. The suggested solution has 

been checked for various Face sets. In order to generate the V-

vector output, a hybrid face code, the Fusion F structure we 

know must be divided. Numerous experiments were carried 

out on several images of iris and fingerprints that led to 

certain domain parameters for each images and private keys. 

With different sets of fingerprints & face the proposed method 

was checked  

 

Fig 2: Face Code 

The correspondent of a face code Figure 2 as a numerical 

vector shows in the above figure 

 

Fig 3: Product of 2 prime numbers (Module) 

The above figure illustrates why mathematics and informatics 

are not able to construct a number by even attempting any 

combination. It's so important to consider. It implies that first 

attempts are made to crack in two, then in three, then in four, 

etc. If you try to fasten a primary number, particularly a very 

high number, you have (essentially) to try every possible 

number of two. The primary numbers used for cryptography 

take years (even hundreds) in the fastest computers. 

 

Fig 4: Private Key 

The figure above indicates that personal key encryption uses a 

single key to both ciphertext and plaintext encoding. The 

sender and the receiver themselves will share the key and this 

key method for exchanging information is a complete subject 

of cryptography. 
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Fig 5: Show the starting point to browse image 

Figure 5 shows the basic points for browsing image 

 

Fig 6: Fusion of Multibiometrics 

Multibiometrics are spoofing resistant and have a small FAQ. 

Multi-biometrics, however, require storing a number of 

biometric models for each user, thereby raising the risk of 

user privacy and protection. The multibiometric fusion in 

Figure 6 reveals . 

 

Fig 7: Biometric Authentication using Face Recognition 

Due to its uniqueness and its strength, this figure shows the 

key attribute for bio authentication in the past few years. 

There was a mistake. By analyzing colored skins in the facial 

image, the proposed method estimates the face. The face edge 

characteristics of the identified face skeleton are then 

removed. 

Table 1. Sample ECC parameters and Outputs 

Keyword Variable Output 

ECC 

Parameter s 

P 7012 

A,B 5,4 

G 2916 4335 

 

 

Keys 

Private Key 219156166bdada660033e 

23ed45gh 

Public Key 

A 

5840c76d4a9c5c69222f87 

e4ab23 

Public Key 

B 

6e273782349b244a313899 

Ad234d36 

Encryption n 

and 

Decryption 

using ECC 

Plain Text Hi this is a message to encrypt 

Encrypted 

Text 

ee90dc44eb4a7f5f66c09c3 

1dce01e93 

Decrypted 

Text 

Hi this is a message to encrypt 

 

The table above shows various operations in the GF(P) 

elliptical curve regions, such as addition , multiplication, 

reverse-method, development of parameters, key generation, 

encryption and decryption. 

8. CONCLUSION 
By implementing an FFIF-algorithm called Hybrid 

Knowledge Fusion. Through combining through biometric 

human approaches, attempted to build a stable cryptographic 

key for improved protection. An important approach to the 

generation of stable, multimodal biometric cryptographic 

keys. FIF is a general principle that is fully independent of the 
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biometric segment we find, which more than anything is 

reversible, but only if the biometric segment is additionally 

accessible to the private key generated by the open key 

cryptographic measurement. A conceivable application of this 

system of encryption is related to the confirmation of an 

individual. To specify encryption algorithms utilizing 

information fusion techniques with physiological biometrics 

and a numerical part. The last yield the hybrid fusion code 

contains the unique characteristics of the user (Fingerprint 

code, Face code), which is used as a character of the legal 

user. By utilizing a hybrid fusion vector, to a degree may keep 

away by attacks such as replay attacks, Phishing attacks, & 

brute force attacks, & may confirm that the user is legal or 

not. In this paper, we implement an expansion of the figured it 

out a calculation to multi-biometrics, to make it the most 

efficient it is feasible for the points we need. At last, to assess 

the efficiency, a benchmark will be planned to intend to give 

near outcomes as far as both figuring time and asset 

utilization. 

9. FUTURE WORK 
An expansion of the figured it out a calculation to multi-

biometrics, to make it the most efficient it is feasible for the 

points we need. At last, to assess the efficiency, a benchmark 

will be planned in the future to give near outcomes as far as 

both figuring time and asset utilization. The suggested 

solution is to be applied to several distinctive biometric 

characteristics in future work. Quality metrics & partial face 

matching are presented & running time analysis is performed. 
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