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ABSTRACT

The threat of cyber intrusion is progressively high and
harmful. Intrusion Detection Systems (IDS) provides the
ability to identify security breaches in a system. A security
breach will be taking any action based on the owner of the
system believes unauthorized. Attacks in Wireless Networks
(WNs) aim in limiting or even eliminating the ability of the
network to perform its expected function. WNs are networks
with limited resources and often deployed in uncontrollable
environments that an intruder can easily access. WN attacks
target specific network layer’s vulnerabilities but normally
affect other layers as well. Network layer should be monitored
and evaluated in order to detect possible malicious
intervention. In this research, a general methodology of an
anomaly-based Intrusion Detection System is proposed and
evaluated the proposed system using routing layer attacks in
Ad-hoc Distance Vector Routing (AODV) protocol and IDS is
able to detect malicious activity and our solution delivered the
packets to the receiver in a new route without discarding.
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1. INTRODUCTION

Security is becoming precarious issue as the Internet
applications are growing. At present the security technologies
are focusing on firewall, encryption and access control. But
these technologies cannot assure a security without any
imperfections or defects. The system security can be improved
by Intrusion detection. The IDS that is able to classify
intrusions in real time with accurate results is important. The
patterns of user activities and audit records can be examined
and the intrusions can be detected.

IDS is used for monitoring the network and protecting the
network from the invader. Nowadays, hackers are using
different types of attacks to get the valuable information.
Hence security is much needed for the users to secure their
system from the invaders. Network Intrusion Detection
System(NIDS) are placed at a strategic point within the
network to monitor traffic to and from all devices on the
network. NIDS performs an analysis of passing traffic on the
entire subnet, and matches the traffic that is passed on the
subnets to the library of known attacks. Once an attack is
identified, or abnormal behavior is sensed and attacker node is
displayed. Thus, IDS are becoming essential for network
users. The AODV protocol, starts the route formation when
the source node has some transmission data. The AODV
maintains and uses the same routing information as long as
the transmission lasts and the route remains stable. It makes
use of broadcasted RREQ messages to form paths and, upon
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receiving these messages, the intermediate nodes forward
them further and responds back on behalf of the destination.
The RREP message is sent as a unicast message to the source
node using information gathered by intermediate nodes. This
process also helps the nodes to learn about the forward and
reverse path between the communicating nodes. Thus, AODV
protocol helps in reducing the control traffic in the network,
which, in turn, gives it an edge over proactive routing
protocols used by Mobile Ad Hoc Network (MANET).

Network Simulator-2 (NS-2) is an open source, event driven
system that is developed using C++ and Tool Command
Language(TCL) language. In NS2, researchers can easily add
new components and functions to the system to serve their
own purposes. The latest version of NS-2 supports most of the
standard protocols. In order to analyze security features for
the network, needs to add security module into NS-2.

2. RELATED WORK

Christiana loannou, Vasos Vassiliou et al [1] proposed a
Wireless Sensor Networks (WSNs) with black hole and gray
hole attacks. The WSN aim in limiting or even eliminating the
ability of the network to perform its expected function. The
Binary Logistic Regression (BLR) statistical tool is used to
classify local sensor malicious activity to either benign or
malicious and evaluated the proposed system using routing
layer attacks and showed that IDS is able to detect malicious
activity within the range of 88%-100%.

Sydney Mambwe Kasongo et al [2] proposed a IDS where
networks are coupled with a filter-based feature selection
algorithm, which is then evaluated using the well-known data
mining (NSLKDD) dataset and it is compared to the
following existing machine learning methods: support vectors
machines, decision tree, K- Nearest Neighbor, and Naive
Bayes and the metric used is precision, which shows a less
error rate.

Yihan Xiao et al [3] proposed a network intrusion detection
model based on a convolutional neural network IDS.
Redundant and irrelevant features in the network traffic data
are first removed using different dimensionality reduction
methods. Features of the dimensionality reduction data are
automatically extracted using the CNN and more effective
information for identifying intrusion is extracted by
supervised learning. To reduce the computational cost, the
original traffic vector format is converted into an image
format and used a standard KDD-CUP99 dataset to evaluate
the performance of the proposed CNN model. The
experimental results indicate the Accuracy, False Alarm Rate
(FAR) and timeliness of the CNN_IDS model are higher than
those of RNN and DNN.

Aman deep Kaur, Prakash Rao Ragiri [4] proposed a Mobile
Ad-hoc Network where gray hole attack targets the routing
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protocol of the network and AODV is prone to gray hole
attack due to lack of central control and security. The result of
the AODV protocol is simulated in different scenarios, the
impact of gray hole attack is observed and compared with a
normal scenario.

3. PROPOSED WORK

This section explains the proposed system about identifying
attacker nodes and to set a new path to send different packets to
the destination node.
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Fig 1: Block diagram of the proposed work

3.1 Simulation environment

Created a wireless network with a following configuration.
Number of mobile nodes:25, number of packets:50, mac
type:802.11, network interface type as wireless physical,
antenna model as Omni- Antenna, energy model with initial
energy:10, protocol: AODV. The simulation can be viewed in
a network animator (NAM).

3.2 Simulate the environment with all the

nodes

The NS2 simulator is used and designed, programmed the
modules and implemented the various classes to work with
existing NS2 modules. Several modifications were also
carried out on existing NS2 modules to incorporate the
various required node behaviors and the overall functionality
of the proposed system. A single node is set initially as a
receiver node and all other nodes acts as sender nodes. In the
simulation the communication among the nodes can be
viewed. The 12th node is made the receiver node, that
receives packets from other nodes.

3.3 Simulate the environment with the

nodes acting as the attackers
The attacks were given in the Ad-hoc protocol. The attacks
were given in Ad-hoc distance vector protocol in a forward
packet class. The packets that are sent to the receiver is
disrupted. The attacks used here is,

3.3.1 Black Hole Attack

It is also a packet drop attack. Black hole attack is a type of
denial-of-service(DOS) attack in which a router that is
supposed to relay packets instead discards them. In the black
hole attack the node 8 is made as a Black Hole attacker node.
All the packets coming from the node 8 is dropped. So the
packets that is coming from node 8 is not received by the
receiver.
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3.3.2 Gray Hole Attack

A gray hole attack is extension of black-hole attack used to
bluff the source and monitoring system by partial forwarding.
Generally Gray Hole attack stores the address of the packets
that is coming the nodes and discards selective packets from
the nodes. In the Gray hole attack the node 16 is made as a
gray hole attacker node. All the third packets coming from the
node 16 is dropped. So the packets that is coming from node
16 is not completely received by the receiver.

3.3.3 Selective Dropping Attack

Selective Dropping attack is also one of the security attacks.
The Selective Dropping attack does not store any address of
the packets its coming from. It basically discards the selective
packets it is obtaining. In the Selective Dropping attack, the
node 18 ismade as a Selective Dropping attacker node. All the
fifth packets coming from the node 18 is dropped. So the
packets that is coming from node 18 is not completely
received by the receiver.

3.4 Node monitors

Node monitors(NM) are nodes that do not contain any packets.
This acts as a promiscuous mode. A new function is created in
the AODV protocol, which acts as a solution to our problem.
It does not involve in sending and receiving the packets. It just
transmitsthe packets and make a count on how many packets
have been sent and received by each neighbouring node. Node
monitors stores the data of the neighbouring nodes as how
much packets its being receiving and sending to the other
node. It identifies the attacker nodes by finding the difference
between the sent and received packets of each neighbouring
nodes. After one neighbouring node has sent the packet, node
monitor makes a count on that and after two seconds it checks
other neighbouring nodes receiving packet because sending
packets takes some time during their transfer in the path. If the
packets discarded is greater than two packets, it identifies the
specific node as the attacker node and displays. The attacker
node is identified and in the forward path it is noted, the path
is dropped and a new shortest path is created by the network
in the AODV protocol and the packets is being transferred
without discarding.

3.5 Performance Evaluation

In order to analyze the efficiency and other important aspects
of the proposed solution in the standard AODV protocol the
performance evaluation is done. For the performance
evaluation the parameters input is taken from the trace file.
The trace file is the one that runs at the backend when a
simulation starts. Based on the simulation results, the
parameters that are compared are:

3.5.1 Throughput

Throughput is the number of successfully received packets in
a unit time. Average Throughput is the number of data bits
delivered at the destination node in unit time.

. D (N 1024 % 8)
- nA_O Transmission Time

Where:
A: application ID

N: total number of packets delivered

n: total applications
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3.5.2 Delay 0 delay
Delay is the difference between the time at which the sender - -
generated the packet and the time at which receiver received 2.2000 ! ot ! | Setd
the packet. Average End-to-End Delay is the difference in 20000
terms of delivery time of the first data packet at destination '
node to the time it was transmitted by the source node. 18000
1 16000
E= HZA_ (tr —ts) 14000
Where: L
tr: Time of first received packet at 1,0000
destination. 6406
ts: Time of first received packet at 06000
source.
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Fig 2: An environmental setup

An environmental setup is made and can be viewed in NAM.
Fig 2. RX is 12th node acts as the receiver node. Where the

Fig 5: Attacker nodes

other nodes send packets to the 12th node. Fig 5 The attacker node is introduced, where 8th node is a
black hole attacker node, 12th node is receiver node, 16th
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s x 108 throughput node is gray hole attacker node, 18th node is selective
Term dropping attacker node.
13.0000 %o
12.0000 MM throughput
11.0000
iy Te0
10.0000 I-J L 18.0000
9.0000 I *
80000 J * 16.0000
7000 J ‘( 14,0000
6.0000
5.0000 f T 12.0000 $
40000 f ‘\ ﬁ
f 1 10,0000 "
3.0000 + 1 N *
2.0000 L 8.0000
1.0000 j JJ l
e £.0000
0.0000 ime :
50.0000 100.0000 150.0000 40000
Fig 3: Throughput graph before attack 20000 .TI XL
\
—__ﬁ_—_——-l
0.0000

time:
50,0000 100.0000 150.0000

Fig 6: Throughput graph after attack
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Fig 8: NAM console with node monitors

Fig 8 NM represents the node monitor nodes such as
25,26,27,28,29,30,31,32 nodes. Which monitors the sent and
received packets and identifies the attacker node 16.
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Fig 9: Throughput graph after finding attacker node
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Fig 9 shows the increase in the throughput graph compared to
the previous one.
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Fig 10: Delay graph after finding attacker node
5. CONCLUSION

The proposed methodology is an anomaly-based Intrusion
Detection System (IDS). The study concludes that AODV and
modified AODV is a useful routing protocol for establishment
of a proper network. The complete work observes black hole,
gray hole, selective dropping attacks as crucial threat and
proposed a solution to overcome the problem of packet
discard. The experimental results show the network
simulation about how the communication happens among the
nodes by sending and receiving the packets. The results prove
that the attacks have been introduced and it has been detected
by using a best possible solution. The future enhancement
includes a study of many attacks and to evaluate the model
with more attacks and implement the detection model with
more nodes. It is also observed that, hostile environment may
harm its performance in unbelievable manner so the
vulnerabilities points should be identified and attacks should
be prevented.
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