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ABSTRACT
This paper presents a violation detection and collision avoidance
system to vehicles at road intersections. The system relies on se-
cure messages to assist vehicles in a constant size neighborhood by
detecting traffic rule violations and finding trajectory conflicts at in-
tersections. Each vehicle is modeled as an automaton that, regard-
less of its visual range, can see the states of other vehicles through
on-board sensors and/or by using wireless communications. Traffic
rules are encoded in the program of a vehicle and guide the chang-
ing state of the vehicle in traffic. Each vehicle can autonomously
decide if the vehicles in its neighborhood comply with the traffic
rules by observing the movements of the vehicles on the road and
then anonymously reporting the observed violations to a traffic au-
thority be further processed. Each vehicle periodically generates
shared secrets which are then used as part of messages it sends
to achieve security and privacy. The location of these messages
is not traceable by any single traffic authority in the system, in-
cluding the authentication parties and the road infrastructure. Yet,
the proposed system is able find the location and real identity of
any vehicle whenever it commits a rule violation in traffic with a
lightweight protocol. Further, the security analysis is provided and
the performance simulation results show that the system allows no
false positives.
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1. INTRODUCTION
Intersections constitute a large part of the urban road network. Na-
tional Highway Traffic Safety Administration (NHTSA) [1] reports
that nearly half of all road accident injuries occur at intersections.
The majority of these accidents are caused due to human error such
as traffic rule violations or misjudgment of a traffic situation. As a
result, in recent research into systems for vehicle safety and driver
assistance has been a primary focus of study in Vehicular Ad Hoc
Network (VANET) systems. A VANET is a decentralized car-to-
X communication type of wireless network that uses vehicles as
nodes to create mobile network.
In VANETs, vehicles equipped with wireless communication de-
vices disseminate periodic messages or ?beacons?, to report indi-
vidual data such as location, speed, trajectories, and destinations

in real-time. Such information allows a vehicle to perceive the sur-
rounding environment beyond its visual range and provides the ba-
sis of acquiring the real-time traffic data for safety applications.
A key component in VANETs is to provide privacy and security
guarantees for the vehicles in traffic. An adversary vehicle could
try to gain the right of crossing at an intersection by broadcasting a
false identity, such as pretending to be an emergency vehicle, thus
jeopardizing the safety of others with the false information it dis-
seminates. Therefore, each vehicle needs to be authenticated before
it is allowed to participate and broadcast messages in traffic com-
munications. On the other hand, the system should not allow the
tracking of identities or the locations of vehicles at any time, even
by legitimate authorities.
This paper presents a system to improve the safety of vehicles - hu-
man driver or autonomous - by detecting traffic rule violations with
minimum infrastructure at intersections. The decisions of each ve-
hicle are based solely on the secure messages of the others with a
smaller amount of computational complexity for vehicle-to-vehicle
communication and/or its on-board sensors information. Whenever
the vehicles are in the neighborhood that is defined by the wireless
communications, the system is active and produces valid results.
The traffic rules, encoded in a vehicle’s program and using a dig-
ital map, are used to compute the next states of neighboring vehi-
cles and then to identify potential traffic violations and conflicts on
roads and at intersections. These rule violations include speeding,
failure to stop at red lights, or driving in the wrong direction in
traffic.
In the system, each vehicle acts like a traffic police, observing and
verifying the states of the neighboring vehicles to verify if they
are in allowed states. Whenever a vehicle disobeys a traffic rule
imposed at the current location, while moving or at a stop, it is
considered a violator.
The system aims the following properties.

(1) Privacy: The real identity and the location of a vehicle u
should be kept private including to traffic authorities at all
times.

(2) Security: The communication infrastructure must be secure to
avoid attacks from adversaries, i.e., a vehicle should be pre-
vented from using multiple identities or fabricating false vio-
lations to the others.

(3) Efficiency: A vehicle adapts and maneuvers with little or no
delay to changes in the traffic flow in real time.

(4) Adaptability: The system should be scalable to any partici-
pants with a mobile computational unit, e.g. pedestrians or cy-
clists, or to any increase in the number of participants.
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(5) Veracity: An observed violation by a vehicle u for a vehicle
x is to be traceable to the x and easily verified by a trusted
authority.

2. RELATED WORK
Significant research has been carried out in the context of traffic
safety systems.
Video image processing techniques are used to identify distinctive
facial expressions; such as eye movements-signs of drooping eye-
lids, and yawning; to detect drowsy driving [2–5]. Some systems
use on board sensors; such as speed and orientation sensors, GPS,
and two-axis accelerometer; to extract information of the vehicle
state and detect unsafe driving styles in order to provide feedback
with recommended actions [6–8].
In [9] , the authors introduce a vehicle localization system by in-
tegrating data acquired by on-board sensors, i.e. Global Position-
ing System(GPS), inertial measurement unit, wheel odometer, and
from Light Detection and Ranging (LIDAR) data to generate high-
resolution maps and thus maintain a location accuracy to less than
30 cm errors. Other localization systems propose techniques such
as computer vision and integrating vehicle and lane tracking in or-
der to achieve high accuracy and consistency for vehicle localiza-
tion.
In [10] , authors propose a simulation framework to analyze inter-
section safety applications and their communication requirements,
e.g., transmission power, and authentication mechanisms. In the
simulations, accidents are injected into the traffic at intersections in
various scenarios. Then, the responses taken by drivers are modeled
to predict vehicle collisions in order to give a warning to drivers
in time to prevent a potential collision. The results show that for
light vehicle traffic situations, a majority of accidents at intersec-
tions could be prevented by using vehicular safety applications. In
the system, it is assumed that a relatively accurate position for a
vehicle’s location at any given intersection can be obtained and is
available for every vehicle (or participant).
Multi-agent-based autonomous protocols [11–13] are proposed to
manage the speed profiles and trajectories of autonomous vehicles
at intersections. In, each vehicle is an autonomous agent, moving
through intersections following preset parameters agreed upon by
vehicles and a central intersection manager located at the intersec-
tion. All vehicles interact and send requests to the intersection man-
ager to reserve space and time for them to pass through the inter-
section. It is then up to the intersection manager to decide whether
or not a request can be met by simulating the vehicles’ trajectories
on a grid of n × n tiles. At each time step of the simulation, any
tile required by a vehicle is reserved and no other vehicle occupies
the same tiles. Afterward, the intersection manager informs the re-
spective vehicles whether their requests were accepted or denied.
In [14], the authors propose a decision-making framework for au-
tonomous vehicles to identify potential trajectory conflicts and traf-
fic violations at intersections. Each vehicle is equipped with on-
board sensors, enabling them to predict potential future pathways
of vehicles and allowing them to determine appropriate maneuvers
to navigate the intersection.
Although the aforementioned systems are efficient in terms of man-
aging traffic flow at intersections, the assumptions of such systems
is that the participants are trustworthy in their communications,
thus inherently presenting security and privacy issues.
Pseudo-identity-based authentication using multiple certificates
has been well-adapted as a method for managing vehicular net-
works as presented in [15–17]. The aim of the pseudonym-based
authentication protocols is to protect the privacy of the individual

vehicles, verifying their movement by the signature of the sender,
while still hiding their real identities. Most of these methods vi-
olate the location privacy requirement by allowing an authorized
authority to reveal the real identity of a vehicle during identity dis-
putes. Moreover, the vehicle may be able to be tracked by other
vehicles in the communication range by linking the vehicle with
the pseudonym it uses.
This paper presents a safety system that detects violations at inter-
sections both for vehicles with human drivers and autonomous ve-
hicles. Each vehicle broadcasts its location through secure beacons
and can see the states and trajectories of the vehicles in a constant
size neighborhood on the road. So long as a vehicle obeys the traffic
rules, neither the infrastructure nor the traffic authorities can find
out the real identity of a vehicle or track its movements. Yet, the
system provides irrefutable proof of a violation and can trace the
location and the identity of violators to issue traffic tickets wher-
ever and whenever there are enough participants or ”witnesses” in
the system in traffic to verify the violation.

3. SYSTEM LAYOUT
The system architecture is represented as seen in Fig. 1. A Trusted
Authority (TA) which is located in a cloud platform maintains the
private information of participants in a database and communicates
via a 3G/4G network with the vehicles and through the Internet to
the other servers. A Verification Server (VS) validates the veracity
of beacons sent by the vehicles on the road. The VS is also located
in a cloud platform. TA holds the real identity of vehicle x and the
VS has the location information of the vehicle x in real-time, but
no servers have both pieces of information at the same time. Traffic
Controllers (TC) are physically centered at intersections to receive
beacons from the vehicles, detect their presence, determine their
location on the digital map, and control the traffic flow through
lights at the intersection. TCs relay received beacons from vehicles
to the VS which verifies together with the TA without revealing the
real identities of the vehicles.
At every time step, say 0.1 s, TCs broadcast a beacon which in-
cludes intersection information, i.e. the time remaining for the cur-
rent light time and the light sequence, to the vehicles within the
communication range. Based on the beacon of a TC, vehicles can
decide whether to cross an intersection or stop and wait until sig-
naled to do so by a green light.

Fig. 1. The system layout.
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The road model is based on a two-dimensional triangular grid with
a fixed-coordinate system presented in the prior work in [18]. Each
point defined as −→p = (x, y) of this system is called a site and a
vehicle is considered an automaton which in its transition function
features the traffic rules, whereas the local constraints, including
speed limit for a movement between the two state updates, traffic
direction, and reserved sites like bus lanes, are stored on a dig-
ital map, which is loaded on the unit. In addition, every vehicle
has a wireless communication unit, such as Dedicated Short-Range
Communications (DSRC), is equipped with a Global Positioning
System receiver (GPS), and has 3G/4G/5G capability.

3.1 Detecting Rule Violations
Before a state update, a vehicle v computes all of the unoccupied
sites on the road in the neighborhood, Movable set set Mv , which
directs the sites to allow a movement system update from its cur-
rent site to the next one on the road. The vehicle then determines
from a finite set of trajectories the one which is chosen for the next
movement update. Each vehicle is also able to compute its neigh-
bors’ movable sets in the commutation distance. By using movable
sets, a vehicle can determine if any conflicts or the potential for
collisions exist between the two vehicles’ trajectories.
The Ought-To set OughtTo(v, s, t) gives all the possible next
states that a vehicle v can be at time t after applying a state up-
date at the time t − 1 from state s − 1. A vehicle is obeying the
traffic rules as long as its state remains in its OughtTo, and if not,
a traffic rule violation is committed by the vehicle.

3.2 Sign-in
Initially, a vehicle registers with the Trusted Authority (TA) which
maintains a database containing the identity information of all the
participating vehicles, distributes digital certificates, manages the
sign-in process, receives violation reports, and issues tickets to the
vehicles.
In the system, it is assumed that privacy is maintained at all times
by the system protocols in place and that the TA and VS do not
collude or claim false violations. All the time that the vehicle is in
the system, its true identity is kept private from both the TA and the
VS. Therefore, TCs are not designed to communicate with each-
other, and only share information with the VS. This communication
strategy preserves the identity and location privacy of each vehicle
at each instant of time.
Only the TA holds the right to disclose the real identity and location
of vehicles in the case of a valid violation as reported by the wit-
nesses in the system. Trust in the TA and the VS is limited, that is in
the case of issuing a violation to a vehicle, both parties are needed
to validate the violation. To achieve such goal, the TA and the VS
must cooperate. The vehicles are not trusted by default and could be
malicious, disseminate false information, impersonate others, and
collude to fabricate false reports about the others.
Upon start-up, the vehicle establishes a symmetric key with the TA
by initiating a sign-in process via secure communication channels,
e.g. a wireless or 3G/4G network. After the sign-in, the vehicles
communicate with the TCs to report violations.
In order to verify if the vehicle possesses valid credentials, a regis-
tration request is first sent from vehicle v at time t0 to the TA which
verifies if the vehicle possesses the valid credentials, i.e. a long term
id of v. After the TA returns the quadruplet (Kv; rv; ov; ts) to the
vehicle v, whereKv is a short-term symmetric key, and rv , ov , and
ts are three random integers. Both parties initialize a counter n to
the value rv and increment it by ov at every message sent by the v.

In order for messages the vehicle sends to be validated and trust-
worthy, a time dependent secret sv(t) is used. This time dependent
secret is only used once to prevent replay attacks by the others in
the system. The sv(t) is computed and encrypted as follows
First,

sv(t) = EKv{rv + nov}.

Second, a randomized ID Pv(t) is computed as follows

PIDv = EKv{SID + tsov}.

where SID is the session identity of the vehicle, and ts is a short-
time period at which Pv(t) is re-computed and updated.

3.3 Beaconing
The vehicle v periodically broadcasts a beacon every τb seconds,
say 10 per second, in which it shares a randomized ID, its type, and
location on the road with others in the communication range using
the IEEE 802.11p [19] standard. The vehicle v forms the beacon as
follows

Bv = 〈PIDv, l, tstamp, σ, sv(t), EKv{l(t)}〉,

where PIDv is the randomized ID v, l is the is the location infor-
mation in plain text, time-stamp tstamp to provide beaconing time,
the encoded location information EKv{l(t)}, and the σ is the bea-
con digest obtained by using the hash function H(), say SHA-1.

σ ← H(PIDv, l, tstamp, sv(t), EKv{l(t)}).

3.4 Beacon authentication
A beacon needs to be authenticated to confirm that it is from an
authenticated vehicle and is not unaltered. One way that is used is
to verify the ”freshness” of a received beacon is by checking the
tstamp to ensure it is in the window of τb. As soon as a beacon is
received, a vehicle u first verifies the freshness of the beacon by
making sure that the tstamp is in the window of τb. Then, the mes-
sage integrity is computed and then verified by comparison with
the beacon digest value σ in the received beacon. If the two values
are the same, then the beacon is valid and unaltered with a third
party, otherwise it is discarded. A neighborhood table in the vehi-
cle u keeps a record of beacons that have been received for a fixed
amount of time.
A beacon received by TC from u, is first verified for its integrity
before being submitted to the VS which first checks whether the
PIDu exists in its database. If not, the VS extracts the information
PIDu , su(t), and the time stamp tu from the beacon and relays
a request to the TA to authenticate the legitimacy of the vehicle.
Verification requests received by the TA are processed as follows:
Let V represent the set of vehicles that needs to be authenticated
for the VS. For each request of the VS, the TA proceeds as follows:

(1) reads the time stamp tu in the request entry;
(2) for each w ∈ V computes

j = b tuw − t
0
w

τb
c,

where t0w is the time when TA has received the sign up request
from w;
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(3) using j, it retrieves the pre-computed secret value sjw that
matches sjv and the randomized ID PIDv .

The authenticity of the beacon is verifiable by the TA and vehicle v
can be identified as the vehicle in the report entry. The report entry
is invalidated and discarded if the time stamp tu does not match
any time-dependent secret.
To complete the process, the TA sends the Pv(t) and the set valid
shared secret sv(t) associated with the Pv(t) to the VS. Thus, the
VS is able to verify the authenticity of beacons from v for a time
period ts. If the vehicle u is not authenticated, the TC broadcasts
the randomized ID Pu(t) of the intersection.

3.5 Issuing Tickets
A violation report from a vehicle u is sent to the TA through the
VS, then is processed and decrypted. Each report consists of two
consecutive beacons for the time instants t and t + 1 of a viola-
tion. First, each beacon in the report undergoes the authentication
process as provided in the previous section. A violation of The TA
is vested with the legitimate power to reveal the real identities and
the location of vehicles whenever valid violations are reported by
the witnesses in the system v. As the report entries for the consec-
utive time instants t and t + 1 are validated to the same v, the TA
extracts the location information l at the t and t+ 1. After that, TA
checks OughtTo(v, s, t), and determines what violation has been
committed.
Given that during the process the TA is only able to compute the
reports from the VS, the real identity and the location privacy of a
vehicle remains anonymous at all times to others, including to the
VS and TCs.

4. SECURITY ANALYSIS
In this section, we analyze the proposed model from a security per-
spective. The two aspects of security that the most attention must
be directed towards are replay attacks and unforgeability of false
tickets.

4.1 Privacy
The model guarantees full privacy to protect the real identity of the
user to keep them anonymous and impossible to trace. The other
vehicles cannot link different shared secrets to the same vehicle at
any time.
Although, a TC is able to generate the secrets of a vehicle in a time-
space ball defined by the communication distance, as the vehicle v
moves outside the wireless distance or makes a change to its short-
term private key, TC cannot decrypt beacons anymore and hence
cannot track the vehicle outside the intersection.
The TA, on the other hand, is unable to trace the trajectory of any
vehicle since the queries of a TC to the TA do not include any
location information.

4.2 Traceability
Upon a violation report, TC and TA are collaboratively able to re-
veal the identity and the location of a violator vehicle. Identity trac-
ing is not used without a valid violation claim, and the obeying
vehicles’ identities remain hidden at all times in the system. There-
fore, the system achieves the seemingly-conflicting requirement of
anonymity for the legitimate users as well as traceability for the
violators.

4.3 Unforgeability
Several adversaries can collude to report and forge a false violation
to a vehicle. However, a violation report needs to include a unique
time dependent secret sv to claim any violation of v.
Recall that, the TA keeps the shared secrets of v to itself, and a
shared secret is used once, so the only way for an adversary to claim
a false violation for an obeying vehicle is to exploit the randomized
shared secrets. Moreover, the uniqueness of a beacon is easily veri-
fiable by the TA. Each vehicle v broadcasts a unique beacon whose
keys an adversary does not have access to.

4.4 Replay attacks
An adversary replays an old beacon of the vehicle v in a replay at-
tack at a later time and location than the original beacon in order to
fabricate a false violation. To ensure no two beacons are the same,
each encrypted beacon contains a tstamp and a time dependent se-
cret sv two consecutive time instants t and t+ 1. This ensures the
freshness of a beacon in the system. The TC ensures a beacon is
legitimate by checking the tstamp information in a beacon to de-
termine whether the time is in the allowable window of τb until the
receiving time. If the beacon does not fall within that window of
time, it is disregarded and discarded by the TC.

5. SIMULATION
To simulate the traffic environment, a microscopic open source traf-
fic simulation, Simulation of Urban Mobility (SUMO) [20], is em-
ployed. In particular, the OMNET++ [21] simulator is used to de-
velop the computational framework. This is an event-based network
simulator is based on C++, and employs the IEEE 802.11 proto-
col stack for wireless communications. VEINS [22] is a vehicle-to-
vehicle (V2V) communication platform that can exchange data and
information with SUMO, and using TraCI [23], is able to map the
vehicles as a mobile network node in OMNET++.

5.1 Simulation settings
A four-leg isolated intersection with a traffic light controller is used
upon which to base the simulation map. In the map, there is no
source of interference, e.g high buildings or energy lines, to the
wireless communications. The simulation assumes that all the roads
have two lanes in the same traffic direction, including a total length
of 500 m. upstream and downstream of the intersection. Each vehi-
cle periodically broadcasts beacons at intervals of 0.1 seconds. The
main simulation parameters are summarized in Table 1.

Table 1. The simulation parameters.
Parameter Value

Traffic flow 600 - 800 per hour in each direction
Beacon transmission rate .1 x per second

Transmission range ∼= 200m.
Road length 500 m. at each approach

Simulation duration 60 min.

5.2 Speeding
Recall that, OughtTo, with site and traffic rules, determines
whether a vehicle obeys or violates the traffic rules. Whenever a
vehicle positions after applying two consecutive movement updates
in a site other than the OughtTo, the vehicle is said to have com-
mitted a speeding violation. The system relies on the reports of the
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witness vehicles, therefore any violations in an empty neighbor-
hood are neither detected nor visible to the traffic authorities.
A witness vehicle u computes the speed of a vehicle v as follows.
First, it stores the received beacon from a vehicle v in its state. At
the next beacon from v, it extracts the location information in the
beacons and computes the distance dv covered by v between the
time of beacons. Then, vspeed = dv

τb
calculates the speed of v to

determine if the speed follows the rules of that section as shown
on the digital map. If v is found to be outside the OughtTo, this
irregularity is recorded in the report table of u. The traffic controller
is then given a report list within a time period set by the TA.
All the vehicles are injected into the simulation according to the
Poisson distribution at 800 vehicles per hour in the east-to-west
traffic flow, and 600 vehicles in the north-to-south direction. A ran-
dom distribution of speed, varying from 20 km/h to 40 km/h, with
a maximum of 50 km/h is set for the obeying vehicles. 2% of the
traffic are speed violators travelling at up to 80 km/h, and exceeding
the speed limit, who are injected into the east-to-west traffic flow
vehicles.

Fig. 2. Speed violations with the number of reports for each issued ticket.

It is important to emphasize that the system relies on the partici-
pants playing the roles of witness and reporter simultaneously. The
Fig. 2 shows the number of reports for each of the tickets issued.
It is evident that some of the violations have a larger number of re-
ports on them than the other violations. This is because whenever
a speed violation occurs close to the intersection, a large number
of reports are produced because of the waiting vehicles at the stop
line of the intersection.
The Fig. 3 presents the effects of the participation rate, or the pene-
tration rate, of the witness vehicles on the number of issued tickets.
The results show that even at the lower penetration rates, the TA
is able to issue tickets to the violators since a single valid report is
enough to process a violation.
Clearly, the simulation conditions are ideal here, and there is no
signal interference, e.g. high buildings and power lines. However,
as the penetration rate drops below 15%, some violations are never
witnessed in the first place and no tickets are issued to the viola-
tor. This is because the violator is not in the communication range
of the others. Since the system relies on the number of witnesses,
which is based on the higher number of reporting vehicles, a better
performance is obtained at higher penetration rates.
The Fig. 4 reflects the effect traffic density has on the number of
reports and issued tickets. Predictably, as the percentage of the ve-
hicles increases, the detect rate of a violation increases proportion-

Fig. 3. The effects penetration level on the number of issued tickets.

Fig. 4. The effects of vehicle density on the number of issued tickets.

Fig. 5. The effect of replay attacks and false reports on the issued tickets.

ally, and hence the TA is able to issue more tickets at higher traffic
densities than at lower traffic densities.
In a replay attack scenario, the adversary vehicles replay the mes-
sages of other vehicles in its communication rang. To model this,
the ratio of the attackers is set at levels between 5% to 90% during
the simulations.
The Fig. 5, shows that the number of false violation rise in direct
proportion to the number of replay messages in the system. How-
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ever, the system does not produce any false positive results tickets,
even at the higher number of false violation reports.

6. CONCLUSION
This paper presents a system able to detect and verify traffic vi-
olations at intersections. The system works based on the periodic
and secure messages of vehicles. The verification and decision pro-
cess ensures that at all times the identities of the participants, both
as witnesses or as violators, are not disclosed, even to the traffic
authorities. According to the simulation results, the proposed sys-
tem correctly identifies traffic rule violations in real time. Of an
even greater concern is the potential for a security attack or a vehi-
cle being falsely accused of a traffic violation. This system guards
against these dangers as well as holding potential to help partici-
pants resolve legal or insurance issues.
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