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ABSTRACT

Network Security is a complex subject that can be
intercepted by well versed and skilled people.Today, with
increase in networking, the folks need to know the
importance of security in network. Cryptography is a field
for providing security to the networks and protecting
information and communication. Even after providing
securities, the network is vulnerable to some of the attacks
in different networking areas like Man-in-the middle attack
in the area of key exchange protocol.. Statistical tests are
used to check these sequences, before calculating the
private key and the shared key. In the paper, the generated
binary sequence is converted into Octal instead of Decimal
so that the memories utilized by both the generated keys
are reduced and the complexity is decreased. Decimal
sequence is of 10 bits whereas octal sequence is of 8 bits,
so changing the sequence to Octal instead of Decimal will
result in the reduction of 2 bits which may eventually
reduce the complexity and memories utilized. Also,
converting the binary sequence to octal allows the
password to be minimum 128-bits . Previously, the
password was set to the limit 256-bits range but now the
limit is lowered to 128-bits range. In future, this method
can be implemented on other encryption methodologies to
provide a secure environment for secure transmission of
data.
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1. INTRODUCTION

Now a day, wireless transmission of data has become very
fast due to internet. Any size and type of data can be sent
via internet and at faster rate. As the transmission of data
via internet is fast, it is also not secure. It is necessary to
protect the data from the unauthorized access. There are
various techniques that can be used to secure the data like,
cryptography and steganography. Cryptography is a
technique that protects the data by encoding
it.Cryptography is also used with biometrics in some of its
modifications which new to knowledge[8].

Cryptographic algorithms are broadly categorized as
symmetric and public key cryptography. In symmetric key
cryptography Single key is used for encoding and
decoding where as in public key cryptography two keys
are used, public key and private key [1]. Symmetric key
should be changed continuously at some time interval to
make it secure and prevent unauthorized users from
accessing the data.Cryptography is logic of mathematical
manipulationof data (cipher text) with some text (Key)[9].
Therefore, the security of any symmetric cryptography
system depends on the key exchange protocol. Key
exchange protocol is the mechanismof distributing the
keys between the users in secure way [2].
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Diffie-Hellman key exchange is a cryptographicprotocol in
which two parties exchange their shared keys over an
insecure channel. This key exchange protocol does not
provide authentication of the parties involvedand is thus
vulnerable to Man-in-the-middle attack [3].One of the
major problem of this protocol is that an attacker can
attack and intercept the communication and behaves as
sender for the receiver and vice versa. At the end both the
parties share the secret key with the attacker, which ends
up with the full access to the communication over the
channel[7].

Diffie-Hellman Key-Exchange Protocol is used for sharing
secret key between users when more than one attacker are
present between sender and receiver[14].Compression is
the process of reducing the number of bytes or bits needed
to represent a given set of data. It helps in saving more
data[15].

In this paper, the focus is on the generation of keys by
using the binary sequence of higher bits and converting the
resulting binary sequence to octal instead of decimal to
make it more efficient which will simultaneously solve the
security problems and prohibit an intruder to eavesdrop.

2. OVERVIEW

2.1 Man-in-the-middle Attack
Man-In-The-Middle is a type of eavesdropping attack that
occurs when a malicious actor inserts himself as a
relay/proxy into a communication session between people
or systems. It is one of the main threats to the wireless data
communication. In this, the communication is intercepted
by the outside entity. MITM attacks target the actual data
that flows between endpoints, the integrity and the
confidentiality of the data itself [13]. The message being
transferred from the sender to the receiver is accessible by
the attacker. The attacker, after having access to the
information can read, intercept or modify the information.
There are four basic types of Man-in-the-middle attack.

First is, Spoofing-based Man-in-the-middle attacks in
which the adversary intercepts the legitimate traffic with
the help of spoofing attack and controls the data
transmitted without hosts being aware of adversary
existence. In case of DNS spoofing, adversary spoofs
devices between the end points and in case of ARP
spoofing, adversary directly spoofs these end-points or the
victim’s devices. Second is, SSL/TCL Man-in-the-middle
attacks in which the adversary inserts itself in the
communication channel between the two end points or the
victims. Adversary establishes two separate SSL
connections and relays messages amongst them. Thus the
adversary can record all the messages and also selectively
modify the data. Third is, BGP Man-in-the-middle attacks
in which adversary delivers the stolen traffic to the
destination. This is IP hijacking where the traffic passes
through autonomous station of the adversary, where there
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are chances of traffic being manipulated. Fourth is, the
false base station Man-in-the-middle attack in which the
adversary create a fake transceiver station and then use
them to manipulate the victim’s traffic [4].MITM attack
can successfully invoke attacks such as , and Port stealing,
DNS spoofing, Denial of service (DoS)[12].

2.2 Diffie-Hellman key exchange protocol
Diffie-Hellman introduced the first Key exchange
protocol. Diffie-Hellman does not authenticate the
communicating entities itself [10].Diffie-Hellman key
exchange protocol is a protocol in cryptography in which
transmission of data over an insecure channel takes place
between sender and receiver by using a shared secret key.
The sender and receiver do not know each other. The
Diffie-Hellman key exchange does not provide
authentication of the communicating parties and is thus
susceptible to man-in-the-middle attack [3].Diffie-Hellman
key exchange are also called exponential key exchange. It
is a method of digital encryption that uses numbers raised
to specific powers to produce decryption keys[11].

For example, To implement Diffie-Hellman, the two end
users joey and kabe, while communicating over a private
channel, mutually agree on positive whole numbers m and
n, such that m is a prime number and n is a generator of m.
The generator n is a number that, when raised to positive
whole-number powers less than m, never produces the
same result for any two such whole numbers. The value of
m may be large but the value of n is usually small. Once
joey and kabe have agreed on m and n in private, they
choose positive whole-number private keys j and k, both
less than the prime-number modulus m. Neither user
discloses their personal key to anyone. Next, joey and kabe
compute public keys j* and k*. The two users can share
their public keys j* and k* over a communication medium
that is assumed to be insecure, such as the Internet or a
corporate WAN. With the help of these public keys, a
number z can be generated by either user on the basis of
their own personal keys. The value of z turns out to be the
same according to either of the two. However, the personal
keys j and k, which are critical in the calculation of z, have
not been transmitted over a public medium [5].

joey kabe
Private key Private key
i k

joey kabe
Public key Public key
i* K

. joey kabe
Shared
secret kev

Figure.1 Diffie-Hellman key exchange process
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3. EQUATIONS

Diffie-Hellman key exchange protocol is basically based
on mathematical equations for the determination of their
public key and shared secret keys.

Joey and Kabe compute public keys j* and k* based on
their private keys j and k according to the formula,

i*= nl mod m
and,
k* = n“mod m

Joey then computes the value of z using the formula

z = (k*) mod m Q)
Bob computes the value of z using the formula
z= (j7*) mod m )

The value of z in equation (1) and (2) are same, the
resultant shared secret key.
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5. PROPOSED WORK

Method described in the base paper ensures that the private
keys will not be sent through the channels, and will be
saved as hashes in the server in the form of password. The
password is encrypted from binary to decimal which may
increase the bit size and in order to prevent Diffie Hellman
algorithm from man in the middle attack, they can occupy
more memory space to key formation. Here, the password
is converted in decimal from binary so by encrypting the
password from binary to octal in place of decimal as there
are chances that converting the password from binary to
octal may decrease the bit size as octal consist of 0-7 and
this may lead to less memory utilization and there may be
decrease in the complexities.

6. ALGORITHM
1. Start

Read 8-character password from the user.

2

3. Convert the password to ASCII.

4. Convert the ASCII sequence to binary sequence..
5

Test the sequence using the statistical frequency
test and, if the test passes, continue else Goto
step 1 and ask the user to enter another
password.
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6. Convert the binary sequence into Octal.
7. Calculate private key j and k for both the users.

8. Send authentication message to both the users.
If authentication is received then continue, else
exit.

9. Hash the Pwl and Pw2 using Private key j and k.

10. Using m (prime number), n (base) and private
keys j and k, calculate j*= n”j mod m
k* = n*k mod m.

11. Calculate shared key using the public keys j*
and k*, calculated in step 10,
Z=k*jmodm z= j*k mod m.

12. The shared key is generated.
13. Stop.

7. STATISTICAL FREQUENCY TEST
For every binary sequence, we expect that the sequence is
0's, and 1’s, in different bit size ranges as cumulative sum
of +(16+(4*x)) where x ranges from 1 to 4 from different
bi range. The purpose of this test relies on the number of
0, NO and the number of 1, N1 in the sequence N, which
we need to test. The static used is:

A= (NO-N1)?
N
To check whether the sequence passes this test or not, for

one degree of freedom, the value of X1 should be less than
the acceptance threshold values of the test (X1 < 3.1825)

[6].
8. RESULT

The given table, shows the results of statistical frequency
test. The bits range of the test varies from 128 bits to 1024
bits the shortest successful length that ensures the correct
result of 128 bit from the above table. It is illustrated that
the frequency test increases as the size of bit decrease. The
128 bit sequence generated from the password chosen by
joey is
01110110011000010110100101110011011010000110111
00110000101110110011010010100000000110001001100
10 00110011001101000011010100110110
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Table.1 the results of statistical frequency test
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and these two number from along with the public key from
server. Joey will receive Kabe’s public key, m , n and

username and similarly, Kabe will get Joey’s public key m,
Length Value of Degree of | Acceptanc n and username. They will be encrypted using receiver’s
of statistical e private key and the private key should be less than the
freedom prime m. For instance, let p=10007 and g=5, then the
Pseudo | Frequency test threshold public key will be 2391 for joey and 6241 for kabe which,
after further computation will result in a common shared
secret key 1324.
1024 bit: 0.76562 1 3.1825
' Table 8.2 Shared secret key generation using same
password
Password of Password of 2nd Common
512 bits 1.53125 1 3.1825 1st user user Shared secret
key
256 bits 2.06640 1 3.1825 sunshine@5467 | robertbrown##1298 7609
3ita
) sunshine@5467 | robertbrown##1298 4182
128 bits 2.52125 1 3.1825 3ita
sherlockholmes | gettoknow@itb#follo 5659
Every 8 bit of the above binary sequence is converted into @1212 wme
octal. As the result, these numbers are obtained
166 141 151 163 150 156 141 166 151 100 061 062 sherlockholmes | gettoknow@itb#follo 7037
063 064 065 066 @1212 wme

Now, the modular 10 of each octal number is taken. So,
that each number is represented by single digit. Then,
merge all the single digit number to 16 digits

6113061610123456

Now, assume that the user private key will be four digit
and should be between 2 & p-2 where p is given by the
server. Then the 16 digits is divided in 4 blocks and one
number is taken from each block randomly (let us take the
first 1 of each block then the private key would be J =
6013).

Similarly, kabe will also choose hi desired password and
128 bit sequence generated using kabe’s password is

01110011011011100110010101101000011000010111001
10110100101101110011001110110100000100011001101
1100110000001101000011010100110001

Every 8 bit of the above binary sequence is convertedinto
octal. As the result, these numbers are obtained

163 156 145 150 141 163 151 156 147 150 043 067
060 064 065 061.

Now,the modular 10 of each octal number is taken. So,
that each number is represented by single digit. Then
merge all the single digit number to 16 digits

3650131670370451

Then, the 16 digitsis divided in 4 blocks and one number is
taken from each block randomly (let the private key of
kabe would be K = 3603).

After getting their private key, Joey and kabe get two
number m & n where m is prime and n is the primitive root

9. CONCLUSION

A secure method to prevent diffie-hellman key exchange
protocol from man-in-the-middle attack is described in

this paper. Statistical frequency test is used to check the
binary sequence, before calculating the private key and the
shared key. In the proposed method the private keys will
be saved as hashes. In this method, the binary sequence is
converted into octal which allows the password to be of
minimum 128 bits. In future, this method can be
implementeds on other encryption methodologies to
provide a secure environment for secure transmission of
data.

10. ABBREVIATIONS

e DNS - Domain Name Server

e  ARP- Address Resolution Protocol

e  SSL- Secure Sockets Layer

e TLS- Transport layer security

e |P- Internet Protocol

e BGP- Border Gateway Protocol

e  WAN- Wide Area Network

e LFSR- Linear Feedback Shift Registers
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