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ABSTRACT 

Steganography is the art of hiding information in ways that 

prevent the detection of hidden messages. It includes a vast 

array of secret communications methods that conceal the 

message’s very existence. These methods include invisible 

inks, microdots, character arrangement, digital signatures, 

covert channels, and spread spectrum communications. In this 

research we have proposed a simple and effective way to 

hide data in audio file with 256 bit AES encryption based 

on Least Significant Bits technique. This approach can hide 

not only text message but also any type of files currently 

used e.g. .jpg, .pdf, .mp3, mpeg4 etc in a wav audio file.   
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1. INTRODUCTION 
A Hiding data and communications have existed since there 

is a need to communicate secretly with others. 

Steganography techniques are used to address digital 

copyrights management, protect information, and conceal 

secrets [1]. It is the art and science of hiding information into 

picture or other media in such a way that no-one apart from 

the sender and intended recipient even realizes there is a 

hidden information [2], [3]. This includes the concealment of 

digital information within computer files. Generally, a 

steganographic message will appear to be something else, 

may be picture, video, sound file, even the radio 

communication. This apparent message is the cover text. For 

instance, a message may be hidden by using invisible ink 

between the visible lines of innocuous documents. The hidden 

information is called stego-message which may be open 

message, but may be encrypted one as well. Data hiding [4] in 

the image has become an important technique for image 

authentication. Ownership verification and authentication is 

the major task for military people, research institute and 

scientist. It refers to the nearly invisible embedding of 

information within a host data set as message, image, and 

video. In steganographic [5], [6] applications, the hidden data 

may be secrete message or secrete hologram or secrete video 

whose mere presence within the host data set should be 

undetectable; The goal of steganography is to hide the 

message in the source image by some key techniques and 

cryptography is a process to hide the message content. To 

hide a message inside an image without changing its visible 

properties [7] the source image may be altered. The most 

common methods to make these alteration involves the usage 

of the least-significant bit (LSB) developed by masking, 

filtering and transformations on the source image [8].  

This paper focuses on the technique to secure data or message 

with authenticity and integrity. The entire work has been done 

in WPF C#. In this work, the secret message is encrypted 

before the actual embedding process starts. It uses a simple 

encryption technique and a secret key and hence it will almost 

be impossible for the intruder to unhide the actual secret 

message from the embedded cover file without knowing 

secret key. Only receiver and sender know the secret key. N-

bit LSB substitution technique is used as embedding and 

extraction method.  

2. LITERATURE REVIEW 
Sealed Information security and image authentication has 

become very important to protect digital image document 

from unauthorized access. Data is the backbone of today’s 

communication. To ensure that data is secured and does not 

go to unintended destination, the concept of data hiding came 

up to protect a piece of information. Many researchers’ have 

explored their innovative idea to implement steganography. 

The most famous method of traditional steganography 

technique around 440 B.C. is marking the document with 

invisible secret ink, like the juice of a lemon to hide 

information [9], [10]. 

Another method is to mark selected characters within a 

document by pinholes and to generate a pattern or signature 

[11]. Warkentin proposed an algorithm to hide data inside the 

audio visual files. Secret message will be hidden in a carrier 

file [12]. 

On the other hand, El-Emam [13], has proposed another 

algorithm to hide a huge amount of data that can be audio, 

image and text file inside of a color bitmap image where has 

maintained high security. He has filtered and segmented of 

image file instead of bits replacement is used on the 

appropriate pixels. Moreover, another researcher Chen has 

given concept to hide data inside of image edge portions that 

is modified method of El-Emam [14]. 

Rosziati Ibrahim and Teoh Suk Kuan [15] proposed an 

algorithm to hide message inside image. In the system data 

has been taken from input box as a text then converted it to 

binary codes. After converting, binary code is compressed as 

a file and then hide inside of Image. This steganography 

technique is used as an Image Steganography.  

3. PROPOSED APPROACH 
Least Significant Bit (LSB) method is good for audio 

steganography. LSB-Steganography is a steganography 

technique in which we hide messages inside an image by 

replacing least significant bit of career with the bits of 

message to be hidden. Fig. 1 shows the working logic of 

LSB method for audio steganography. 
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Left 1 1 1 1 1 1 1 1 1 0 0 0 0 1 1 1 1 

Right 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 

Left 2 1 1 1 1 1 1 1 0 1 1 1 0 0 0 1 1 

Right 2 1 1 1 1 1 1 1 1 1 1 1 0 0 0 1 1 

(a) Original Data Bytes 

Left 1 1 1 1 1 1 1 1 0 0 0 0 0 1 1 0 1 

Right 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

Left 2 1 1 1 1 1 1 1 0 1 1 1 0 0 0 0 0 

Right 2 1 1 1 1 1 1 1 1 1 1 1 0 0 0 1 0 

(b) Modified Data Bytes 

Fig. 2: Modified LSB Method 

 

Fig. 3: Flowchart of Proposed Embedding Process in Audio Steganography 
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It is cleared from the WAV file structure that first 44 bytes 

of the file is format related data. These bytes should not be 

changed. If so, the file will be corrupted and no longer 

been usable. It can only temper data bytes starting from file 

offset 44. In the data subchunk, there is first two bytes is 

left channel data, next two bytes are right channel data and 

so on. It will change 2 bits of each two byte block of data 

as shown below in Fig. 2. 

It is observed that when it increased the number of bits to 

change, it generates noise.  When it decreased the bits to 

change, it’s embedding capacity decreases. After some 

experiments, it decided to stick with 2 bits because it is the 

best combination of noise and embed capacity. Fig. 3 shows 

the pictorial representation of the proposed embedding 

process in audio steganography. 

Proposed Embedding Algorithm in audio steganography is as 

follows: 

Algorithm: Proposed Embedding Approach 

 

The data extraction procedure is the inverse of the data 

embedding procedure. In this procedure the secret message is 

extracted from the stego-file. The receiver inputs the stego-

file to the data extraction algorithm.  

The LSBs of each pixel of stego-file is extracted and placed in 

an array. This output is actually encrypted form of the original 

message. Then the message is decrypted using the same 

method that is used in encrypting. Fig. 4 shows the pictorial 

representation of the proposed extracting process in audio 

steganography. 

 

Fig. 4: Flowchart of Proposed Extracting Process in Audio Steganography 
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Proposed Extracting Algorithm in audio steganography is as 

follows: 

 
Algorithm: Proposed Extracting Approach 

 

 

4. IMPLEMENTATION AND RESULTS 
To experiment the idea and approach a desktop application 

named Thithemius is created implementing the proposed 

approach. The application is build with WPF C#. 

 

Fig. 5: Upload Career Window 

 

Fig. 6:  Embed Window 

The application has 4 main windows: Upload Career 

Window, Embed Window, Extract Window and Save 

File Window. 

 

Fig. 7:  Extract Window 

 

Fig. 8:  Extract Window 
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Table 1: Comparison of results 

Career Size 

(MB) 

Message Type Message Size 

(MB) 

Pass. Length 

(Char) 

E
m

b
ed

d
ed

 

Embed Time 

(Sec) 

StegoCa- 

reer Size 

(MB) 

E
x

tr
a

ct
ed

 

Extract Time 

(Sec) 

Comment 

1.049 Text 134017 

Char 

7 ✓ 0.851 1.048 ✓ 0.667 Successfull 

9.925 .docx 0.069 8 ✓ 2.113 9.924 ✓ 1.017 Successfull 

9.925 .ppt 0.209 8 ✓ 1.432 9.924 ✓ 1.160 Successfull 

9.925 .pdf 0.999 8 ✓ 3.147 9.924 ✓ 2.263 Successfull 

9.925 .jpg 0.802 8 ✓ 2.903 9.924 ✓ 2.160 Successfull 

9.925 .zip 1.374 8 - - - - - Unsuccessfull 

9.925 .xlsx 0.006 8 ✓ 1.390 9.924 ✓ 1.347 Successfull 

9.925 .wav 9.925 8 - - - - - Unsuccessfull 

9.925 .wav 4.985 8 - - - - - Unsuccessfull 

9.925 .json 0.001 8 ✓ 1.510 9.924 ✓ 1.364 Successfull 

9.925 .txt 0.128 8 ✓ 1.779 9.924 ✓ 1.462 Successfull 

4.985 .docx 0.069 8 ✓ 1.053 4.984 ✓ 0.874 Successfull 

4.985 .ppt 0.209 8 ✓ 1.451 4.984 ✓ 1.213 Successfull 

4.985 .pdf 0.999 8 - - - - - Unsuccessfull 

4.985 .jpg 0.802 8 - - - - - Unsuccessfull 

4.985 .xlsx 0.006 8 ✓ 1.013 4.984 ✓ 0.940 Successfull 

4.985 .wav 9.925 8 - - - - - Unsuccessfull 

4.985 .json 0.001 8 ✓ 0.879 4.984 ✓ 0.975 Successfull 

4.985 .txt 0.128 6 ✓ 1.603 4.984 ✓ 1.045 Successfull 

 

Upload Career Window 

In this window user can upload a WAV career file by file 

browser or drag and drop. File must be in .wav format, 

otherwise file can't be uploaded. From here user will go to 

Embed or Extract window. 

Embed W indow 

In this window user can embed message file within career file 

by file browser or drag and drop. User can also embed the text 

message. From here user will go to Save File window. 

 

Fig. 9: Original inputted career signals 

 

Fig. 10: Outputted stego-career signals 
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Extract W indow 

In this window user can extract message file from career 

file by providing correct password. From here user will go to 

Save File window. 

Save File Window 

In this window user can save the message file or Stego-career 

file and also shows the time of processing. 

Comparison of Results 

Using the application many different scenarios are tested. It 

embedded different file formats, different size of files, 

different passwords and then recovered it using the same 

application. A summary of testing is given in table 1. 

Comparing Input and Output Career Spectrum 

Using an audio editor it is found that there is merely any 

visible changes in both input and output career file. (Fig. 9 

and Fig. 10). 

According to the result and analyses it figured out unless 

capacity of career file is less than message file, every 

operation is successfully executed without any error. 

5. CONCLUSION 
This paper proposed a new approach of steganography with 

simpler implementation and good security. An application 

is developed using the approach to test and evaluate. In 

proposed approach it is found that the stego-career has not 

any noticeable noise on it. It also tested the output stego 

career size, because an unusual size of file can make doubt 

and this can cause compromise of hidden data. There is 

almost no change of file size. So, as a conclusion it could 

be stated that the new approach is efficient to hide the data. 
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