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ABSTRACT  
Normal bases over finite fields have been widely used in many 

applications of cryptography and coding theory. They are also 

important for Frobenius mapping and efficient for the 

implementation of the arithmetic of finite fields. Let 𝛼 be a 

normal element of 𝔽2𝑛  over 𝔽2 and 𝑢 = (𝑢0, 𝑢1, … , 𝑢𝑛−1) be 

a vector of  𝔽2𝑛 .  The vector 𝑢 is symmetric if 𝑢𝑖 = 𝑢𝑛−𝑖  for 

all  1 ≤ 𝑖 ≤ 𝑛 − 1.  We show that there exists a normal 

element 𝛼  corresponding to a prescribed vector 𝑢  such 

that  𝑢𝑖 = 𝑇𝑟2𝑛 |2 𝛼
22𝑖−2𝑖+1 for  0 ≤ 𝑖 ≤ 𝑛 − 1,  where 𝑛 is 

positive integer if and only if vector 𝑢 is symmetric and 

  𝑢𝑖

0≤𝑖≤𝑛−1

𝑥𝑖 , 𝑥𝑛 − 1 = 1 

 for even  . 
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1. INTRODUCTION 
Let 𝔽𝑞  be a finite field such that 𝑞 = 𝑝𝑡 ,  where 𝑝 is prime, 𝑡 

is a positive integer and 𝔽𝑞𝑛  be 𝑛 dimensional extension field 

of 𝔽𝑞 . If 𝛼 ∈ 𝔽𝑞𝑛  and   𝛼,  𝛼𝑞 , … , 𝛼𝑞𝑛−1
  is a basis for 𝔽𝑞𝑛  

over 𝔽𝑞 , then the basis is a normal basis of 𝔽𝑞𝑛  over 𝔽𝑞 , and 

𝛼 is a normal element, see [11]. The basis 

𝑀 =  𝛽𝑗 = 𝛽𝑞 𝑗
; 𝑗 = 0, 1, 2, … , 𝑛 − 1  

is said to be the dual basis of 

𝑁 =  𝛼𝑖 = 𝛼𝑞 𝑖
; 𝑖 = 0, 1, 2, … , 𝑛 − 1  

if 

𝑇𝑟 𝛼𝑖𝛽𝑗  = 𝑇𝑟 𝛼𝑞 𝑖
𝛽𝑞 𝑗

 =  
0        𝑖 ≠ 𝑗
1        𝑖 = 𝑗

  , 

where  0 ≤ 𝑖, 𝑗 ≤ 𝑛 − 1. Let 𝔽𝑞𝑚  be the subfield of 𝔽𝑞𝑛 , then 

the trace function of 𝛼 ∈ 𝔽𝑞𝑛  is  

𝑇𝑟𝑞𝑛 |𝑞𝑚  𝛼 =  𝛼𝑞 𝑖𝑚

𝑛
𝑚

−1

𝑖=0

 

   

Basic properties of normal bases of finite fields are discussed in 

[4, 10, 11, 15, 17].  The normal basis theorem discussed in 

]8[ is well known which says that for any prime power q  

and positive integer 𝑛,  there exists a normal basis of 𝔽𝑞𝑛  over 

𝔽𝑞 . Normal bases and self-dual normal bases over finite fields 

are widely used in cryptography, coding theory and signal 

processing due to their fast arithmetic computational 

properties. These bases are also used to design simple and fast 

multipliers of finite fields, see[19]. The hardware multipliers 

like Massey and Omura ]3,9[ use the normal bases over the 

finite fields with characteristic 2 Wang ]18[ discuss a self 

dual normal basis multiplier with low complexity over  𝔽2 . 

Normal bases are also used in cyclic bit shift operations, 

exponentiation processes in cryptography and software 

techniques, see [3, 7, 6]. 

Generally, low complexity normal bases are used due to their 

wide applications in design code cryptography. The normal 

bases having complexity equal to 2𝑛 − 1 , where 𝑛  is the 

number of non zero entries in multiplication table are called 

optimal normal bases. Trace vector obtained from the trace self 

orthogonal relation of normal bases gives the hamming weight 

of the corresponding normal element. Lowest hamming weight 

of normal bases is used to reduce the cycle of rotation in 

symmetric Boolean function. It also reduces the number of 

trace computations. Normal bases are trace orthogonal if and 

only if matrix 𝑇  formed from the normal bases set is 

symmetric. 

Various irreducible polynomials over finite field are discussed 

in [13, 14].  A polynomial  

 𝑓 𝑥 = 𝑢0 + 𝑢1𝑥 + 𝑢2𝑥
2 + ⋯ + 𝑢𝑛−1𝑥

𝑛−1 

is said to be symmetric if 𝑢𝑖 = 𝑢𝑛−𝑖  for all 1 ≤ 𝑖 ≤ 𝑛 − 1. 

The reciprocal polynomial of  

𝑞(𝑥) =  𝑢𝑖

0≤𝑖≤𝑛−1

𝑥𝑖 ∈ 𝔽2 𝑥 /(𝑥𝑛 − 1) 

 

is defined as the polynomial  

𝑞∗(𝑥) =  𝑢𝑖

0≤𝑖≤𝑛−1

𝑥𝑛−𝑖(𝑚𝑜𝑑 𝑥𝑛 − 1)  

 

The vector is also termed as the corresponding vector 𝑢 of the 

element 𝛼 which can be obtained from the trace self 

orthogonal relation of the element𝛼 ∈ 𝔽𝑞𝑛 . We use good 

self-orthogonal relations, that is, for any element 𝛼 ∈ 𝔽𝑞𝑛  the 

corresponding vector is of lowest hamming weight. The lowest 

possible hamming weight of a vector means the least number of 

1’s in the corresponding vector. The more simple relation 

between Boolean function and trace function of finite field 

 𝔽2𝑛  is the selection of good self- orthogonal relation of normal 

bases, see [19]. 

The function𝑓 𝛼 = 𝑇𝑟2𝑛 |2 𝛼
𝑑 ∈  𝔽2𝑛 , where 1 < 𝑑 < 2𝑛 −

1, becomes the rotation symmetric Boolean function when 𝛼 
taken from normal basis set. Rotation symmetric Boolean 

functions have wide applications in designing cryptographic 

algorithms, see [5]. Lowest hamming weight of the vector 

gives the fewer cycles in rotation symmetric Boolean function. 

Various Boolean functions can be used to give good 

self-orthogonal relation with low hamming weight. 

Self dual normal bases are also of much importance in 

cryptography and coding theory, but do not exist for every 

finite field extension. In that case the trace self-orthogonal 

relation can be used in place of self dual normal bases. The self 

dual normal basis Theorem [6] states that there is a self dual 
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normal basis of  𝔽𝑞𝑛  over 𝔽𝑞  if and only if either 𝑞 and 𝑛 

are odd or 𝑞 is even and 𝑛 ≠ 0 𝑚𝑜𝑑4 . We discuss normal 

elements over  𝔽2𝑛  over 𝔽2  by considering the ring 𝔽2 𝑥 /
(𝑥𝑛 − 1) for the arithmetic of  polynomial. 

 

2.   MAIN RESULTS 
Theorem 2.1 [1] Let  𝛼 𝜖 𝔽𝑞𝑛  and  

 

𝑎𝑖 = 𝑇𝑟𝑞𝑛 |𝑞 𝛼𝛼
𝑞 𝑖
 ,  0 ≤ 𝑖 ≤ 𝑛 − 1 . 

Then 𝛼 is normal element of  𝔽𝑞𝑛  over 𝔽𝑞    if and only if the 

polynomial  

𝑁(𝑥) =  𝑎𝑖

0≤𝑖≤𝑛−1

𝑥𝑖 ∈ 𝔽𝑞  𝑥  

is relatively prime to 𝑥𝑛 − 1.    

 

Theorem 2.2 [12] Let 𝛼 be a normal element  𝔽𝑞𝑛  over 𝔽𝑞 . 

Then 

𝛽 =  𝑐𝑖
0≤𝑖≤𝑛−1

𝛼𝑞 𝑖
 

is also a normal element if and only if the polynomial  

𝑁(𝑥) =  𝑐𝑖
0≤𝑖≤𝑛−1

𝑥𝑖 ∈ 𝔽𝑞  𝑥  

is relatively prime to 𝑥𝑛 − 1.   

 

The following Lemmas 2.3 and 2.4 are related to symmetric 

polynomial in 𝔽2 𝑥 /(𝑥𝑛 − 1). 

 

Lemma 2.3 [19] Suppose  

𝑓 𝑥 =  𝑎𝑖

0≤𝑖≤𝑛−1

𝑥𝑖 ∈ 𝔽𝑞  𝑥 /(𝑥𝑛 − 1) 

  

with  𝑎0 = 1 is symmetric and is relatively prime to 𝑥𝑛 − 1.  

Let  

 

𝑓−1 𝑥 =  𝑏𝑖

0≤𝑖≤𝑛−1

𝑥𝑖 ∈ 𝔽𝑞  𝑥 /(𝑥𝑛 − 1) 

  

be the unique polynomial such that  

𝑓 𝑥 𝑓−1 𝑥 ≡ 1𝑚𝑜𝑑 (𝑥𝑛 − 1) 
 

Then 𝑓−1 𝑥  is symmetric, relatively prime to 𝑥𝑛 − 1 and its 

constant term is1.  

 

Lemma 2.4 [19] Let  

𝑓𝑎 𝑥 =  𝑎𝑖

0≤𝑖≤𝑛−1

𝑥𝑖 ∈ 𝔽𝑞  𝑥 /(𝑥𝑛 − 1) 

 

and  

𝑓𝑏 𝑥 =  𝑏𝑖

0≤𝑖≤𝑛−1

𝑥𝑖 ∈ 𝔽𝑞  𝑥 /(𝑥𝑛 − 1) 

 

be symmetric polynomials. Then 

 

𝑓𝑐 𝑥 = 𝑓𝑎 𝑥 𝑓𝑏 𝑥  

 =  𝑐𝑖
0≤𝑖≤𝑛−1

𝑥𝑖 ∈ 𝔽𝑞  𝑥 /(𝑥𝑛 − 1) 

is also symmetric.  

Further, we used the above Theorems and Lemma to prove the 

results given below. 

Theorem 2.5 For even 𝑛  there exists a normal element  𝛼 

of 𝔽2𝑛  over 𝔽2corresponding to vector  

𝑢 = 𝑢0, 𝑢1, 𝑢2, … , 𝑢𝑛−1 ∈  𝔽2𝑛  

 

if and only if  

𝑓𝑢 𝑥 =  𝑢𝑖

0≤𝑖≤𝑛−1

𝑥𝑖  

is symmetric and  

 𝑓𝑢 𝑥 ,  𝑥𝑛 − 1 = 1. 
 

Proof Using symmetric property in trace function the vector 𝑢𝑖  

can be written as  

                      𝑢𝑖 = 𝑇𝑟2𝑛 |2 𝛼
22𝑖−2𝑖+1 

= 𝑇𝑟2𝑛 |2 𝛼
22(𝑛−𝑖)−2𝑛−𝑖+1 = 𝑢𝑛−𝑖  

for all 1 ≤ 𝑖 ≤ 𝑛 − 1.  Since, 𝑢 = (𝑢0, 𝑢1, 𝑢2, … , 𝑢𝑛−1) is 

symmetric vector. Therefore, using Theorem 2.1, we conclude 

that   𝑓𝑢 𝑥 ,  𝑥𝑛 − 1 = 1. 
Now for the converse part, let us consider 

(𝑢0, 𝑢1, 𝑢2, … , 𝑢𝑛−1) ∈  𝔽2𝑛  satisfied  
 𝑓𝑢 𝑥 ,  𝑥𝑛 − 1 = 1. 

Therefore, our aim is to find a normal element  𝛼  of 

 𝔽2𝑛  over 𝔽2 such that  

𝑇𝑟2𝑛 |2 𝛼
22𝑖−2𝑖+1 = 𝑢𝑖   

for all 1 ≤ 𝑖 ≤ 𝑛 − 1. 
By normal basis theorem [14] there exists a normal element 𝛽 

(say) of  𝔽2𝑛  over 𝔽2.  Let its corresponding polynomial be  

𝑓𝑣 𝑥 =  𝑣𝑖

0≤𝑖≤𝑛−1

𝑥𝑖  

 

with  

𝑣𝑖 = 𝑇𝑟2𝑛 |2 𝛽
22𝑖−2𝑖+1 . 

The necessary part shows that𝑓𝑣 𝑥 is symmetric and (𝑓𝑣 𝑥 ,
𝑥𝑛 − 1) = 1.  Let 

𝑓−1
𝑣
 𝑥  𝑚𝑜𝑑 𝑥𝑛 − 1 =  𝑣𝑖

0≤𝑖≤𝑛−1

𝑥𝑖 . 

From above equation and the Lemma 2.3 we conclude that the 

polynomial 𝑓−1
𝑣
 𝑥 is symmetric and relatively prime 

to𝑥𝑛 − 1.  Therefore, the polynomial  

𝑝 𝑥 = 𝑓𝑣 𝑥 𝑓
−1

𝑣
 𝑥  

is symmetric and relatively prime to 𝑥𝑛 − 1. . Further, it is 

clear that  

𝑞 𝑥 =  𝑤𝑖

0≤𝑖≤𝑛−1

𝑥𝑖  

 

is also the solution of 𝑝 𝑥 . Let 

𝛼 =  𝑤𝑖

0≤𝑖≤𝑛−1

𝛽𝑖  

, then according to the Theorem 2.2  and Theorem 4.1 [19] 𝛼 

is  a normal element of  𝔽2𝑛  over 𝔽2 and its corresponding 

vector is 𝑢 = (𝑢0, 𝑢1, 𝑢2, … , 𝑢𝑛−1). 

Here, we have also discussed the algorithm for finding the 

normal element using above theorem. 

3. ALGORITHM 
For finding a normal element of  𝔽2𝑛  over 𝔽2 corresponding to 

a given vector (𝑢0, 𝑢1, 𝑢2, … , 𝑢𝑛−1) ∈  𝔽2𝑛 where 𝑛 > 1 and 

𝑢𝑖 = 𝑇𝑟2𝑛 |2 𝛼
22𝑖−2𝑖+1  for all 0 ≤ 𝑖 ≤ 𝑛 − 1 . The steps are 

as follows: 

Input: 𝑢 = (𝑢0, 𝑢1, 𝑢2, … , 𝑢𝑛−1) ∈  𝔽2𝑛 . 

Step 1. Take 𝑛  as even, we check 

whether (𝑢0, 𝑢1, 𝑢2, … , 𝑢𝑛−1) ∈  𝔽2𝑛 satisfies symmetric 

property and  

(  𝑢𝑖

0≤𝑖≤𝑛−1

𝑥𝑖 , 𝑥𝑛 − 1) = 1.  
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If not then output "There is not such a normal element". 

Step 2.  Find a normal element 𝛽of  𝔽2𝑛  over 𝔽2 (using the 

definition of normal element). 

Step  3. Compute  (𝑣0, 𝑣1, 𝑣2, … , 𝑣𝑛−1)  where 𝑣𝑗 =

𝑇𝑟2𝑛 |2 𝛼
22𝑗−2𝑗 +1  for all  0 ≤ 𝑖 ≤ 𝑛 − 1.  

Step  4. Use the Standard Extended Division algorithm to 

compute 𝑓−1
𝑣
 𝑥  𝑚𝑜𝑑 𝑥𝑛 − 1   where 

            𝑓𝑣 𝑥 =  𝑣𝑖

0≤𝑖≤𝑛−1

𝑥𝑖 . 

 

Step  5.     For even 𝑛 compute   
             𝑝 𝑥 = 𝑓𝑢 𝑥 𝑓

−1
𝑣
 𝑥 = 𝑞 𝑥 𝑞∗ 𝑥 ,  where 

𝑞 𝑥 =  𝑤𝑖

0≤𝑖≤𝑛−1

𝑥𝑖 ∈ 𝔽2𝑛  𝑥 /(𝑥𝑛 − 1). 

 

Output: A normal element of  𝔽2𝑛  over 𝔽2 is   

𝛼 =  𝑤𝑖

0≤𝑖≤𝑛−1

𝛽𝑖 . 

4. EXAMPLE   
Find a normal element 𝛼   for the symmetric vector 𝑢 =
(𝑢0, 𝑢1, 𝑢2, 𝑢3) ∈  𝔽24  such that  

𝑢𝑖 = 𝑇𝑟2𝑛 |2 𝛼
22𝑖−2𝑖+1  for 0 ≤ 𝑖 ≤ 3,  

𝑓𝑢 𝑥 =  𝑢𝑖

0≤𝑖≤3

𝑥𝑖  

is symmetric and (𝑓𝑢 𝑥 ,  𝑥4 − 1 ) = 1.  

Solution Since polynomial  

                                𝑓𝑢 𝑥 =  𝑢𝑖

0≤𝑖≤3

𝑥𝑖  

is symmetric and (𝑓𝑢 𝑥 ,  𝑥4 − 1 ) = 1. Therefore, possible 

values of  𝑢  are  

(1,1,1,1), (1,0,0,0), (1,0,1,0), (0,1,0,1), (1,1,0,1), (0,0,1,0), 

(0,1,1,1). 

Let us find the normal element for the vector  𝑢 = (0,1,0,1). 
By using the definition of normal element, let 𝛽 = 𝛾2 + 1 be 

the normal element of   𝔽24   over  𝔽2  and  

 𝑣𝑗 = 𝑇𝑟2𝑛 |2 𝛽
22𝑗−2𝑗 +1   

for .30  j Then the corresponding symmetric vector of 

above Boolean function is  

𝑣 = (𝑣0, 𝑣1, 𝑣2,𝑣3) = (0,1,1,1).  

Therefore, the polynomial formed by this vector 𝑣 is given by 

                𝑓𝑣 𝑥 =  𝑣𝑖

0≤𝑖≤3

𝑥𝑖 = 𝑥 + 𝑥2 + 𝑥3. 

Using greatest common divisor algorithm, the inverse of the 

polynomial  𝑓𝑣 𝑥 𝑚𝑜𝑑( 𝑥4 − 1)  is 

 𝑓−1
𝑣
 𝑥 = 𝑥 + 𝑥2 + 𝑥3. 

Also, from the vector 𝑢, the polynomial is  

  𝑓𝑢 𝑥 = 𝑥 + 𝑥3. 
As    𝑓𝑢 𝑥   and  𝑓−1

𝑣
 𝑥 both are symmetric, therefore, by 

Lemma 2.4 

𝑝 𝑥 = 𝑓𝑢 𝑥 𝑓
−1

𝑣
 𝑥 𝑚𝑜𝑑 (𝑥4 − 1) 

is also symmetric. That is 

𝑝 𝑥 =  𝑥 + 𝑥3  (𝑥 + 𝑥2 + 𝑥3)𝑚𝑜𝑑(𝑥4 − 1) 

             = 𝑥 + 𝑥3   
         =  𝑥 + 𝑥2   𝑥3 + 𝑥2  = 𝑞 𝑥 𝑞∗ 𝑥 ,  

where 𝑞∗ 𝑥  is the reciprocal polynomial. As 𝑞 𝑥  is 

relatively prime to 𝑥4 − 1 , therefore, by using Theorem 2.2 

we get 

𝛼 =  𝑤𝑖

0≤𝑖≤3

𝛽2𝑖
, 

be the normal element and 𝑤𝑖  are the coefficients of 𝑞 𝑥 .  

Therefore, 

𝛼 =  𝑤𝑖

0≤𝑖≤3

(𝛾2 + 1)2𝑖
 

is the normal element corresponding to the given vector. 

 

5. CONCLUSION  
In this paper, we obtained the normal elements using trace 

mapping of finite fields that have low hamming weight. 

Further, we found the condition for the existence of normal 

elements from trace vector and symmetric polynomials of 

 𝔽2𝑛  over 𝔽2. 
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