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ABSTRACT

The Internet of Things (loT) is a powerful example that has
made advancement in the almost every arena of human life.
Its primary aim is that of connecting even the most mundane
objects to provide a comfortable lifestyle. Hence, one of the
major factors in 10T is the security issue. In this paper we will
try to optimize the energy problems which occur for securing
Internet of Things. For example, using the RFID labels,
sensors etc, 10T have volunteered out from its previous
versions and has changed the internet into a harmonized
Future Internet. But with these advancements arises the need
for high energy consumption. Our main goal is to propose an
energy efficient protocol to improve the energy efficiency of
nodes thereby securing the 10T. The authentication of this
procedure is established in an 10T atmosphere with separate C
platform.
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1. INTRODUCTION

In today’s world of internet, everything object can be
connected with each other. But, in terms of network
connectivity, all devices cannot be connected with the
network, which limit the level of task. To make this task
unlimited, and perform all the task in a smooth manner one to
one connection is required between all the devices. But for
this the present day internet is one of the constraint, which
disrupts the connectivity. But loT has emerged as one of the
technology, which has enabled every individual object to
communicate among themselves [1-3].In the process of
communication, information will ~ spawn and we should
ensure access control. 10T can be used in various fields of our
daily life like health, transportation etc. Various sensors
networks, RFID are the main ingredients for communication
between object to object in 1oT. For the Internet of Things to
emerge successfully, it needs to go beyond the traditional
computing and allow our daily objects to be connected with
the environment.

In the 10T network, the nodes distributed in various parts of
the network collect the information required by them and
transfer among themselves [4-6]. For the transfer of
information between the nodes, inadvertent energy is required
by the starting node for forwarding the data packet which
results in network partitioning inducing very high energy
depletion. Thus, the network performance is basically
exaggerated by the energy depletion [7]. To find the straight
route between one hop to another, hop count is used by most
of the routing protocols. However, in the millions of devices
connected to the internet, the communication architecture and
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the rate of data transfer cannot stand the energy required by
the 1oT devices.

2. PROBLEM IDENTIFICATION AND
SIGNIFICANCE

In the loT network, where only one or two devices are
required for making the whole communication network, the
nodes can be connected to each other very easily [8]. But if
we want to deploy loT network where we can ensure
communication between the people and devices as well as
with the devices themselves, then arise the need for a complex
network and also this type of network needs to spread to all
regions for definite tasks. Conversely, installing 10T devices
universally with billions of consumers is a giant task [9].

With the advent of Internet of Things, various applications
will be compressed. However, various factors like scale,
network availability, consumer participation, exposure etc.
will affect each type of applications. The applications can be
categorized as follows: (i) Home (ii) Personal (iii) Healthcare
(iv) Mobile.

For ensuring to give the best network for communication
among the devices, we come through various challenges for
connectivity, the supreme and noteworthy concern being the
system energy intake.

Proper routing is required for the nodes to forward data
collected from the various sensors to intermediary node. In the
whole process of data transmission from the starting node to
the target node, the nodes use vast quantity of energy which
outcomes in energy waste and hints to network splitting.
Therefore energy effectiveness is a vital concern which affects
the whole network performance in the whole 10T network
[10].

To allow the devices to transmit data effortlessly between
them and the connected servers and other system we need an
energy efficient routing in the network.

3. LITERATURE REVIEW

In this part, the features of the existing protocols are
discussed. lot is very successfully in gaining peoples
attraction because of its vide variety of features. With this
advent the data transfer rate has also increased day by day.
For all this the network should have to be capable for the vast
quantity of records transfer as because continuous use of
clever devices hints to amplified data movement which the
network can handle which results in  service
degradation.Spirent’s diameter testing application estimates
the network node by node and thus helps to relate to the real-
world conditions. Also this can be used to evaluate the
working of new devices on the existing network. [11].The Ad-
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hoc routing gives good outcome by taking into consideration
the neighbor nodes load capacity to transfer packets [12]. The
network performance is improved by data aggregation. It is
done by calculating the entropies of data from source node
and consolidating the data [13]. The network efficiency is
increased by self-localization of the progressing node with its
neighboring node. The data history of the neighboring node is
checked by forwarding node . And if the data is already
available with the previous node than data packet forwarding
is avoided by the forwarding node to reduce redundancy [14].
In 10T, records transmission from home to target is a main
fear in changing environment. Routing protocols for 10T are
classified as table-driven and on-demand driven. In the
former, in the routing table the information from neighbouring
nodes is constantly maintained. Examples of this category are
Destination-Sequenced Distance Vector (DSDV) and Fisheye
State Routing (FSR). Whereas, in the on-demand driven, the
starting node firsts sends a RREQ packet to the neighbour and
then advanced to the neighbouring nodes to rise the area until
the path is found. Upon discovery of the route, a reply is
directed back via the similar route. Example of on-demand
driven protocol are: a) Dynamic source routing(DSR) b)Ad-
Hoc on-Demand Distance Vector(AODV) are example of on-
demand driven protocol [15].

4. ENERGY EFFICIENCY OF NODE

In the offered procedure, first the network controller
calculates the average residual energy, for the entire nodes in
whole network. To find the average of the residual energy,
two aspects are taken into consideration: (1) the middling rate
of the residual energy premeditated from the data received
from each node by the network controller is known to each
node. (2) When all nodes announce the records packets,
allowing new nodes know about its existence and as one of
the path from the starting to the target, its neighboring node
gets to know its residual energy.

With this consideration, we forward the packets from the
source to the destination using the least quantity of nodes.
Also, only a limited energy is used by every node, with this
approach we can ensure low energy consumption. To
establish a path for transmission of data packets, the starting
node newscasts the RREQ packet. The neighbor node on
receipt of the RREQ packet, using the value of the residual
energy computes the forwarding probability plus number of
transmission required in the proposed algorithm.

Conversely, the node matches the preset residual energy
threshold with the average residual energy of every node. If
the threshold energy in the network is less than the average
rate of residual energy from the entire nodes in the network,
then it is assumed by the node that the network is now in a
upright form in respect of energy. Thus the forwarding
probability is not required to be made higher. The node can
thus compute forwarding probability. Conversely, if the
reverse happens, that is the average energy is less than the the
threshold energy, than it is concluded that the network is not
in a good condition and accordingly, the value of forwarding
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probability is increased by our projected procedure. Figure 1
depicts the data flow of our approach. The detail procedure is
as given below:

4.1 ALGORITHM
Step 1: Initialise all the values likeM,., ET;_;, AM,., 8,6 , o
,&,F, TH, LP.

Step 2: Input the values: M, ET;_;, AM,, 8,6 ,0, ¢, I .
Step 3: Calculate FP
Step 4: The Low Hop Count (LC) is set

Step 5: Check if the energy of node k is greater than the
threshold energy, if

oc>TH
Step 6: Then sete, the other node
Else
Calculate F

Step 7: If F> SD // we take a decision about the packet if the
forwarding probability is greater than the data sent

Else

Discard the data packet
Step 8: End if

Step 9: End

In step 1 all the values are initialized, in the next step (Step 2
& 3), we take the input and calculate the output. In step 4,
based on the packets arrival, they are forwarded to the next
node, which is decide based on the the value of LC. In step 5,
we check whether the average energy is higher than the
threshold energy. If o > TH, then we choose a new node for
forwarding the packet or we calculate the F(step 6). In Step 7,
we check if the forwarding probability is greater than the data
sent and based on the decision, we chose or discard the
packets. In Table 1, we find the explanation of the symbols
used.

(1)

F =[5+ [1+ L2y

1—AM;,

1-6
2 xo’

if a >x
(2)
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Table 1: Explanation of used symbols

Symbols Description
M. Estimated transmission
Amount
F Forwarding Probability
ETj_4 Expected transmission
Amount amongst nodes j-1
and k
AM,. Maximum Estimated
transmission Amount
I Original energy of k™
node
) Previously defined lowest
forwarding probability
0 Bigger factor for difference of
forwarding probability
o Maximum energy of the
preceding node
€ Maximum energy of new
node
TH Threshold energy
a Average energy of nodes
LC Low hop count

4.2 Flowchart
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Figure 1: Working process of EEN algorithm
5. EXPERIMENTAL RESULTS quantity the presentation of our algorithm EEN. The setup

For our work we have used C language and arduino UN-R3 comprises of 360 nodes. Figure 2 shows our approach.
board. The size of our data packet is 1KB. In this process we
have used 360 nodes. The key point of this approach is to
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Figure 2: Proposed Algorithm (EEN)

One of the node is the source node and the other is the
destination node (Energy of 10 joules) is initialized for each
node and a total of 50 KB data is transferred from the starting
to the target node during one turn. Here, there is a total of
three different routes for the transmission of packets viz:
shortest consisting of 3 nodes, average path contains 5 nodes
and the lengthiest route contains 8 nodes. In the shortest path
1 joule of energy is consumed by each node to forward data
packets to the next node in the path. In the middling route 2
joule of energy is consumed by each node to forward data
packets to its next node in the path. And in the longest path 4
joule of energy is consumed by every node to forward data
packets to its next node in the path. 2 joules of energy per
node is the threshold energy for this transmission process that
means if the nodes residual energy is less than 2 joule then
this node cannot be used. Based on this we consider two
matrices.

e  Energy Efficiency of Node

e Remaining energy of node

5.1 Energy Efficiency of Node

From Figure 3, we see the results of our proposed algorithm
(EEN) generated by using C language. From figure 4, we see
that until the threshold energy is reached by the nodes, the
direct that is the shortest route is chosen on a regular basis. On
attainment of threshold energy in the shortest path by the
nodes, the middling route is chosen in which the nodes have
the supreme energy and also the next straight route to transmit
the data packets. Again, from the average path, the nodes will
be removed and communication pauses since the energy of all
the nodes attain the threshold energy. Table 2 shows the
energy consumption (rounded values) of proposed EEN
algorithm and Figure 3 shows the graph to find the routes.
Table 3 shows the nodes residual energy using EEN along
with other protocols.

5.2 Remaining Energy of Node

Now, we equate the presentation of our suggested procedure
with other Internet of Things protocols like Optimized Ad-hoc
On-demand Multipath Distance Vector with Internet of things
(AOMDV-IOT) [16], and energy-efficient probabilistic
routing (EEPR) [17]. In each approach, we take into account
the nodes residual energy and also the variation in energy.
Figure 4, depicts the residual energy of other protocols, and
we find that the in all of these with increasing figure of
sensors the residual energy decreases. Yet we observe that

International Journal of Computer Applications (0975 — 8887)
Volume 179 — No.29, March 2018

suggested procedure (EEN) has supreme residual energy in
comparison to other algorithms.

Table 2: Energy consumption of EEN Protocol

Transmission Energy consumption(in Joules)
Rounds (in Shortest Average Longest
No)
0 0 0 0
4 7 13 20
8 12 20 30
12 16 25 34
16 18 28 37
20 20 30 40
24 22 31 42
28 22 32 44
32 20 33 45
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Figure 3: Path determination using EEN Algorithm
Table 3: Comparison between EEN and other 10T

protocols
No. of Residual energy of nodes
sensor EEN AOMDV EERP
nodes
0 100 98 96
40 100 95.8 95
80 100 92 96.8
120 97.4 88 94
160 95 77.8 89.2
200 92.3 72 82
240 85 68 70
280 81.2 61.3 53.5
320 78 58 50
360 76 55 44
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Figure 4: Residual Energy Consumption

After comparing our result with Node Level Energy
Efficiency algorithm [18], we can say that our suggested
procedure has maximum residual energy in comparison with
other approaches.

6. CONCLUSION

In this paper, our proposed algorithm has been projected to
expand the effectiveness of nodes in Internet of Things. Our
approach helps in discovery of the direct path. The route is
found out by using residual energy, transmission count and
number of node counts. The, path detection procedure is lead
using residual energy and counting the nodal paths. The
proposed algorithm helps in finding the shortest path when the
direction-finding setup postponement is better due to which
the direction-finding  accomplishment is  decreased.
Furthermore, EEN algorithm guarantees an improved efficient
usage of nodal energies. To define the efficiency of our
suggested EEN algorithm, the C language is used along
arduino UN-R3 board and centered on attained data; results
are plotted using gnu plot. Depending on the investigational
fallouts, we substantiate that our EEN algorithm has lengthier
lifespan and devours the residual energy of the nodes much
more evenly and gives better performance in comparison to
AOMDV-I0T and EEPR in respect of energy effectiveness.

As future work, we will further study the behaviour of the
proposed EEN algorithm, investigate more security
mechanisms and explore the possibilities of employing it at an
even larger scale in order to optimize our system .
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