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ABSTRACT 

This paper investigates the Double Random Phase Encoding 

(DRPE) implementation in encrypting color digital images. 

The color optical image cipher works through splitting color 

plainimage into red (R), green (G) and blue (B) channels. The 

color plainimage RGB components are multiplied with the 

random phase mask (RPM) and transformed with Fourier 

Transform (FT). The modulated RGB components are again 

multiplied using the second RPM and subjected again to 

inverse FT. A set of experimental tests using different color 

images has been employed to study the security of DRPE for 

encrypting digital color images. Experimental results 

demonstrated the efficiency of DRPE for encrypting digital 

color images and its immunity regarding the most potential 

attacks.   
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1. INTRODUCTION 
The optical cryptography methods have significant impact on 

the optical information processing field. Efficient and 

dependable security methods in transmitting and storing 

digital images are required for several applications such as 

video conferencing, pay TVs, medical images storing and 

transmission, military usage, police identification, online 

banking, and governmental systems. 

The Opto-security schemes have gained a lot of advances 

because of their features of parallel processing and fast 

processing. The Optics offers several freedom degrees in 

optical beams can be modulated, like as the phase, amplitude, 

wavelength, and polarization. So, many optical encryption 

schemes have been introduced [1-4]. 

The DRPE presented in [5], may be considered the most 

commonly utilized optical encryption method. The Fractional 

Fourier transform (FrFT) was introduced as generalization for 

traditional encryption [6-7]. The Fourier Transform (FT) is 

commonly utilized in optical image encryption [8-10].  

The optical DRPE color image encryption begins with 

splitting color plainimage into RGB components that 

modulated by the first RPM and FT transformed. The 

achieved RGB channels are secondly modulated using another 

RPM and again FT transformed.  

The paper remainder is appeared as follows. Sec. 2 gives the 

main fundamentals regarding DRPE.  Sect. 3 presents 

encryption/decryption stages. Sect. 4 gives the security study 

of the optical DRPE encryption. And conclusions are given in 

Sect. 5. 

2. DRPE FUNDAMENTALS  
The DRPE depends on modifying the image spectral 

allocation regardless information of spectral alternation or 

received image in receiving side. The basic is based on 

putting two RPM (encoding secret keys) in setup named 4f. 

The DRPE encryption can be defined as [5]: 

))},(2exp())],(2exp(),([{),( vujbajbaXFTFTbaY   1 

The DRPE decryption can be defined as [5]: 

)),(2exp())},(2exp()),(([{),( 11 bajvujbaYFTFTbaX     2 

The )),(2exp( yxj  and )),(2exp( vuj  represent two RPM secret 

keys which will be transmitted with the encrypted color 

image. FT/FT−1 represents the Fourier and inverse Fourier 

transformations. 

3. THE OPTICAL DRPE FOR COLOR 

IMAGE ENCRYPTION 
The encryption/decryption stages using DRPE encryption are 

listed below in the next two subsections, respectively. 

3.1 Encryption Stage 
The color plainimage ),( ji yxI  is split into R, G, and B 

component as ),( jiR yxI , ),( jiG yxI and ),( jiG yxI , respectively. 

Each of RGB components is multiplied using the first

),(1 jir yxRPM , ),(1 jig yxRPM , and ),(1 jib yxRPM , and perform 

FT . The transformed R, G, and B components are multiplied 

with the second ),(2 jir vuRPM , ),(2 jig vuRPM and ),(2 jib vuRPM , 

and then employed second FT . The three encrypted R, G, and 

B components ),(2 jir yxE , ),(2 jig yxE  and ),(2 jib yxE  are 

multiplexed to obtain the encrypted color image ),( ji yxE . 

3.2 Decryption Stage 
The encrypted color image ),( ji yxE  is split into R/G/B 

components ),( jir yxE , ),( jig yxE  and ),( jib yxE , respectively. 

The 1FT  is applied to color R/G/B components, and 

modulated using ),(*
2 jir vuRPM , ),(*

2 jig vuRPM , and 

),(*
2 jib vuRPM . Another 1FT  is applied to modulated R/G/B 

components and modulated with ),(*
1 jir yxRPM , ),(*

1 jig yxRPM  

and ),(*
1 jib yxRPM . The decrypted R/G/B components

),(2 jir yxB , ),(2 jig yxB  and ),(2 jib yxB  are assembled to get 

the final decrypted color image ),( ji yxD . 

4. SIMULATION EXPERIMENT 
Several tests are carried out for studying the efficiency of the 

optical DRPE for color image encryption. The performance of 

optical DRPE for color image encryption is performed using 



International Journal of Computer Applications (0975 – 8887) 

Volume 179 – No.40, May 2018 

14 

several encryption performance metrics such as visually 

inspection, entropy estimation, statistical evaluation, 

differential measures, quality estimation, and noise immunity. 

Tests were performed using three 256×256 color Lena, House, 

and House images. The original test plainimages are 

illustrated in Fig. 1. 

  
 

a) Lena b) House c) Sailboat 

Fig. 1: Color plainimages – Lena, House, and House 

4.1 Visual Quality Inspection 
The efficiency of DRPE is investigated in encrypting color 

Lena, House and Sailboat images. The encryption results of 

optical DRPE are depicted in Fig. 2 for color Lena, House and 

Sailboat images. The obtained test consequences for 

encrypted color Lena, House and Sailboat images ensure the 

superiority of optical DRPE in hiding all features of their 

corresponding color plainimages. 

Color 
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encrypted 

color 

image 
   

Fig. 2: Encrypted color Lena, House and Sailboat color 

image components using optical DRPE 

4.2 Histogram Test 
The histogram test for is a graph which show the pixels 

number for each intensity value. The histogram should be 

uniform for an efficient encryption. Also, the histograms of 

encrypted color RGB components should be different from 

their corresponding original color RGB components. 

Experimental histogram tests of the original/encrypted RGB 

components of colored Lena, House and Sailboat images 

using optical DRPE are shown in Fig. 3-5. The obtained 

results show that the histograms of encrypted RGB 

components for Lena, House and Sailboat images were 

completely different from corresponding histograms of their 

original color RGB components. The encrypted RGB 

components histogram for color Lena, House and Sailboat 

images using optical DRPE are quite uniform. So, the optical 

DRPE has the ability to resist any histogram based attack. 
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Fig. 3: RGB components Histogram of 

encrypted/decrypted color Lena image using optical 

DRPE 
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Fig. 4: RGB components Histogram of 

encrypted/decrypted color House image using optical 

DRPE 
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Green 

   

Blue 

   

Fig. 5: RGB components Histogram of 

encrypted/decrypted color Sailboat image using optical 

DRPE 

4.3 Encryption Quality Tests 
The encryption quality can be estimated using several 

estimations like correlation coefficient, histogram deviation 

and irregular deviation. 

The correlation coefficients r is estimated among original 

image )y,OI(x ji and encrypted image )y,EI(x ji  RGB 

components as [11-12]: 

    

     
,

E(OI)OIEE(EI)EIE

E(OI)OIE(EI)EIE
EI)r(OI,

22 


  (3) 

where E  is expectation operator. Small r indicates high 

difference between the original image )y,OI(x ji and encrypted 

image )y,EI(x ji  RGB components. 

The ID measure estimates the encryption efficiency in terms 

of how much irregular is the difference caused by encryption. 

The ID can be estimated as [13-15]: 

,
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where h(i) is cipherimage histogram and hM is average 

uniform histogram for encrypted image. Small ID values 

indicate good encryption quality. 

The HD measure estimates the encryption quality by how it 

enlarges the difference among the original image )y,OI(x ji and 

encrypted image )y,EI(x ji RGB components. The HD can be 

calculated as [13-15]: 
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(6) 

where )(id  is absolute difference among the original image 

)y,OI(x ji and encrypted image )y,EI(x ji RGB components. The 

variables M  and N  represent image dimensions. High HD  

values ensure large difference between the original image 

)y,OI(x ji and encrypted image )b,EI(a ji RGB components. 

Table 1 shows the Correlation coefficients, Irregular 

Deviation, and histogram deviation metrics of encrypted RGB 

components for color Lena, House and sailboat using Optical 

DRPE. The resulted correlation coefficients, Irregular and 

histogram deviations metrics shown in Table 1 ensure good 

encryption quality of optical DRPE. 

Table 1: Correlation coefficients, Irregular deviation, and 

histogram deviation metrics for encrypted RGB components 

for colored Lena, House and sailboat using Optical DRPE 

Color 

Image 

 

Security 

Metrics 

Optical DRPE 

Red Green Blue 

Lena 

rxy -0.0034 7.830e-004 -0.002 

DH 1.7053 1.07053 1.9605 

DI 0.7120 0.7094 0.9852 

House 

rxy 0.0029 0.0015 1.997e-004 

DH 0.6495 0.8097 0.5952 

DI 0.7230 0.7109 0.6583 

Sailboat 

rxy -0.0019 0.0028 -0.0024 

DH 0.4942 0.8075 0.9772 

DI 0.8334 0.5504 0.5685 

4.4 Information Entropy Measure 
The information entropy test is utilized for estimating 

encrypted R, G, and B components information amount. The 

information entropy measure may be estimated as [16]: 

,
)P(S

1
N

)logP(SE(S)
i

12

1i
2i





 (7) 

where E(S) , and )P(Si are the entropy and the occurrence must 

be 8 bits.  

The objective of information entropy measure is to estimate 

information amount of encrypted RGB components for 

colored Lena, House and sailboat using Optical DRPE. Table 

2 gives the information entropy estimates of encrypted RGB 

components for colored Lena, House and sailboat using 

Optical DRPE. The obtained results demonstrated that the 

information entropy values of encrypted RGB components for 

colored Lena, House and sailboat are near the optimal 

information entropy estimate of 8 bits. 

Table 2: Information entropy metric of original/encrypted 

RGB components for colored Lena, House and sailboat 

using Optical DRPE 

Image 

Colored Plainimage 

Encrypted Colored 

Cipherimage with DRPE 

Optical Encryption 

Red Gree

n 

Blue Red Green Blue 

Lena 1.97

3 

1.973 1.62

8 

7.309

9 

7.310

9 

7.589

5 

House 7.41

6 

7.229 7.43

5 

7.597

0 

7.450

5 

7.672

7 

Sailboa

t 

7.31

2 

7.643 7.21

4 

7.750

4 

7.732

0 

7.752

0 

4.5 Differential Measure 
Differential measure is carried out to study the impact of one 

pixel changing in two plainimages on their respected 

cipherimages with optical DRPE. The differential test is 
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evaluated using the number of pixels changing rate (NPCR) 

and the unified averaging changing intensity (UACI) [40].  

The BG,R,NPCR  may be computed as [17-20]: 

100%,
N

)b,(aD
)C,(CNPCR

ji, jiBG,R,21
BG,R, 


  (8) 

where N  is image pixels number and )b,(aD jiBG,R,  is as: 
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where )b,(aC ji
1

BG,R, and )b,(aC ji
2

BG,R, are the corresponding color 

RGB components in the two color cipherimages )b,(aC ji
1  and 

)b,(aC ji
2 , respectively.  

The BG,R,UACI  can be defined as [17-20]: 
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(10) 

The NPCR/UACI experimental tests are illustrated in Table 3. 

The experimental tests ensure the sensitivity of optical DRPE 

regarding small modification in color plainimages RGB 

components.  

Table 3: NPCR/UACI of encrypted RGB components for 

color Lena, House and sailboat using Optical DRPE 

Image Metric 

Encrypted color images with Optical 

DRPE 

Red Green Blue 

Lena 
NPCR 97.7814 97.7921 99.3645 

UACI 0 0 0 

 

House 

NPCR 99.5644 99.6082 99.6151 

UACI 0 0 0 

Sailboat 
NPCR 99.5125 99.6452 99.6742 

UACI 0 0 0 

4.6 Noise Resistance Test 
The optical DRPE resistance regarding noise attacks is tested 

in the decryption phase using peak signal to noise ratio 

(PSNR), SSIM and FSIM. The employed noises are salt and 

pepper, additive white Gaussian noise (AWGN), and speckle 

noises, respectively. The PSNR is employed to test the quality 

of decrypted RGB components.  

The PSNR may be estimated as [21-22]: 

EI)MSE(OI,

(255)
log10EI)PSNR(OI,

2

10

 
(11) 

The SSIM is utilized to test quality of decrypted image. The 

SSIM is computed as [23-26]: 

SSIM x, y w =
(2w xw y +  C1)(2σwx wy

+  C2)

(w x
2 + w y

2 + C1)(σwx
2 + σwy

2 + C2)
 (12) 

where, C1, C2 are minor constants, w x  and w y  are average of 

wx  and  wy  regions, respectively. Σwx

2  is the region 

wx  variance and σwx wy
 is two regions covariance among 

wx   and wy . High SSIM values mean perfect resistance 

against noise. 

The FSIM is utilized to test the decrypted image quality. The 

FSIM is computed as [23-26]: 

FSIM =  
 SL x . PCm (x)x∈Ω

 PCm (x)x∈Ω

 (13) 

where Ω is image spatial domain, SL x  is overall similarity 

among two images and PCm (x) is phase congruency. High 

FSIM values mean perfect resistance against noise. The noise 

immunity results of decrypted RGB components for color 

Lena, House and sailboat using Optical DRPE with AWGN 

with variance = 0.01, 0.05 and 0.1, speckle noise with 

variance = 0.01, 0.05 and 0.1, and salt & pepper with density 

= 0.01, 0.05 and 0.1 are shown in Tables 4-6 and Figs. 6-8. 

The noise resistance results using PSNR, SSIM and FSIM 

demonstrated the efficiency of the optical DRPE with respect 

to all the three different types of noise like AWGN with 

variance = 0.01, 0.05 and 0.1, speckle noise with variance = 

0.01, 0.05 and 0.1, and salt & pepper with variance = 0.01, 

0.05 and 0.1. 

 

 

 

Table 4: PSNR of deciphered RGB components for colored Lena, House and sailboat using Optical DRPE in the presence of 

AWGN, Salt & peppers, and Speckle noises 

Image Components 

PSNR 

AWGN variance Salt &peppers density Speckle density 

0.01 0.05 0.1 0.01 0.05 0.1 0.01 0.05 0.1 

Lena 

Red 2.8390 2.8390 2.8391 2.8392 2.8392 2.8392 2.8387 2.8381 3.8375 

Green 7.3240 7.3239 7.3238 7.3238 7.3237 7.3238 7.3235 7.3231 7.3228 

Blue 7.4922 7.4919 7.4919 7.4918 7.4919 7.4923 7.4916 7.4914 7.4913 

House 

Red 3.8936 3.8936 3.8937 3.8938 3.8938 3.8938 3.8932 3.8926 3.8922 

Green 3.8937 3.2914 3.2915 3.2916 3.2916 3.2915 3.3911 3.290 3.2901 

Blue 4.3604 4.3605 4.3606 4.3607 4.3606 4.3604 4.3600 4.3593 4.3589 

Sailboat Red 5.3763 5.3762 5.3762 5.3763 5.3762 5.3763 5.3758 5.3752 5.3749 
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Green 4.8409 4.8410 4.8411 4.8412 4.8409 4.8405 4.8395 4.8395 4.8385 

Blue 5.3506 5.3506 5.3507 5.3508 5.3502 5.3502 5.3502 5.3492 5.3485 

 

Table 5: SSIM of deciphered RGB components for colored Lena, House and sailboat using Optical DRPE in the presence of 

AWGN, Salt & peppers, and Speckle noises 

Image 

Feature Similarity Index (FSIM) 

AWGN variance Salt &peppers density Speckle density 

0.01 0.05 0.1 0.01 0.05 0.1 0.01 0.05 0.1 

Lena 

Red 0.0027 0.0027 0.0027 0.0027 0.0027 0.0027 0.0026 0.0026 0.0026 

Green 0.0043 0.0041 0.0041 0.0041 0.0045 0.0048 0.0041 0.0043 0.0045 

Blue 0.0035 0.0034 0.0034 0.0034 0.0035 0.0036 0.0034 0.0034 0.0035 

House 

Red 0.0029 0.0029 0.0029 0.0029 0.0030 0.0030 0.0029 0.0029 0.0028 

Green 0.0029 0.0029 0.0029 0.0029 0.0029 0.0029 0.0028 0.0028 0.0028 

Blue 0.0036 0.0035 0.0035 0.0036 0.0036 0.0036 0.0035 0.0035 0.0035 

Sailboat 

Red 0.0035 0.0035 0.0035 0.0035 0.0035 0.0036 0.0035 0.0034 0.0035 

Green 0.0043 0.0042 0.0042 0.0042 0.0043 0.0045 0.0042 0.0044 0.0045 

Blue 0.0056 0.0055 0.0054 0.0054 0.0057 0.0060 0.0055 0.0057 0.0059 

Table 6: FSIM of deciphered RGB components for colored Lena, House and sailboat using Optical DRPE in the presence of 

AWGN, Salt & peppers, and Speckle noises 

Image 

Feature Similarity Index (FSIM) 

AWGN variance Salt &peppers density Speckle density 

0.01 0.05 0.1 0.01 0.05 0.1 0.01 0.05 0.1 

Lena 

Red 0.4048 0.4051 0.4066 0.4055 0.4057 0.4050 0.4046 0.4037 0.4033 

Green 0.4258 0.4301 0.4312 0.4297 0.4198 0.4090 0.4294 0.4217 0.4144 

Blue 0.4624 0.4692 0.4719 0.4683 0.4526 0.4406 0.4684 0.4570 0.4486 

House 

Red 0.3127 0.3122 0.3129 0.3129 0.3127 0.3131 0.3127 0.3115 0.3121 

Green 0.3148 0.3189 0.3179 0.3179 0.3161 0.3163 0.3175 0.3178 0.3168 

Blue 0.3370 0.3392 0.3397 0.3397 0.3367 0.3337 0.3369 0.3326 0.3303 

Sailboat 

Red 0.4294 0.4329 0.4333 0.4333 0.4279 0.4237 0.4299 0.4241 0.4221 

Green 0.3411 0.3427 0.3439 0.3439 0.3410 0.3372 0.3416 0.3316 0.3315 

Blue 0.4006 0.4016 0.4027 0.4027 0.3979 0.3950 0.4001 0.3949 0.3916 
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Fig. 6: Deciphered RGB components for color Lena, 

House and Sailboat images using Optical DRPE in the 

presence of AWGN noise 
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Fig. 7: Deciphered RGB components for color Lena, 

House and Sailboat images using Optical DRPE in the 

presence of Salt & peppers noise 
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Fig. 8: Deciphered RGB components for color Lena, 

House and Sailboat images using Optical DRPE in the 

presence of Speckle noise 

5. CONCLUSION 
The paper proposed an efficient implementation of optical 

DRPE for encrypting digital color images. The optical DRPE 

color image encryption firstly divides colored image into 

RGB components that are multiplied with first RPM and FT 

transformed. The transformed RGB components are secondly 

multiplied by another RPM and secondly inverse FT 
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transformed. The optical DRPE color image decryption 

divides the encrypted colored image into RGB components 

that are FT transformed and multiplied with the second RPM 

conjugate. The transformed RGB components are gain 

multiplied by the first RPM conjugate and secondly inverse 

FT transformed. A set of tests are examined for studying the 

optical DRPE color image encryption. Test demonstrated 

efficiency of the optical DRPE encryption applied to color 

images. 
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