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ABSTRACT

Cloud computing is a fastest growing technology in recent
years. Cloud computing holds the potential to eliminate the
requirements for setting up of high-cost computing
infrastructure for IT-based solutions and services that the
industry uses. Cloud services are becoming an essential part
of many organizations. It promises to provide a flexible 1T
architecture, accessible through internet from lightweight
portable devices. In a cloud computing environment, the
entire data resides over a set of networked resources, enabling
the data to be accessed through virtual machines. Cloud
providers have to adhere to security and privacy policies to
ensure their users' data remains confidential and secure.
Though there are some ongoing efforts on developing cloud
security standards, most cloud providers are implementing a
mish- mash of security and privacy controls. This extensive
survey paper aims to elaborate and analyze the populous
vacillating issues threatening the cloud computing
environment.
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1. INTRODUCTION

Cloud computing is a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or
service provider interaction. (This definition is from the latest
draft of the NIST Working Definition of Cloud Computing
published by the U.S. Government's National Institute of
Standards and Technology.)

One of the most important features of cloud is its elasticity,
which allows the user to pay as per their needs. While cloud is
beneficial in terms of economy and availability but
oOrganizations can’t ignore the security threats to their data on
cloud storage. Due to the security issues in cloud many users
are reluctant to use it for personal and sensitive data storage.
Since cloud storage is third party storage it needs special data
security solutions, than traditional third party storages[1].

Internet has been a driving force towards the various
technologies that have been developed since its inception.
Arguably, one of the most discussed among all of them is
Cloud Computing. Over the last few years, cloud computing
paradigm has witnessed an enormous shift towards its
adoption and it has become a trend in the information
technology space as it promises significant cost reductions
and new business potential to its users and providers The
advantages of using cloud computing include: i) reduced
hardware and maintenance cost, ii) accessibility around the
globe, and iii) flexibility and highly automated processes
wherein the customer need not worry about mundane
concerns like software up-gradation A plethora of definitions
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have been given explaining the cloud computing. Cloud
computing is defined as a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of
configurable computing resources that can be rapidly
provisioned and released with minimal management effort or
service provider interaction. In such an environment users
need not own the infrastructure for various computing
services. In fact, they can be accessed from any computer in
any part of the world. This integrates features supporting high
scalability and multi-tenancy, offering enhanced flexibility in
comparison to the earlier existing computing methodologies.
It can deploy, allocate or reallocate resources dynamically
with an ability to continuously monitor their performance[2].

2. SCRUTINY ON ISSUES IN EXISTING
CLOUD COMPUTER ENVIRONMENT

Acklyn Murray, Geremew Begna, Ebelechukwu Nwafor,
Jeremy Blackstone, Wayne Patterson Department of Systems
and Computer Science of Howard University proposed
“Cloud Service Security & Application Vulnerability “that
Cloud computing model offers so many benefits yet it faces
issues and criticism due to its non-stringent security
enforcement. There should be stricter security policies put in
place when dealing with cloud applications. Also, applications
should enforce more layers of security such as 2 factor
authentication to ensure that data is properly secured. Data at
rest or in transit should be encrypted and signed to ensure
confidentiality, integrity. Also, most business organizations
should employ a hybrid cloud model since this ensures that
personal information is managed internally on private clouds
and not stored on public clouds. This helps to alleviate the risk
of personal information being compromised [3].

Previous studies have attempted to determine cloud security
issues. Popovi¢ et al.’s study on cloud security controls and
standards has been focused primarily at the provider end and
concentrated on cloud engineering. Subashini and Kavitha
present a survey of the different security risks to the cloud.
This study is specific to the security issues due to the cloud
service delivery models. Kamongi et. al. have also developed
a risk model for the cloud but haven’t tied it with existing
compliance standards[4].
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Figurel: Cloud Computing Architecture

Table 1. Cloud Computing Service Providers on Cloud
Service Models

Cloud Service Models Cloud Service Providers

SaaS Antenna Software, Cloud9
Analytics, CVM Solutions,
Exoprise Systems, Gageln,
Host Analytics, Knowledge
Tree, LiveOps, Reval, Taleo,
NetSuite, Google  Apps,
Microsoft 365,
Salesforce.com, Rackspace,
IBM, and Joyent

Paa$S Amazon AWS, Google Apps,
Microsoft  Azure, SAP,
SalesForce, Intuit, NetSuite,
IBM,  WorkXpress, and
Joyent

laaS Amazon Elastic Compute
Cloud, Rackspace, Bluelock,
CSC, GoGrid, IBM,
OpenStack, Rackspace,
Savvis, VMware, Terremark,
Citrix, Joyent, and BluePoint

Identification is a basic and first process of establishing and
distinguishing amongst person/ user & admin ids, a program/
process/ another computer ids, and data connections and
communications. Often we use alphanumerical string as user
identification key and some may use your email as the user
identification key and this can be checked against when a user
login into the system.

Authentication and authorization are two distinct forms of
access controls to access any information in the system.
Privacy is the key to maintaining the success of cloud
computing and its impact on sharing information for social
networking and team work on a specific project. This can be
maintained by allowing users to choose when and what they
wish to share in addition to allowing encryption and
decryption facilities when they need to protect specific
information/ data/ media content.

Integrity is the basic feature of human being as a process of
maintaining consistency of actions, communications, values,
methods, measures, principles, expectations, and outcomes.
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Ethical values are important for cloud service providers to
protect integrity of cloud wuser’s data with honesty,
truthfulness and accuracy at all time. In cloud computing
terms, we can achieve integrity by maintaining regular
redundancy checks and digital certification in addition to
other basic security features of maintaining identification,
authentication, and authorization [5].

Durability is also known as, persistency of user actions and
services in use should include sessions and multiple sessions.

Cloud computing model offers so many benefits yet it faces
issues and criticism due to its non-stringent security
enforcement. There should be stricter security policies put in
place when dealing with cloud applications. Also, applications
should enforce more layers of security such as 2 factor
authentication to ensure that data is properly secured. Data at
rest or in transit should be encrypted and signed to ensure
confidentiality, integrity. Also, most business organizations
should employ a hybrid cloud model since this ensures that
personal information is managed internally on private clouds
and not stored on public clouds. This helps to alleviate the risk
of personal information being compromised [6].

3. COUNTER MEASURES

A cloud computing infrastructure includes a cloud service
provider, which provides computing resources to cloud end
users who consume those resources. In order to assure the best
quality of service, the providers are responsible for ensuring
the cloud environment is secure. This can be done by defining
stringent security policies and by applying advanced security
technologies.

3.1. Security policy enhancement

With a valid credit card, anyone can register to utilize
resources offered by cloud service providers. This causes
hackers to take advantage of the powerful computing power
of clouds to conduct malicious activities, such as spamming
and attacking other computing systems. By mitigating such
abuse behavior caused by weak registration systems, credit
card fraud monitoring and block of public black lists could be
applied [7]. Also, implementation of security policies can
reduce the risk of abuse use of cloud computational power [8].
Well-established rules and regulations can help network
administrators manage the clouds more effectively. For
example, Amazon has defined a clear user’s policy and
isolates (or even terminates) any offending instances
whenever they receive a complaint of spam or malware
coming through Amazon EC2 [9].

3.2 Access management

The end users’ data stored in the cloud is sensitive and
private; and access control mechanisms could be applied to
ensure only authorized users can have access to their data. Not
only do the physical computing systems (where data is stored)
have to be continuously monitored, the traffic access to the
data should be restricted by security techniques. Firewalls and
intrusion detection systems are common tools that are used to
restrict access from untrusted resources and to monitor
malicious activities. In addition, authentication standards,
Security Assertion Markup Language (SAML) and eXtensible
Access Control Markup Language (XACML), can be used to
control access to cloud applications and data. SAML focuses
on the means for transferring authentication and authorization
decisions between cooperating entities, while XACML
focuses on the mechanism for arriving at authorization
decisions [10].
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3.3 Data protection

Data breaches caused by insiders could be either accidental or
intentional. Since it is difficult to identify the insiders’
behavior, it is better to apply proper security tools to deal with
insider threats. The tools include: data loss prevention
systems, anomalous behavior pattern detection tools, format
preserving and encryption tools, user behavior profiling,
decoy technology, and authentication and authorization
technologies. These tools provide functions such as real-time
detection on monitoring traffic, audit trails recording for
future forensics, and trapping malicious activity into decoy
documents.

4. CONCLUSION

Cloud computing, in the recent years, has taken the ability to
prove its necessity in terms of data outsourcing. But it also
poses a threat to the data owner in terms of privacy and
security of data. As Cloud Computing becomes prevalent,
more and more sensitive information are being centralized
into the cloud, such as e-mails, personal health records,
company finance data, and government documents, etc. The
fact that data owners and cloud server are no longer in the
same trusted domain may put the outsourced unencrypted data
at risk. The cloud server may leak data information to
unauthorized entities or even be hacked. Although Cloud
computing can be seen as a new phenomenon which is set to
revolutionize the way we use the Internet, there is much to be
cautious about. There are many new technologies emerging at
a rapid rate, each with technological advancements and with
the potential of making human’s lives easier. However, one
must be very careful to understand the security risks and
challenges posed in utilizing these technologies. Cloud
computing is no exception. This paper helps to identify cloud
computing is and what are the challenges and the issues
relating to the cloud computing [11].

As part of our ongoing work, we are further analyzing other
IT Security Issues in cloud paradigm and determine if they
should be incorporated into our cloud security application.
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